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Introduction  
¶ Security in digital world is different since it is easy to copy bits perfectly 

o Bits include information, identity, privileges and money. 

o Much of information security revolves around making it hard to copy bits 

¶ aŀǘǘΩǎ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŎǳǊƛǘȅ 

o {ǇŜƴŘ · ǎƻ ƻǇǇƻƴŜƴǘ Ƙŀǎ ǘƻ ǎǇŜƴŘ ¸ ǘƻ Řƻ ǎƻƳŜǘƘƛƴƎ ȅƻǳ ŘƻƴΩǘ ǿŀƴǘ ǘƘŜƳ ǘƻ 

¶ Y is rarely greater than X 

¶ LǘΩǎ ŀ ǊŜǎƻǳǊŎŜ ƎŀƳŜ ς time, money and computational power 

o Implications 

¶ Given enough {resources, attackers, time}, someone is going to get in 

¶ All systems can and will fail 

o The trick is to raise the bar to an adequate level of security for the resource you are trying to protect 

¶ Security requirements 

o Engineering efforts is to make dependable systems that work 

o Security engineering is to make them work in a world full of clever, malicious attackers 

¶ Why do systems fail? Because designers: 

o Protect the wrong things 

o Protect the right things in the wrong way 

o Make poor assumptions about their systems 

o 5ƻ ƴƻǘ ǳƴŘŜǊǎǘŀƴŘ ǘƘŜƛǊ ǎȅǎǘŜƳΩǎ ǘƘǊŜŀǘ ƳƻŘŜƭ ǇǊƻǇŜǊƭȅ 

o Fail to account for paradigm shifts (e.g. the Internet) 

o Fail to understand the scope of their system 

¶ Risk analysis ς risk impact matrix 

o Ranks risk in terms of likelihood and impact 

¶ Axioms of information security 

o All systems are buggy 

o The bigger the system the more buggy it is 

o Nothing works in isolation 

o Humans are most often the weakest link 

o LǘΩǎ ŀ ƭƻǘ ŜŀǎƛŜǊ ǘƻ ōǊŜŀƪ ŀ ǎȅǎǘŜƳ ǘƘŀƴ ǘƻ ƳŀƪŜ ƛǘ ǎŜŎǳǊŜ 

¶ Aspects of security 

o Authenticity ς integrity plus freshness, and pǊƻƻŦ ƻŦ ŀ ƳŜǎǎŀƎŜΩǎ ƻǊƛƎƛƴ 

o Confidentiality ς the ability to keep messages secret (for time t) 

o Integrity ς messages should be unmodified in transit, not should not be substituted with fakes 

o Non-repudiation ς cannot deny that a message was sent (related to authenticity) 

o Availability ς guarantee of quality of service (fault tolerance) 

o Covertness ς message existence secrecy (related to anonymity) 

¶ Passive attacks 

o Those that do not involve modification of fabricated data 

o E.g. eavesdropping on communications 

o Interception 

¶ An unauthorised party gains access to an asset 

¶ Release of message contents ς an attack on confidentiality 

¶ Traffic analysis ς an attack on covertness 

¶ Active attacks 

o Those that involve some modification of the data stream or creation of a false stream 
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o Fabrication 

¶ An unauthorised party inserts counterfeit objects into the system 

¶ E.g. masquerading as an entity to gain access to the system 

¶ An attack on authenticity 

o Interruption 

¶ An asset of the system is destroyed or becomes unavailable or unusable 

¶ E.g. DoS attacks 

¶ An attack on availability 

o Modification 

¶ An unauthorised party not only gains access to but tampers with an asset 

¶ E.g. changing values in a data file or virus 

¶ An attack on integrity 

¶ Definitions 

o Secrecy ς a technical term which refers to the effect of actions to limit access to information 

o Confidentiality ς ŀƴ ƻōƭƛƎŀǘƛƻƴ ǘƻ ǇǊƻǘŜŎǘ ǎƻƳŜƻƴŜ ƻǊ ǎƻƳŜ ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ ǎŜŎǊŜǘǎ 

o Privacy ς the ability and/or right to protect the personal secrets, including invasion of personal space 

o Anonymity ς the ability/desire to keep message source/destination confidentiality. 

¶ Trust 

o A trusted system is one whose failure can break security policy 

o A trustworthy  ǎȅǎǘŜƳ ƛǎ ƻƴŜ ǿƘƛŎƘ ǿƻƴΩǘ Ŧŀƛƭ 

o In information security, trust is your enemy 

¶ Software or vendors ς ǿƻƴΩǘ ǘŜƭƭ ȅƻǳ ǘƘŜƛǊ ǎƻŦǘǿŀǊŜ ƛǎ ōǊƻƪŜƴΣ ŀƴŘ ǿƻƴΩǘ ŦƛȄ ƛŦ ȅƻǳ ǘŜƭƭ ǘƘŜƳ 

¶ The Internet nor its protocols ς built from broken pieces; designed to work, not be secure 

¶ Managers ς ŘƻƴΩǘ ǿŀƴǘ ǘƻ ƭŜŀŘ ƻǊ ƭŀƎ ǎƛƴŎŜ ǎŜŎǳǊƛǘȅ ƛǎ ŀ ŎƻǎǘΣ ƴƻǘ ǇǊƻŦƛǘ 

¶ Government ς only want to raise the resource game to their level 

¶ Employees or users ς will pick poor passwords, misconfigure, try to hack in 

¶ Peers ς as bad as you 

¶ Algorithms/curves ς technological advancements ς factor large numbers,  quantum compute 

¶ Security community ς ridicule you when they find a problem, and tells the world 

¶ Information security ς ƛǘΩǎ ŜŀǎƛŜǊ ǘƻ ōǊŜŀƪ ƪƴŜŜǎ ǘƘŀƴ ōǊŜŀƪ ŎƻŘŜǎ 

¶ Yourself ς you are human 

¶ Tenet of information security 

o Security through obscurity does not work 

o Full disclosure of security mechanisms (except for the key) is the only policy that works 

o KercƪƘƻŦŦΩǎ tǊƛƴŎƛǇƭŜ: for a system to be truly secure, all secrecy must reside in the key 

o A good system is where algorithms are known but cannot be broken 

o Nothing can be said for security of a secret algorithm 

¶ Applied cryptography definitions 

o Cryptography ς study of mathematical techniques in design of ciphers 

o Cryptanalysis ς study of breaking them 

o Cryptology (crypto) ς study of both 

o Cryptographic primitives ς crypto building blocks, e.g. hash functions, block ciphers, digital 

signatures 

¶ Cryptanalysis 

o We always assume that attackers have: 

¶ Complete access to the communications channel 



ELEC5616 ï Computer and Network Security Edmund Tse 2010 

 

Page 5 of 77 

¶ Complete knowledge about the cryptosystem 

o Secrecy must exist completely within the key 

o There are 5 major attack models 

¶ Ciphertext-only attack (COA) ς attacker only has access to the ciphertext 

¶ Known-plaintext attack (KPA) ς attacker intercepts a random plaintext/ciphertext pair 

¶ Chosen-plaintext attack (CPA) ς attacker chooses a message and gets the ciphertext 

¶ Chosen-ciphertext attack (CCA) ς attacker specifies a ciphertext and gets the plaintext 

¶ Rubber-hose attack (RHA) ς break knuckles, blackmail, threaten or torture; usually easiest 

¶ Classes of break 

o Total break ς finds secret key Ὧ, and hence can compute all Ὀ ὧ  

o Global deduction ς finds alternate algorithm A equivalent to all Ὀ ὧ, without finding Ὧ 

o Local/instance deduction ς finds the plaintext of one intercepted ciphertext 

o Information deduction ς gains some information about the key or plaintext, e.g. a few bits 

¶ Attack metrics 

o An algorithm is unconditionally secure if no matter how much ciphertext an attacker has, there is 

not enough information to deduce the plaintext. 

o Information security is a resource game ς attacks are measured in terms of: 

¶ How much data is required? 

¶ How much processing time is needed? 

¶ How much memory or storage space is required? 

¶ How much computation is needed (dollar-seconds)? 
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Hash Functions  

Functions  

¶ A function Ὢȡὢᴼὣ is defined by: 

o Two sets ὢ (domain) and ὣ (codomain) 

o A rule  Ὢ 

¶ If ὼɴ ὢ then 

o The image of ὼ is the element in ὣ which rule Ὢ associates with ὼ 

o The image ώ of ὼ is denoted by ώ Ὢὼ 

¶ If ώɴ ὣ then 

o A preimage of ώ is an element ὼɴ ὢ for which Ὢὼ ὣ 

¶ The set of elements in ὣ which have at least one preimage is called the image of Ὢ, or ὍάὪ 

¶ Properties of a function: 

o One-to-one ς each element in ὣ is the image of at most one element in ὢ 

o Onto ς each element in ὣ is the image of at least one element in ὢ 

o Bijection ς if it is both one-to-one and onto 

¶ If a function is a bijection, then its inverse is also a bijection 

o In cryptography, bijections are used to encrypt and inverse transformations to decrypt 

¶ A function is a one way function (OWF) if: 

o Lǘ ƛǎ άŜŀǎȅέ ǘƻ ŎƻƳǇǳǘŜǊ Ὢὼ ᶅὼɴ ὢ 

o Lǘ ƛǎ άŎƻƳǇǳǘŀǘƛƻƴŀƭƭȅ ƛƴŦŜŀǎƛōƭŜέ ǘƻ ŦƛƴŘ ŀƴȅ ὼɴ ὢ ƎƛǾŜƴ άŜǎǎŜƴǘƛŀƭƭȅ ŀƭƭέ ŜƭŜƳŜƴǘǎ ώɴ ὍάὪ 

o i.e. given a random ώᶰὍάὪ, it is computationally infeasible to find any ὼɴ ὢ such that Ὢὼ ώ 

o Intuitively: easy to compute Ὢὼ from ὼ, but hard to compute ὼ from Ὢὼ 

o E.g. Data Encryption Standard (DES) cipher, RSA 

¶ Trapdoor one way functions 

o A one-way-function with a secret trapdoor that allows ὼ to be computed easily from Ὢὼ 

o Also known as: 

¶ Compression function 

¶ Message digest 

¶ Cryptographic checksum 

¶ Fingerprint 

o Intuitively: it is easier to assemble a jigsaw puzzle if you have the plans 

Hash functions  
¶ A hash function is an efficiently computable mapping of arbitrarily long strings to short fixed length strings 

¶ Minimum properties: 

o Compression ς typically n bits to 128 bits, e.g. MD4, MD5 

o Ease of computation ς given Ὤ and ὼ, Ὤὼ is easy to compute 

¶ 2 classes of hash functions: 

o Unkeyed ς also known as message detection codes ὓὈὅ  Ὤὼ 

o Keyed ς also known as message authentication code ὓὃὅ  ὬὼȟὯ 

¶ Desired properties of hash functions 

o Preimage resistance 

¶ Given ώΣ ƛǘ ƛǎ άƘŀǊŘέ ǘƻ ŦƛƴŘ ŀ ǇǊŜƛƳŀƎŜ ὼ such that Ὤὼ  ώ 

¶ Ὣᶅ  ɴtime ὸ, probability 0ÒὬὫὼ Ὤὼ ὥὲὨ Ὣὼ ώ  ꜡

¶ Reversing a hash 
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o Second preimage resistance 

¶ Given ὼΣ ƛǘ ƛǎ άƘŀǊŘέ ǘƻ ŦƛƴŘ ὼ ὼ such that Ὤὼ Ὤὼ  

¶ Ὣᶅ  ɴtime ὸ, 0ÒὬὫὼ Ὤὼ ὥὲὨ Ὣὼ ὼ  ꜡

¶ Finding another x that gives the same hash as a given hash 

o Collision resistance 

¶ Lǘ ƛǎ άƘŀǊŘέ ǘƻ ŦƛƴŘ ὼ ὼᴂ such that Ὤὼ Ὤὼ  

¶ 0ÒὫὶ ὼȟὼ  ίόὧὬ ὸὬὥὸ Ὤὼ Ὤὼ  ὥὲὨ ὼ ὼᴂ  ꜡

¶ Finding any two x with the same hash 

o Note: Collision resistance implies second preimage resistance (not the other way areound) 

¶ Properties of hash functions 

o A one way has function (OWHF) satisfies 1 and 2 

o A collision resistant hash function (CRHF) satisfies 3 (and hence 2) 

o Hash functions are useful to confirm knowledge without revealing what you know 

¶ Rather than send a secret across the Internet, just send a hash 

¶ Hash function applications 

o Digital signatures 

¶ Signing message m is slow, but signing h(m) is fast 

¶ Internet timestamp service only needs to sign the hash 

¶ Properties 1+2+3 are required 

¶ Property 3 is needed to avoid chosen message attack: 

¶ Ὤά Ὤά  

¶ ίὭὫὲὬά ίὭὫὲὬά  

o Password files 

¶ Instead of storing passwords in the clear, store the hash 

¶ If password file gets stolen, the hash needs to be inversed before an attacker can use it 

o Virus protection / host level tamper detection 

¶ E.g. tripwire 

¶ Periodically hash all files in system and chect that the hashes match 

¶ Property 2 is critical since it should be hard to find ὼᴂ such that Ὤὼ Ὤὼ  

¶ Attacks on hash functions 

o To brute force in cryptanalysis is to search the entire space of possible alternatives 

o A subset of this is a dictionary attack where we throw subsets of the keyspace (dictionaries) at it 

o We can use brute force to attack preimage resistance 

¶ Say a hash produces a n-bit output 

¶ We must try ς  hashes before 0ÒὬὥ ώ πȢυ ὥɴ ὤ 

o Birthday attack on CRHFs 

¶ A birthday attack is an attack on collision resistance 

¶ How many people must be in a room such that any two share a birthday? 

¶ For an n-bit hash, we must try ςȾ  hashes of random messages on average before 

the birthday attack succeeds 

¶ If the hash function output is 64-bits, we can find a collision in ς  tries (small) 

¶ Strong message digests are usually 160-bits long 

¶ SHA-1, RIPEMD: 160-bits 

¶ MD4, MD5: 128-bits 

¶ SHA256: 256 bits 



ELEC5616 ï Computer and Network Security Edmund Tse 2010 

 

Page 8 of 77 

¶ Iterated hash construction 

o Merkle-Damgard method (MD-strengthening) 

 
¶ f is a compression function 

¶ Divide message ὓ into ὲ ὶ-bit blocks 

¶ Ὢȡπȟρ πȟρ ᴼ πȟρ  

o Why use an MD iterated construction? 

¶ Lemma: suppose the compression function ὪάȟὬ is collision resistance. Then the resulting 

hash function Ὤ is also collision resistant. 

¶ To construct a CRHF, it is enough to construct CR compression functions 

Ὢȡπȟρ πȟρ ᴼ πȟρ  

o Two types of compression functions 

¶ Custom compression functions (fast) 

¶ MD4, MD5, SHA-1, RIPEMD, SHA-2 

¶ Based on block ciphers (slow) 

¶ Keyed hash functions / Message authentication codes (MACs) 

o A one-way hash function with the addition of a key: 

Ὤȡπȟρᶻᴼ πȟρ  

o The key is secret and is necessary to verify the hash 

o Ὤ ά  can be thought of as a cryptographic checksum 

o Goal: 

¶ Provides message authentication where sender and receiver share a secret 

¶ An eavesdropper cannot fake a message with a valid MAC 

¶ Used for message integrity, not message secrecy. 

o Properties 

¶ Given ά and Ὧ, it is easy to construct Ὤ ά  

¶ Given pairs of messages and MACs άȟὬ ά , it is hard to construct a new valid pair 

άȟὬ ά  Ὢέὶ ά ά  

¶ Formally,  a MAC is ‐ȟὸȟήȟὰ ς secure if 

¶ Given ή pairs of each length ὰ in time ὸ, an adversary can succeed in constructing 

new message (message, MAC) pairs with probability ‐ 

o Constructing MACs 

¶ Cryptographic 

¶ Non-keyed hash functions (HMAC) 

¶ Block ciphers (CBC-MAC) 

¶ Information Theoretic (based on universal hashing, outside scope of this course) 

o Hash based MAC (HMAC) 

¶ MAC based on non-keyed hash function h 

¶ Attempt 1: ὓὃὅ ά ὬὯȿά  

¶ Insecure: attacker can arbitrarily add to the end of the message m by taking the hash 

and putting it through the compression function with the message to append. 



ELEC5616 ï Computer and Network Security Edmund Tse 2010 

 

Page 9 of 77 

¶ Attempt 2: ὓὃὅ ά ὬάȿὯ 

¶ Insecure: vulnerable to the birthday attack 

¶ Attempt 3: ὓὃὅ ά ὬὯȿάȿὯ  

¶ More secure: envelope method 

¶ Best:  Ὄὓὃὅ ά ὬὯȿὴὥὨȿὬὯȿὴὥὨȿά  

¶ Used in IPSec, SSL, etc. 

o Cipher based MAC (CBC-MAC) 

¶ Often used in banking industry 

¶ Uses a technique known as Cipher Block Chaining (CBC) 

¶ Turn message into blocks 

¶ Repeated encryption using a block cipher ƛǎ ·hwΩŘ 

¶ Secret key Ґ όƪΣ ƪΩΣ L±ύ 

¶ Random initialisation vector (IV) 

¶ If E is a MAC, then CBC-E is also a MAC 

 
¶ Typical key length is small (e.g. 40 bits) which is easily guessed 

¶ No birthday attack on MACs 

¶ Implies MACs are shorter than message digests 

¶ E.g. Blowfish, DES, 3DES, IDEA, RC5, AES 
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Ciphers 
¶ Symmetric ciphers 

o Private key (symmetric) encryption ς the key used to encrypt and decrypt is the same 

o Defined by the rule: 

Ὀ Ὁ ά ά 

 
o Communicating with symmetric ciphers 

¶ Alice and Bob share encryption algorithm Ὁ, decryption algorithm Ὀ , and secret key Ὧ 

¶ The unencrypted message m is known as either the plaintext or the cleartext 

¶ Alice encrypts m by computing the ciphertext ὧ Ὁ ά  and sends it to Bob 

¶ Bob decrypts ὧ by computing Ὀ ὧ ά to retrieve the original plaintext message ά 

 
o It is computationally hard to decrypt ὧ without the secret key Ὧ 

o The secret key Ὧ is usually a large number (җ 64 bits) 

o The range of possible values of k is called the key space ὑ 

o The range of possible messages is the message space ὓ 

o A cryptosystem is a system consisting of an algorithm, all possible plaintexts, ciphertexts and keys 

o Types of symmetric ciphers 

¶ Stream ciphers ς operates on a single bit/byte at a time 

¶ Block ciphers ς operates on blocks (a number of bits) of plaintext at a time 

 
¶ Substitution ciphers  

o Oldest form of cipher 

o Secret key = a table that maps each letter substitutions between plaintext and ciphertext 

o Most famous is Caesar cipher, which shifts each letter by 3 (modulo 26). 

¶ ROT13 is similar with an added property: ROT13(ROT13(m)) = m 

o Large keyspace (26-factorial), but easy to break using frequency analysis: 

¶ Ciphertext-only attack 

¶ Single letters, digraphs or trigraphs 

¶ Permutation ciphers 

o Also known as transposition cipher 

o Secret key = random permutation “ 

o Given a message ά άά ȣά , one can compute its encryption by: 

Ὁ ά ά ά ȣά  
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o Vigenère cipher ς originated from Rome in 16th century 

¶ A polyalphabetic substitution cipher ς has multiple monoalphabetic substitution ciphers 

¶ The secret key is a word. Encryption is performed by adding the key modulo 26 in blocks: 

  
¶ Index of coincidence ς a statistical measure of text, useful in distinguishing simple 

substitution ciphers from Vigenère ciphers 

¶ Intuitively ς a measure of the probability of collision of a symbol if a string is 

compared against a random shifted version of itself. 

 
¶ The index of coincidence is defined as: 

Ὅὅ
ὊὊ ρ

ὔὔ ρ
 

o F = frequency of symbol in text 

o N = length of text 

¶ Using the standard frequencies of individual letters for English text. The probability 

that a coincidence will occur is ‖ πȢπφφω 

¶ If the text is random, then ‖ πȢπσψυ 

¶ The index of coincidence varies by language and can be domain-specific 

¶ To break Vigenère cipher, calculate the index of coincidence for different shift distances 

¶ This will find the key length 

¶ Once the key length ὔ is known, we can attack the ὔ subtexts of the message 

independently by frequency analysis 

¶ Taking every Nth symbol gives a monoalphabetic substitution cipher 

¶ Rotor machines 

o Electro-mechanical devices that rotate varying sized disks in different ratios using gears 

o Popular during WWII ς e.g. German ENIGMA 

¶ Uses 3-4 replaceable rotors 

¶ ¢ƘŜ άƪŜȅέ ƛǎ ǘƘŜ ŎƘƻƛŎŜ ŀƴŘ ƛƴƛǘƛŀƭ Ǉƻǎƛǘƛƻƴǎ ƻŦ ǘƘŜ ǊƻǘƻǊǎ 

¶ XOR (addition modulo 2) 

o Commonly used to provide security in software (although extremely weak) 

o aŜǎǎŀƎŜ ƛǎ ōƛǘǿƛǎŜ ·hwΩŘ ǿƛǘƘ ŀ ǎŜŎǊŜǘ ƪŜȅ 

o XOR is a Vigenère cipher and easy to break 

¶ Determine the key length N from index of coincidence 

¶ Shift ciphertext by N and XOR with itself 

¶ This removes the key (ὧἅὧ άἅὯἅάἅὯ άἅάᴂ) 

¶ wŜǎǳƭǘǎ ƛƴ ƳŜǎǎŀƎŜ ·hwΩŘ ǿƛǘƘ ŀ ǎƘƛŦǘŜŘ ǾŜǊǎƛƻƴ ƻŦ ƛǘǎŜƭŦ 

¶ Language is extremely redundant (English ~1.3bits/byte) 

¶ Easy to then decrypt 

¶ One time pad (OTP) 

o A different substitution cipher is used for each letter of the plaintext 
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o Encryption is XOR for bits or mod-26 addition 

o OTP is perfectly secure provided: 

¶ The secret key is truly random 

¶ The plaintext does not repeat 

¶ The pad is never used again 

o Otherwise, it results in no security 

o No amount of computing power can break a OTP, since every possible plaintext is equally likely 

o Problems: 

¶ Key distribution 

¶ Key destruction 

¶ Synchronisation 

o Used for ultra-secure low bandwidth communications 

o Attacks on the OTP: 

¶ A two-time pad is insecure since XOR with the two ciphertexts removes the key 

¶ The OTP is highly malleable because it is easy to change the plaintext without the key 

¶ Perfect secrecy 

o Goal of cryptography is that ciphertext tells absolutely nothing about the plaintext 

o A cipher has perfect secrecy if άᶅᶰὓȟὧɴ ὅ the plaintext and ciphertext are statistically 

independent: 

0Òά άȿὧ ὧ 0Òά ά  

o If each transmitted message is equally likely, the probability that the transmitted message is ά is: 

0Òά ά ȿὓȿ  

o Now the probability that the transmitted message is ά given that the observed ciphertext is ὧ is: 

0Òά ά
ȿὯȡὉ ά ὧȟὯᶰὑȿ

ȿὑȿ
 

o For the one time pad: 

¶ The key space must be at least as large as the set of plaintexts ȿὑȿ ȿὓȿ 

¶ Any cipher with perfect secrecy satisfies ȿὑȿ ς 

¶ The OTP has perfect secrecy since: 

ὓ ὅ ὑ πȟρ 0Òά ά
ρ

ς
0Òά άȿὧ ὧ

ρ

ς
 

¶ Note: we require Ὧᶰὑ to be as long as the message 

¶ The conundrum: we have to securely communicate a key as long as the message in advance 

¶ Stream ciphers 

o In an OTP, the secret key is the random n-bit stream. 

o Stream ciphers replace this random stream with a pseudorandom stream. 

o The secret key is the seed used to generate the pseudorandom stream. 

ὉάȟίὩὩὨάṥὙὔὋίὩὩὨ 

ὈὧȟίὩὩὨὧṥὙὔὋίὩὩὨ 

 
o Security of stream ciphers 

¶ Trade-off: excellent secrecy for ease of implementation / use 
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¶ Security of the cipher is dependent on the security of the pseudorandom number generator 

¶ Should be computationally hard to determine either the seed or the next number in 

the pseudorandom sequence 

¶ Since the random number generator is deterministic, the seed should only be used for one 

session 

¶ Stream ciphers are much faster than block ciphers 

¶ To avoid using the same seed twice, we can encrypt it using stronger crypto and append to 

the ciphertext (to tell the other party): 

ὉάȟὯ ὈὉὛίὩὩὨȟὯȿȿάṥὙὔὋίὩὩὨ 

Pseudorandom Number Generators  
¶ Random numbers 

o Useful in session keys, deck shuffling, challenges, nonces 

o Truly random sources are difficult to get: 

¶ Thermal noise in electrical circuits 

¶ Timing of Geiger counter clicks 

o Applications make do with pseudorandom number generators (PRNG) 

o Desirable properties of PRNG: 

¶ Repeatability 

¶ Statistical randomness 

¶ Long period/cycle 

¶ Insensitive to seeds 

o PRNGs are often broken by: 

¶ Statistical tests to find patterns or bias in the output sequence 

¶ Inferring the state of internal registers from the output sequence 

¶ Linear congruential generators (LCG) 

ὼ ὥὼ ὦ άέὨ ὧ 

o E.g. Unix rand() function 

o a, b, c are constants 

o Period of generator is less than c 

o Easily predictable, so cannot be used for security 

o Only two consecutive values needed to construct the internal state 

¶ Linear shift feedback registers (LFSR) 

  
o Seed is the initial value of the shift register 

o Feedback network based on polynomials over finite fields 

o Easy and very fast in hardware (1 clock) 

o Problem: tap configuration can be determined from 2n outputs 

¶ RC4 

o Wide applications in cryptography 

o Based on permutation of 256 byte array 
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o w/пΩǎ ǎŎƘŜŘǳƭƛƴƎ ŀƭƎƻǊƛǘƘƳ Ƙŀǎ ǇǊƻōƭŜƳǎ ό²9t ǿŜŀƪƴŜǎǎύ 

  
i, j = 0;  

while (1) {  

 i  = i  + 1 (mod 256)  

 j = j + s[i] (mod 256)  

 swap(s[i], s[j]);  

 t = s[i] + s[j] (mod 256);  

 output s[t];  

}  

¶ Other PRNGs 

o ANSI X9.17 ς based on 3DES 

o DSA PRNG ς based on SHA or DES 

o RSAREF PRNG ς Based on MD5 hashing and addition modulo 2128. 

¶ Using PRNGs 

o Be extremely careful with PRNG seeds 

o Hash PRNG inputs with a timestamp or counter 

o Reseed the PRNG occasionally 

o Use a hash function to protect the PRNG outputs if PRNG is suspect 
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Secret Key Encryption  

Feistel networks  

¶ Ladder structure 

  
o Input is split into two blocks ς left and right halves 

o Functions ὪȟȣȟὪ are arbitrary mappings: 

ὪȟȣȟὪȡπȟρ ᴼ πȟρ  

o In each round of the Feistel network: 

ὰ ὶ  

ὶ ὰ ṥὪὶ  

¶ Feistel structure 

o Expresses a cipher as a combination of successive round functions (can be any number of rounds): 

ɰὪȟὪȟὪ  

o To decrypt, simply use the rounds in reverse order: 

ɰ ὪȟὪȟȣȟὪ ɰὪ ȟȣȟὪȟὪ  

o Round functions theƳǎŜƭǾŜǎ ŘƻƴΩǘ ƴŜŜŘ ǘƻ ōŜ ǊŜǾŜǊǎƛōƭŜ 

o If Ὢ are random functions, then ɰ  is indistinguishable from a random permutation under a chosen 

plaintext attack. 

o This lets us turn any one-way function into a block cipher, thus optimise round functions individually. 

¶ Feistel network allows construction of a reversible cipher, even though the components are not. 

o Uses the XOR functions for its reversibility. 

o To decrypt, just apply the round functions in reverse 

¶ Nice abstraction: the structure is there; just need to focus on the functions 

Diffusion and confusion  
¶ Principles of modern ciphers 

¶ Confusion and diffusion map to substitution and permutation 

¶ Diffusion is used to dissipate the statistical structure of the plaintext into long range statistical properties of 

the ciphertext. 

o So the key cannot be derived from the ciphertext 

o Ideally flipping a plaintext bit results in 50% probability of flipping each ciphertext bit 

o To distribute ciphertext symbol, digraph and trigraph frequencies as evenly as possible 

o Usually achieved through repeated permutation functions (P-box) 

¶ Confusion is used to make the relationship between the ciphertext and the key as difficult as possible. 

o Usually achieved through a complex substitution function ς ὲ ά bit S-box 

o Like n-bit address to an ὲ ά bit RAM to store a nonlinear function 



ELEC5616 ï Computer and Network Security Edmund Tse 2010 

 

Page 16 of 77 

Data encryption standard (DES)  
¶ DES is a secret (private) key cipher 

o Block cipher with 64-bit blocks and 56-bit key 

o 16-round Feistel network (reversible) 

o Operates in many different modes 

o ²ƻǊƭŘΩǎ Ƴƻǎǘ heavily used and analysed cipher 

¶ DES Structure 

o Initial permutation (transposition) is to discourage software 

implementations; hardware implementation is very quick. 

o Plaintext is split into left and right (each 32 bits, expanded to 48 bits) 

o Key schedule ίȟȣȟί  are derived from the key 

(each round key is 48 out of 56 bits) 

o Final permutation is the inverse of the initial permutation 

o DES can be defined by the following equations: 

¶ ὓ ὒὙ   two 32 bits halves  

¶ ὒ Ὑ    16 rounds 

Ὑ ὒ ṥὊὙ ȟὯ   

¶ ὅ Ὑ ὒ    output 

¶ Where Ὧ is the ith subkey derived from the key k according to a key schedule 

o Round function ὊὼȟὯȡπȟρ πȟρ ᴼ πȟρ

  
o Avalanche effect ς DES is designed so that a minor change in the key or the plaintext results in a 

dramatic change in the ciphertext. This is why there are 16 rounds. 

o Decryption process is similar to encryption process, except the round keys are used in reverse order 

ς XORs in Feistel allows peeling the rounds off one by one. 

Modes of operation  
¶ Electronic code book (ECB) 

  
o 64 bit blocks are enciphered separately 
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¶ ECB is not recommended for messages longer than 1 block, or reused over >1 message. 

o Identical plaintext blocks result in identical ciphertext blocks, so it is vulnerable to dictionary attacks 

o Error propagation property: one or more bit errors in a cipher text block only affects the 

corresponding plaintext block 

o Can strengthen the use of random padding bits 

o Vulnerable to re-ordering of blocks 

o Looks like (and can reduce to) monoalphabetic substitution cipher, so can run frequency analysis 

¶ Cipher block chaining (CBC) 

   
o 64 bit blocks are chained together, with the IV being some predetermined value 

o Chaining dependencies 

¶ Ciphertext cj depends on m0 Χ mj 

¶ Rearranging ciphertext blocks affects decryption 

o Error propagation 

¶ Bit error in ciphertext cj affects deciphering of cj and cj+1 only 

¶ Recovered block mΩj typically results in random bits 

¶ Bit errors in recovered block mΩj+1 are precisely where cj was in error. 

¶ Attacker can cause predictable bit changes in mj+1 by altering cj 

o Bit recovery 

¶ CBC is self-synchronising or ciphertext autokey because if a bit error occurs in cj but not cj+1, 

then cj+2 correctly decrypts to mj+2. 

¶ A bit error in a block makes the first block garbage, but is only equal to a flipped bit of the 

message in the next one. 

¶ Output feedback (OFB) mode 

  
o DES is used as a PRNG and is effectively a stream cipher. 

o Chaining dependencies 

¶ The keystream is plaintext independent 

o Error propagation 



ELEC5616 ï Computer and Network Security Edmund Tse 2010 

 

Page 18 of 77 

¶ One or more bit errors in any ciphertext block results only in decipherment of that block in 

the precise position of error 

o Error recovery 

¶ OFB recovers from ciphertext bit errors but not bit loss that misaligns the keystream 

o Throughput 

¶ Keystream may be independently calculated (e.g. pre-computed) 

o The IV must be changed if the key is reused. 

¶ Evaluating block ciphers and modes 

o Estimated security level ς more confidence the longer it has been openly analysed 

o Key size ς upper bound on brute force security, but added cost to key generation, storage, recovery 

o Throughput ς relates to affinity of design to implementation 

o Block size ς larger is better but more costly 

o Complexity of cryptographic mapping 

o Data expansion 

o Error propagation ς effect of bit errors differs between ciphers and modes of operation 

Attacks on DES 
¶ DES is broken 

o DES has been found to hold up well against many forms of cryptanalysis, but fell to brute force 

o tǊƻōƭŜƳ ƛǎ ǘƘŀǘ aƻƻǊŜΩǎ ƭŀǿ Ƙŀǎ ŎŀǳƎƘǘ ǳǇ 

o It turns out that IBM and NSA strengthened DES against differential cryptanalysis by tweaking the S-

Boxes, 20 years before the civilian world discovered this technique. 

o Development: theoretical (schematics) Ą distributed PCs Ą ASIC Ą FPGA 

o 9CC ¦{5 Ϸнрлƪ ά5ŜŜǇ /ǊŀŎƪέ ōŀǎŜŘ on low volume gate array machine brutes keyspace in 3 days 

¶ DES keys 

o Given a plaintext/ciphertext (m,c) pair, there is a very high probability that only one key will satisfy 

ὧ ὈὉὛάȟὯ 

o Consider DES as a collection of permutations “ρȣ“ς  

o If “ are independent permutations then ᶅ άȟὯ: 

0ÒɱὯ ὯȡὈὉὛάȟὯ ὈὉὛάȟὯ  

ς ς  

ς πȢσωϷ 

o Thus given one (m,c) pair, the key is uniquely determined. The problem is to find k.  

¶ Attacks on DES 

o Exhaustive key search 

¶ For a strong n-bit block cipher with a j-bit key, the key can b recovered on average in ς  

operations given a small  number of plaintext-ciphertext pairs 

¶ For DES, j = 56 bits and n = 64 bits so it is expected to yield the key in ς  operations 

o Ciphertext-only DES key search 

¶ Suppose DES is used to encrypt ψ ψ ASCII characters (=64 bits) per block, with one bit 

being a parity bit 

¶ Trial decryption yields all 8 parity bits valid with probability ς  (so ς  for ὸ blocks)  

¶ Over ς  keys, this leads to probability of correct key being  (thus only ὸ ρπ is enough) 

o Reducing effort in attacks on DES 

¶ DES is a Feistel network, ǿƘƛŎƘ Ƙŀǎ ǘƘŜ άcomplementation propertyέ: 

ὈὉὛάȟὯ ὈὉὛάȟὯ 
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¶ So for a CPA, ὧ ὈὉὛάȟὯ and ὧ ὈὉὛάȟὯ: 

If ὈὉὛάȟὯ ὧ nor ὧ, then Ὧ Ὧ nor Ὧ 

¶ Search space is halved. 

¶ 2DES 

o Double encryption with DES is bad: 

ςὈὉὛ ά Ὁ Ὁ ά  

o н59{ ƛǎ ǾǳƭƴŜǊŀōƭŜ ǘƻ άmeet in the middleέ ŀǘǘŀŎƪ, i.e. for a fixed message m, create a table: 

Ὁ ά  ᶅ Ὧɴ πȟρ  

¶ Then, for ὧ Ὁ ά  try all Ὧ until Ὀ ὧ is in the table 

¶ Encrypt plaintext, and decrypt ciphertext over its keyspace. If it meets, it is cracked. 

o Thus 2DES can be broken on average in ς  operations using ς  memory slots (a time-space 

tradeoff), which is not good for 112 bits of key 

o Doubles the keysize, but has not increased the security 

¶ Triple DES (3DES) 

o Performs DES three times with two keys (112 bits) 

σὈὉὛ ά Ὁ Ὀ Ὁ ά  

o The strength of DES (and 3DES) is that it does not form a group: 

ὈὉὛ ὈὉὛ ά ὈὉὛ ά  

o Consider the time-space tradeoff on two-key triple DES (2TDES): 

¶ For time  and space ί, we can recover Ὧ and Ὧ 

¶ If ί ς, we can do better than exhaustive search 

¶ DESX 

o Modifies DES to avoid exhaustive key search 

 k1 = 56 bits (DES key) 

 k2 = 64 bits (whitening key) 

 k3 = h(k2, k3) = 64 bits 

ὈὉὛὢ ά ὯṥὉ άṥὯ  

o Whitening key gives greater resilience to brute force attacks 

o Given j plaintext/ciphertext pairs, the effective key size җ 

ȿὯȿ ὲ ρ ÌÏÇὮ υφφτρ ÌÏÇὮ 

ρρωÌÏÇὮ 

ρππ ὦὭὸί 

¶ Round functions 

  
o The function ὊὼȟὯȡπȟρ πȟρ ᴼ πȟρ   

¶ Differential cryptanalysis 
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o This CPA on DES using with (plaintext, ciphertext) pairs is better than brute force 

o Involves looking at the XOR of two texts 

o Looks at the skew in S boxes, and gives a time/space trade-off 

o Need 247 messages, but brings the time down from 256 to 247. 

o Consider any S-box function ὊὼȟὯ : 

  
o Define the difference measure (on input) as: 

ɝ ὦṥὦ 

ὼṥὯ ṥ ὼṥὯ  

ὼṥὼ 

o The input XOR ὦṥὦ  does not depend on the key, but the output XOR ὩṥὩ  does 

o Define the set ɝὦ consisting of ordered pairs ὦȟὦ  having input XOR ὦ: 

ɝὦ ὦȟὦ ᶰπȟρ  ȿ ὦṥὦ ὦ 

where 

ȿɝὦȿ ς φτ 

o E.g. ὦ ρρπρππ. If we consider the first S-box, the pairs might be 

ɝὦ ππππππȟρρπρππȟπππππρȟρρπρπρȟȣȟρρρρρρȟππρπρρ 

¶ Then look at each of the 64 pairs XOR 110100. 

¶ The following distribution of output XORs ὩṥὩ  is obtained 

  
¶ Now suppose that ὦṥὦ ρρπρππ and ὩṥὩ πππρ. Then ὦȟὦ  must be one 

of eight possible pairs, and hence ὦ is one of 16 possible values. 

¶ Since ὼ is known (this is a KPA), the 6 bits of the key XORed with ὼ to give ὦ are one of 16 

possible values. 

¶ This procedure is repeated for different ɲΩǎ ǘƻ ƳŀƪŜ ŘŜŘǳŎǘƛƻƴǎ ŀōƻǳǘ ǘƘŜ ƪŜȅ ōƛǘǎ ŀƴŘ 

eventually recover the key. 

¶ Linear cryptanalysis 

o Looks at the linear relationship between plaintext and ciphertext 

o Reduces the search space for brute force 

o If the ciphertext is derived by combining certain bits from the plaintext and the key: 

  
o It can be easily broken because the cipher is linear, e.g. 

ὧρ ὴτṥὴρχṥὯυṥὯσ 

ὭȢὩȢὯσṥὯυ ὧρṥὴτṥὴρχ 

o If we use the following notation for the XOR bits of the plaintext: 

ὴὭȟȣȟὭ ὴὭ ṥὴὭ ṥȣṥὴὭ  

o And also define: 

” 0ÒὴὭȟȣȟὭ ṥὧὮȟȣȟὮ Ὧίȟȣȟί  



ELEC5616 ï Computer and Network Security Edmund Tse 2010 

 

Page 21 of 77 

o Now if ȿ” πȢυȿis large, then we can guess Ὧίȟȣȟί  

o Optimally for a break, ȿ” πȢυȿ πȢυ, i.e. (  ́= 0 or 1) 

o A perfect cipher would have ́ = 0.5 

¶ An algorithm to recover key bits 

o Given R plaintext, ciphertext pairs where R is large: 

if  ́> 0.5, then Ὧίȟȣȟί  = majority ὴὭȟȣȟὭ ṥὧὮȟȣȟὮ  over all plaintext ciphertext pairs 

if  ́< 0.5, then Ὧίȟȣȟί  = minority =  majority 

o Fact: if given Ὑ ” πȢυ  then the correct Ὧίȟȣȟί  is obtained with probability > 97.7% 

Advanced Encryption Standard (AES)  
¶ NIST requirements: 

o 128 bit block cipher with 128/192/256 bit keys 

o Strength equal to or better than 3DES at greatly improved efficiency, for smartcards, flexibility 

o Royalty free worldwide 

o Secure for over 30 years, and protect sensitive data for over 100 yerars 

o Public confidence in the cipher 

¶ 15 submissions internationally 

¶ Rijndael announced Oct 2000 

o Operates on 128 bit blocks 

o Variable key length of 128, 192 or 256 bits 

o An SP-network 

o Uses a single S-box which acts on a byte input to give a byte output (like a 256 byte lookup table) 

 Ὓὼ ὓ ὦ over the field ὋὊς , where M is a matrix and b is a constant 

o Its construction gives tight differential and linear bounds 

¶ AES overview 

  
o Linear transformation arranging 16 bytes of the value being encoded in a square and doing bytewise 

shuffling and mixing 

1. Add round key (simply XOR with the subkey for current round) 

2. Byte Sub using S-box 

3. Shift (shuffle) rows 

¶ 1st row of 4 bytes remains unchanged 

¶ 2nd row is shifted 1 place left 

¶ 3rd row is shifted 2 places left 
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¶ 4th row is shifted 3 places left 

4. Mix column ς 4 bytes in a column are mixed using a matrix multiplication 

o Result: a change in the input affects all of the outputs in 2 rounds. 

o Variable number of rounds ς 10 for 128 bit keys. 12 for 192 bit keys and 14 for 256 bit keys 

o Gives 50% margin of safety based on current known attacks 

¶ Certificational attacks for 6 round 128-bit, 7 round 192-bit and 9 round 256-bit keys 

o Safety against feasible attacks is believed to currently be ~100% 

Summary of symmetric crypto  
¶ Advantages 

o Can be designed to have high throughput rates 

o Keys are relatively short (128 bits .. 256 bits) 

o Symmetric ciphers can be used as primitives to construct other constructs such as PRNGs 

o Symmetric ciphers can be used to construct stronger ciphers 

¶ E.g. simple substitutions and permutations can be used to create stronger ciphers 

o !ƭƭ ƪƴƻǿƴ ŀǘǘŀŎƪǎ ƛƴǾƻƭǾŜ άŜȄƘŀǳǎǘƛǾŜέ ƪŜȅ ǎŜŀǊŎƘ 

¶ Disadvantages 

o In a two party networks, the key must remain secret at both ends 

¶ Sound practice dictates the key needs to be changed frequently (e.g. each session) 

o In a large network, ὲȦ keys are required which creates a massive problem for key management 
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Key Exchange 

Definitions  
¶ Key establishment ς any process whereby a shard secret becomes available to two or more parties for 

subsequent cryptographic use 

¶ Key management ς the set of processes and mechanisms which support key establishment and the 

maintenance of ongoing keying relationships between parties, including replacing older keys with newer 

ones: 

o Key agreement 

o Key transport 

Key management  
¶ Suppose we have a symmetric key network where everyone wants to talk to each other securely: 

  
o For n parities, we need: 

ὲ
ς

ὲὲ ρ

ς
 ὯὩώί 

o Key distribution and management becomes a major issue 

¶ Key distribution centre (naïve solution) 

  
o All parties share a key with the KDC 

o Avoids having to manage keys for every other person in existence 

o Protocol: 

1. Alice ʤ KDC άwant to talk with Bobέ 

2. KDC ʤ Alice KDC picks random key Ὧ , sends Ὁ Ὧ , Ὁ [Ὧ , άticket a-bέ] 

3. Alice ʤ Bob Alice decrypts Ὁ Ὧ , sends ticket to Bob 

4. Bob  Bob decrypts ticket 

¶ Alice and bob now share secret key Ὧ  

o Problems 

¶ The KDC is a single point of failure, and a juicy target for attacks 

¶ No authentication 

¶ Poor scalability 

¶ Slow 
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Key exchange protocols  
¶ aŜǊƪƭŜΩǎ ǇǳȊȊƭŜǎ 

 
o Ralph Merkle (Stanford, 1974) 

o A key exchange protocol without the need for a KDC 

o Protocol 

1. Alice creates lots of puzzles ὖ Ὁ ͼ4ÈÉÓ ÉÓ ÐÕÚÚÌÅ Π8ÉͼȟὯ , where Ὥ ρȢȢς , 

ȿὴȿ ςπÂÉÔÓ (weak), ȿὯȿ ρςψÂÉÔÓ (strong). ὢȟὴȟ and Ὧ are chosen randomly for each Ὥ. 

2. Alice sends all puzzles ὖ to Bob. 

3. Bob picks a random puzzle Ὦɴ ρȢȢς  and solves ὖ by brute force (i.e. search on key ὴ). 

This recovers ὢ and Ὧ from the puzzle. 

4. Bob sends ὢ to Alice in the clear. 

5. Alice looks up the index j of ὢ (from a table) to get Ὧ. 

¶ Alice and Bob now share a secret key Ὧ. 

o !ǘǘŀŎƪ ƻƴ aŜǊƪƭŜΩǎ ǇǳȊȊƭŜǎ 

¶ Eve must break on average half of the puzzles to find ὼ (and hence Ὧ) 

Doing this for 220 puzzles would take ς ς ς  

¶ If Alice and Bob can try 10,000 keys/second, it will take a minute for each of them to 

perform their step, plus another minute to communicate their puzzles on a 1.544MB/s link 

¶ With comparable resources, it will take Eve about a year to break the system 

o bƻǘŜΥ aŜǊƪƭŜΩǎ ǇǳȊȊƭŜǎ ƛǎ ƛƳǇǊŀŎǘƛŎal because it uses a lot of bandwidth. 

¶ Diffie-Hellman key exchange 

  
o Diffie, Hellman (Stanford, 1976) 

o Worldwide standard used in smart cards, etc. 

o Protocol: 

¶ Consider the finite field ὤ πȟȣȟὴ ρ  where p is prime (and about 300 digits long) 

¶ Let the generator Ὣᶰὤ 

1. Alice  Chooses a random large integer ὥᶰὤ 

2. Bob  Chooses a random large integer ὦɴ ὤ 

3. Alice ʤ Bob Alice sends Bob Ὣ ÍÏÄ ὴ 

4. Bob ʤ Alice Bob sends Alice Ὣ ÍÏÄ ὴ 
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5. Alice and Bob Computes Ὣ  

  Alice computes Ὣ Ὣ ÍÏÄ ὴ 

  Bob computes Ὣ Ὣ ÍÏÄ ὴ 

¶ Alice and bob now share secret Ὣ  

¶ Strength of Diffie-Hellman 

o Based on two issues: 

¶ Discrete logarithm problem: given ὴ, Ὣ, Ὣ , it is difficult to calculate ὥ 

¶ Diffie-Hellman problem: given ὴ, Ὣ, Ὣ , Ὣ , it is difficult for Eve to calculate Ὣ  

o We know that DL Ý DH, but it is not known if DH Ý DL 

o The strength of the system is based on the difficulty of factoring numbers the same size as ὴ 

o The generator Ὣ can be small 

o Do not use the secret Ὣ  directly as a session key, because not all bits of the secret have a flat 

distribution. It is better to either hash it or use it as a seed for a PRNG. 

Rainbow tables  
¶ Pre-computation attacks 

o A rainbow table is a time-space trade-off on symmetric ciphers and hash functions. 

o The idea comes from an earlier attack using pre-computed hash chains. 

¶ Two phases 

o Pre-computation phase 

¶ The idea comes from an earlier attack using pre-computed hash chains: 

 start ʤ h(start) ʤ h(h(start)) ʤ Χ 

¶ We store the start point, end point and the length of the hash chain 

¶ ¢ƘŜ ŎƘŀƛƴǎ ǎǘƻǇ ŀŦǘŜǊ ŀ ŦƛȄŜŘ ƴǳƳōŜǊ ƻŦ ƛǘŜǊŀǘƛƻƴǎ ƻǊ ŀ άŎƻƭƭƛǎƛƻƴέ ƛƴǘƻ ŀƴ ŜȄƛǎǘƛƴƎ ŜƴŘ-point 

(In which case we merge the chains) 

¶ If we increase the length of our chains we decrease the size of the table but increase the 

time taken to iterate over each chain. (The time/space trade-off) 

o Online attack phase (cryptanalytic attack) 

¶ To reverse a hash Y, we simply keep hashing it and comparing to our list of end points (small) 

¶ When we find a match, we look up the start value and hash it repeatedly until we get to Y 

¶ The value before that is the required preimage. 

¶ Rainbow tables 

  
o First pioneered by Philippe Oechslin as a fast form of time-memory trade-off, which he implemented 

in the Windows password cracker 0phcrack 

o A rainbow table is a slightly modified form of the precomputation attack, where a reduce function is 

used after each hash 

End-point Start-point

... ...

... ...

... ...

Rainbow Table

http://en.wikipedia.org/wiki/Image:Rainbow_table1.svg


ELEC5616 ï Computer and Network Security Edmund Tse 2010 

 

Page 26 of 77 

¶ ¢ƘŜ ǊŜŘǳŎŜ ŦǳƴŎǘƛƻƴ ƛǎ ŀƴ ƛƴƧŜŎǘƛǾŜ άƻƴǘƻέ ŦǳƴŎǘƛƻƴ ǘƘŀǘ ƳŀǇǎ ŀ ƘŀǎƘ ǘƻ ŀ ŘŜǎƛǊŜŘ Ǉŀssword 

in the character set 

 reduce(hash(password)) ʤ next password 

¶ After a chain containing a suitable number of passwords is created, the final password in the 

chain is hashed, and the final hash and the starting password are stored together in the 

rainbow table 

¶ To reverse a hash, look for it in the table. If not found, try the next hash using: 

 hash(reduce(a hash))  ʤ next hash 

¶ Keep going until we find the hash in the table. 

¶ When we find it, look up the start value for the chain and repeatedly hash until we find the 

value. 

¶ wŀƛƴōƻǿ ǘŀōƭŜǎ ǳǎŜ ŀ ŘƛŦŦŜǊŜƴǘ ǊŜŘǳŎǘƛƻƴ ŦǳƴŎǘƛƻƴ ŦƻǊ ŜŀŎƘ άƭƛƴƪέ ƛƴ ŀ ŎƘŀƛƴΣ ǎƻ ǘƘŀǘ ǿƘŜƴ ǘƘŜǊŜ ƛǎ ŀ ƘŀǎƘ 

Ŏƻƭƭƛǎƛƻƴ ƛƴ ǘǿƻ ƻǊ ƳƻǊŜ ŎƘŀƛƴǎΣ ǘƘŜ ŎƘŀƛƴǎ ǿƛƭƭ ƴƻǘ ƳŜǊƎŜ ŀǎ ƭƻƴƎ ŀǎ ǘƘŜ Ŏƻƭƭƛǎƛƻƴ ŘƻŜǎƴΩǘ ƻŎŎǳǊ ŀǘ ǘƘŜ ǎŀƳŜ 

position in each chain. 

¶ As well is increasing the probability of a correct crack for a given table size, this use of multiple reduction 

functions approximately doubles the speed 

¶ The end result is a table that contains statistically high chance of revealing a password within a short period 

of time, generally less than a minute. 

¶ The success probability depends on the parameters used to generate it. These include the character set 

used, password length, chain length and table count. 

¶ Example 

  
o ²Ŝ ǿŀƴǘ ǘƻ ǊŜǾŜǊǎŜ ǘƘŜ ƘŀǎƘ άǊŜоȄŜǎέ 

o ²Ŝ ŀǇǇƭȅ ǊŜŘǳŎǘƛƻƴ ŦǳƴŎǘƛƻƴ wо ŀƴŘ ƎŜǘ άwŀƳōƻέΦ ²Ŝ ŎƘŜŎƪ ǘƘŜ ǘŀōƭŜ ōǳǘ ƛǘ ƛǎ ƴƻǘ ǘƘŜǊŜΦ 

o Restart using R2, then by R3 (and keep doing this with 3, 4, 5 reductions until we succeed) 

o ²Ŝ Ŏŀƴ ǎŜŜ ǘƘŀǘ ǿƛǘƘ н ǊŜŘǳŎǘƛƻƴǎΣ ǿŜ ƎŜǘ άƭƛƴǳȄноέ ǿƘƛŎƘ ƛǎ ƛƴ ǘƘŜ ǘŀōƭe 

o [ƻƻƪ ǳǇ ǘƘŜ ǎǘŀǊǘ ǾŀƭǳŜ άǇŀǎǎǿƻǊŘέ ŀƴŘ ǘƘŜƴ ǎǘŀǊǘ ǎŜŀǊŎƘƛƴƎ ǘƘƛǎ ŎƘŀƛƴΣ ŎƻƳǇŀǊƛƴƎ ǘƘŜ ƘŀǎƘ ŀǘ ŜŀŎƘ 

ƛǘŜǊŀǘƛƻƴ ǘƻ ƻǳǊ ǘŀǊƎŜǘ ƘŀǎƘ άǊŜоȄŜǎέ 

o {ǘƻǇ ƻƴŎŜ ǿŜ ŦƛƴŘ ƛǘΣ ŀƴŘ ǿŜ ŦƛƴŘ ǘƘŀǘ ǘƘŜ ǇŀǎǎǿƻǊŘ άŎǳƭǘǳǊŜέ ƎŜƴŜǊŀǘŜŘ ǘƘŀǘ ƘŀǎƘ ǾŀƭǳŜ 

¶ The problem is that precomputation only needs to be done once, and the attack is extremely scalable. 

o The rainbow tables can be downloaded from the internet 

o There are rainbow tables crackers online as websites 

¶ Salts are one way to defeat rainbow tables 

http://en.wikipedia.org/wiki/Image:Rainbow_table2.svg
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Introduction to number theory  
¶ Motivation 

o To understand the security of Diffie-Hellman 

o To understand asymmetric cryptography 

¶ Notation 

o ᴚ the set of all integers 

o ᴚ  the set of all non-negative integers 

o ὥȿὦ a divides b, i.e. there exists ὧɴ  such that ὦ ὥὧ 

 -3|18 because 18 = (-3)(-6) 

 173|0 because 0 = (173)(0) 

o ὴȟή will be reserved for prime numbers 

¶ The prime decomposition of ὲᶰ  is ὲ Бὴ  where Ὡᶰᴚ 

o In other words, ὲ ὴ ὴ ὴ ȣὴ  (note Ὡ can be zero) 

¶ Groups 

o A group Ὃȟz  consists of a set G with a binary operation * on G satisfying: 

¶ The group operation is associative, i.e. ὥz ὦz ὧ ὥz ὦ ὧz 

¶ There is an element ρɴ Ὃ called the identity element, in which ὥz ρ ρz ὥ ȟᶅὥɴ Ὃ 

¶ For each element ὥᶰὋ, there exists an element ὥ ᶰὋ, called the inverse of ὥ, such that 

ὥz ὥ ὥ ὥz ρ 

o A group is commutative, so ὥz ὦ ὦz ὥȟᶅ ὥȟὦɴ Ὃ 

¶ Rings 

o  A ring (R, +, ×) consists of a set R with two binary operations arbitrarily denoted + (addition) and × 

(multiplication) on R, where: 

¶ (R, +) is a commutative group 

¶ The operation × is associative, i.e. ὥ ὦ ὧ ὥ ὦ ὧ 

¶ There is a multiplicative identity denoted 1, which 1 ґ 0 such that 1 × a = a × 1 for all ὥɴ Ὑ 

¶ The operation × is distributive over +, so: 

 ὥ ὦ ὧ ὥ ὦ ὥ ὧ 

 ὦ ὧ ὥ ὦ ὥ ὧ ὥ 

o The ring is a commutative ring if ὥ ὦ ὦ ὥ for all ὥȟὦɴ Ὑ 

¶ Fields 

o A field is a commutative ring in which all non-zero elements have inverses. 

o Fact:  is only a field if p is a prime number 

¶ For example, ᴚ πȟρȟȣȟὲ ρ  where n is a composite is not a field (it is a ring) 

¶ The greatest common divisor, gcd(a,b) of ὥȟὦɴ  is the largest possible integer d such that d| a and d| b 

¶ The least common multiple, lcm(a,b) of ὥȟὦɴ  is the smallest integer m such that a| m and b| m 

¶ In terms of prime factors, if ὥ Бὴ  and ὦ Бὴ , then 

ÇÃÄὥȟὦ ὴ
ȟ
ὴ

ȟ
ȣὴ

ȟ
ὴ

ȟ
 

ÌÃÍὥȟὦ ὴ
ȟ
ὴ

ȟ
ȣὴ

ȟ
ὴ

ȟ
 

¶ Euclidian algorithm ς to find gcd(a,b) with a җ b: 

 ×ÈÉÌÅ Â ˯ ʣ ÄÏƙ 

  ÓÅÔ Ò β Á ÍÏÄ ÂƗ Á β ÂƗ Â β Ò 

 return a  
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¶ Extended Euclidean algorithm ς to find u, v such that ÇÃÄὥȟὦ όὥ ὺὦ 

 Input:  two non-negative integers a, b with a җ b 

 Output:  d = gcd(a,b) and integers x, y such that ὥὼ ὦώ Ὠ 

 if b = 0 then set d β a, x β ʦƗ y β ʣ ÁÎÄ ÒÅÔÕÒÎ ƽd, x, y)  

 set x2 β ʦƗ x1 β ʣƗ y2 β ʣƗ y1 β ʦ 

 while b > 0 do:  

  q β ÆÌÏÏÒƽa/ b), r  β a Ƶ qb, x β x2 Ƶ qx1, y β y2 Ƶ qy1 

  a β b, b β r , x2 β x1, x1 β x, y2 β y1, y1 β y 

 set d β a, x β x2, y β y2 and return ( d, x, y)  

¶ Finite fields, ᴚ  and ᴚ  

o In a field, we can add, multiply, take inversions and the commutative and distributive laws hold. 

o If a and b are integers, then a is said to be congruent to b mod p, if p divides (a-b), i.e. p| a-b 

ὥḳὦ ÍÏÄ ὴ 

o We can say b is a residue of a (mod p) 

o The inverse of ὥɴ ᴚ is ὦɴ ᴚ such that 

ὥὦḳρÍÏÄ ὴ 

o We can find a-1 by noting that gcd(a,p) = 1, since p is prime. 

¶ Inverses 

o So by the extended Euclidean algorithm (EEA), we can find u, v such that: 

   όὥ ὺὴ ρ 

 therefore όὥ ὺὴρ 

 i.e.  όὥḳρÍÏÄ ὴ 

 so  όÍÏÄ ὴ ὥ ᶰᴚ  

o Again, ᴚ  where n is a composite is a ring 

o If ὥᶰᴚ  is such that gcd(a,n) = 1, then we say a is relatively prime to n. Then, by the EEA, there 

exists όᶰ  (the inverse) where: 

όὥḳρÍÏÄ ὲ 

¶ ᴚᶻȟɮὲ 

o Define ᴚᶻ ὥᶰᴚȿÇÃÄὥȟὲ ρ 

¶ i.e. all the integers of ᴚ  relative prime to n, where n is composite. 

¶ Otherwise known as the reduced set of residues (mod n) 

¶ In other words, all the elements which have inverses 

o Since πɵ ᴚᶻ, ᴚᶻ forms a multiplicative group 

¶ ὥȟὦɴ ᴚᶻ implies ὥὦɴ ᴚᶻ 

¶ ὥᶰᴚᶻ implies ὥ ᶰᴚᶻ 

o ²Ŝ ŘŜŦƛƴŜ 9ǳƭŜǊΩǎ ¢ƻǘƛŜƴǘ CǳƴŎǘƛƻƴ ɮὲ as the number of elements in this set ᴚᶻ 

¶ If p is prime, then ɮὴ ὴ ρ 

¶ If gcd(m,n) = 1, then ɮάὲ ɮά ẗɮὲ 

¶ Finding inverses with 9ǳƭŜǊΩǎ ǘƘŜƻǊŜƳ 

o 9ǳƭŜǊΩǎ ǘƘŜƻǊŜƳ states that for any ὥᶰᴚ  where a is relative prime to n: 

ὥ ḳρÍÏÄ ὲ 

o ¢Ƙƛǎ ƛǎ 9ǳƭŜǊΩǎ ƎŜƴŜǊŀƭƛǎŀǘƛƻƴ ƻŦ CŜǊƳŀǘΩǎ ƭƛǘǘƭŜ ǘƘŜƻǊŜƳ, which says that if p is prime and a is a 

positive integer not divisible by p, then: 

ὼ ὥ  ÍÏÄ ὲ 

o Example: the inverse of 5 (mod 7): 

 Since 7 is prime, ɮὲ χ ρ φ. So ὼ υ  ÍÏÄ χ υ ÍÏÄ χ σ 
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¶ Order and generators 

o An element ὥɴ ᴚᶻ has order d if d is the smallest positive integer such that: 

ὥ ḳρÍÏÄ ὲ 

o It may be that all of the elements in ᴚᶻ can be obtained as powers of a single element, g, called the 

generator or primitive element of ᴚᶻ: 

ᴚᶻ ρȟὫȟὫȟȣȟὫ Ὣ  

o If it has a generator, we say ᴚᶻ is a cyclic group 

o It may be shown that ᴚᶻ is a cyclic group if and only if n = 2, 4, pa, 2pa for odd primes p. 

¶ Exponentiation in ᴚ  can be done efficiently with repeat-and-square: 

 Input:  ὥᶰᴚ  and integer 0 Җ k Җ n (where k is t bits in binary В Ὧς 

 Output:  ak mod n 

 Â β ʦƚ )Æ Ë ˮ ʣ then return b  

 ! β Á 

 If k 0 ˮ ʦ ÔÈÅÎ Â β Á 

 for I = 1 .. t do  

  ! β !2 mod n 

  if k i  ˮ ʦ ÔÈÅÎ Â β !· b mod n  

 return b  

¶ Computing in ᴚ  

o Let p be a large prime (~300 digits or 1024 bits) 

o The following are easy to do in ᴚ : 

¶ Generate a random element 

¶ Addition and multiplication 

¶ Computing gr mod p, even if r is large 

¶ Inverting an element 

¶ Solving linear systems 

¶ Solving polynomial equations of degree d in polynomial time d 

o Problems believed to be hard: 

¶ Let g be a generator of ᴚ . Given ὼɴ ᴚ , find r such that x = gr mod p. 

¶ This is the discrete log problem. 

¶ [ŜǘΩǎ ƴƻǿ ŎƻƴǎƛŘŜǊ ᴚ  where n is a large (~1024 bits) composite of two primes (~512 bits) 

o The following are easy to do in ᴚ  

¶ Generating a random element 

¶ Addition and multiplication 

¶ Computing gr mod n, even if r is large 

¶ Inverting an element 

¶ Solving linear systems. 

o Problems believed to be hard if the factorisation of n is unknown: 

¶ Finding prime factors of n 

¶ Computing the square root (as hard as factoring n) 

¶ Solving polynomial equations of degree d 

¶ Hard problems in ᴚ  

o Discrete log problem 

¶ Let g be a generator of ᴚᶻ. Given ὼɴ ᴚᶻ find r such that x = gr mod n 

o Diffie-Hellman problem 

¶ Let g be a generator of ᴚᶻ. Given ὼȟώᶰᴚᶻ where x = ga and y = gb, find gab 
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¶ Discrete log problem revisited 

o Consider the finite field ᴚᶻ Ὣ  

o Let Ὣᶰᴚ  be the generator, i.e. ᴚᶻ ὫȟὫȟȣȟὫ , and thus Ὣ ḳρ ÍÏÄ ὴ 

o The discrete log problem asks how to find r given gr 

o Example: ᴚᶻ ρȟςȟσȟȣȟρπ  

¶ Consider g = 2, g2 = 4, g3 = 8, g4 = 5, g5 = 10 = -1, g6 = 9, g7 = 7, g8 = 3, g9 = 6, g10 = 1 

Thus 2 is a generator 

¶ Consider g = 3, g2 = 9, g3 = 5, g4 = 4, g5 = 1 

Thus 3 is not a generator of ᴚᶻ   ς it is of order 5, not order 10 

¶ Attacks on discrete log 

o Given: G = <g>, gn = 1, y = ga where 1 Җ a Җ n-1 

o Find: a = logg(y) 

o The most obvious algorithm is exhaustive search 

¶ Compute g, g2, g3Σ Χ ǳƴǘƛƭ ǿŜ ŦƛƴŘ ŀ ǎǳŎƘ ǘƘŀǘ ga = y 

¶ Problem: slow, computation time O(n) 

o Baby-step, giant-step (square root) algorithm 

¶ A time-memory trade-off of the exhaustive search method 

¶ wŜǉǳƛǊŜǎ hόҞn) storage for group elements 

¶ wŜǉǳƛǊŜǎ hόҞn) multiplications to construct 

¶ wŜǉǳƛǊŜǎ hόҞn log n) to sort the table 

¶ [ƻƻǇ ǘŀƪŜǎ hόҞnύ ƳǳƭǘƛǇƭƛŎŀǘƛƻƴǎ ŀƴŘ hόҞn) table lookups 

¶ Under the assumption that group multiplication takes longer than log n comparisons 

¶ ¢ƘŜ ǊǳƴƴƛƴƎ ǘƛƳŜ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘƛǎ ŀƭƎƻǊƛǘƘƳ ƛǎ hόҞn) 

¶ ¢ƘŜ ǎǘƻǊŀƎŜ ŎƻƳǇƭŜȄƛǘȅ ƛǎ hόҞn) 

¶ Algorithm: 
 ,ÅÔ Í ˮ ÆÌÏÏÒƽ˻Îƾ 

 Create a table containing j, g
j
 for (j = 0 .. m - 1)  

 Sort the table by g
j
 

 Compute g
- m

 

 3ÅÔ ǲ ˮ Ù 

 for i  = 0 .. m - 1 

  ÉÆ ǲ ÉÓ Én the table, then break  

  ÏÔÈÅÒ×ÉÓÅƗ ÓÅÔ ǲ ˮ ǲÇ
- m

 and loop  

 output a = j + im  

¶ Example of baby-step giant-step: 

¶ Let p = 113, g = 3 is a generator of ᴚᶻ  of order n = 112. Find log357 
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Asymmetric crypto  

Public key cryptography  
¶ Origins of public key cryptography 

 1976 Diffie and Hellman, and Merkle from Stanford invented the concept separately 

 1976 RSA was invented by Rivest, Shamir and Adelman 

 1973 Clifford Cocks wrote a variant of RSA (GCHQ) 

 1967 James Ellis (GCHQ) proved that public key was possible 

 Even earlier (1962), NSA claims they invented public key cryptography, referring to memo 160 

¶ Public key cryptography is also known as asymmetric cryptography 

o Each entity has a public key e and a private key d 

o The public key is associated with the encryption algorithm, and the private key with decryption 

o The public key and the encryption algorithm need not be secret (and often published) 

o Public key encryption alone provides confidentiality, but not authentication nor integrity 

o Public key decryption can be used to provide authentication guarantees 

¶ Example 

  
¶ Problems 

o Based on known algorithms, public key crypto is much slower than private key crypto 

¶ Public key crypto is often used to negotiate keys used for bulk data encryption by symmetric 

algorithms (commonly known as session keys) 

¶ Public key crypto is also used to encrypt small things (e.g. credit card transactions, PIN, etc.) 

o Unless the public keys are verified, public key systems are vulnerable to an impersonation attack 

o Since an attacker knows the encryption algorithm and key, they can always perform a chosen 

plaintext attack 

¶ Anyone can send messages to a receiver, there is no authentication of message source 

o Public key cryptography is vulnerable to brute forcing over the message space. Since everyone can 

encrypt, they can try different messages. 

¶ El Gamal cryptosystem 

o Taher El Gamal (Stanford) 

o Security is based on the discrete log problem 

o Key generation:  

¶ Alice generates random g, a and prime p 

¶ Alice calculates ga (mod p) 

¶ !ƭƛŎŜΩǎ ǇǳōƭƛŎ ƪŜȅ ƛǎ p, g, ga (which she can publish) 

¶ The variable a is the private key used to decrypt 
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o Message encryption 

¶ Retrieve p, g, ga from directory 

¶ Choose a random k relative prime to (p-1) 

¶ Compute y1 = gk 

¶ For message άᶰᴚᶻ compute y2=(ga)km (mod p) 

¶ Send (y1, y2) to Alice 

o Message decryption 

¶ Compute y1
a = gak (mod p) 

¶ Compute g-ak 

¶ Compute y2g
-ak = m to retrieve the message 

o The security of the algorithm relies on not being able to calculate the discrete log of y1 (mod p) 

o Financial companies preferred using El Gamal over other cryptosystems for digital signatures 

because it is fast 

¶ RSA 

o Rivest, Shamir, Adelman (MIT) 1976 

o Most widely used public key cryptosystem 

o Patent expired in 2000 

o Security relies on the difficulty of factoring large composites 

o Key generation 

¶ Generate two large random (and distinct) primes (p, q > 1024 bits) of roughly equal size 

¶ Compute n = pq and ɮὲ ȿᴚȿz ὴ ρ ή ρ 

¶ CǊƻƳ 9ǳƭŜǊΩǎ ǘƘŜƻǊŜƳ 

ὥ ρÍÏÄ ὲ 

¶ So choosing enciphering exponent e and deciphering exponent d such that 

ὩὨḳρ ÍÏÄ ɮὲ 

o The public key is (e, n) and the private key is d 

o p, q and ʊ(n) are secret (only used during key generation) 

o Message encryption 

¶ hōǘŀƛƴ !ƭƛŎŜΩǎ ǇǳōƭƛŎ ƪŜȅ όn, e) 

¶ Represent the message as an integer [0 .. n-1] 

¶ Compute 

   c = me mod n 

¶ Send ciphertext c to Alice. 

o Message decryption 

¶ Alice computes 

   cd mod n ʼ (me)d mod n 

     ʼ med mod n 

     ʼ m1 + kɚ(n) mod n 

     ʼ m(mɚ(n))k mod n 

¶ Using EulerΩs theorem mɚ(n) ̓  1 (mod n) so: 

   cd mod n ʼ m    

o Fact: the problem of computing the RSA decryption exponent from the public key (n, e) and the 

problem of factoring n are computationally equivalent. 

o When performing key generation, it is imperative that the primes p and q are selected to make 

factoring n = pq difficult (e.g. by picking p and q of roughly equal size) 

¶ Rabin public key cryptosystem 
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o Public key: n = pq 

o Private key: p, q (roughly the same size) 

o Encryption: c = m2 mod n 

o Decryption: 

¶ Calculate the four square roots m1, m2, m3, m4 of c 

¶ The message sent was one of these roots 

o Security is based on the fact that finding the square roots mod n without knowing the prime 

factorisation of n is computationally equivalent to factoring 

Attacks  
¶ Chinese remainder theorem 

o If you know the factorisation of n (where n = pq), then you can use the Chinese Remainder Theorem 

to solve a system of equations: 

ὼ ὥ ÍÏÄ ά  

ὼ ὥ ÍÏÄ ά  

ὼ ὥ ÍÏÄ ά  

×ÈÅÒÅÇÃÄάȟά ρ ÉȢÅȢ ÒÅÌÁÔÉÖÅÌÙ ÐÒÉÍÅ 

o CRT states that there exists a simultaneous solution to these equations where any two such 

solutions are congruent to each other mod M (M = m1m2m3m4Χύ 

o For each i, define: 

ὓ
ὓ

ά
ά  

o By the Euclidean Algorithm, calculate Ni such that 

ὔὓ ρ ÍÏÄ ά  

o The solution to the system of simultaneous equations is: 

ὼ ὥὓὔ

ȢȢ

 

o Example: 

ὼ ὥ ÍÏÄ χ 

ὼ ὥ ÍÏÄ ρρ 

ὼ ὥ ÍÏÄ ρσ 

¶ Now M = m1m2m3 = 7 × 11 × 13 = 1001 

¶ To find NΩǎΥ     NiMi = 1 mod mi 

  N1 × M1 = 1 (mod 7)  [M1 = 11 × 13] 

 Ą N1 × 11 × 13 = 1 (mod 7)  [11 × 13 = 3 mod 7] 

 Ą N1 × 3 = 1 (mod 7) 

¶ ¦ǎƛƴƎ 9ǳƭŜǊΩǎ generalisation:   ά ḳρÍÏÄ ὲ 

  ʊ(m1) = 7 - 1 = 6 

 So N1 = 3ʊ-1 mod 7 

  =35 mod 7 

  =5 mod 7 

¶ Solving for other NΩǎΥ 

 M1 = 143, N1 = 5 [11 × 13] 

 M2 = 91, N2 = 4  [7× 13] 

 M3 = 77, N3 = 12 [11 × 7] 

¶ So 



ELEC5616 ï Computer and Network Security Edmund Tse 2010 

 

Page 34 of 77 

ὼ ὥὓὔ

ȢȢ

 

ὼ χρυὥ σφτὥ ωςτὥ ÍÏÄ ρππρ 

¶ Attacks on RSA 

o Factoring attack 

¶ The RSA problem is to recover m from ὧḳά  ÍÏÄ ὲ, knowing only n and e 

¶ Suppose n can be factored into p and q 

¶ Then ʊ(n) = (p-1)(q-1) can be computed 

¶ Therefore d can be computed as ὩὨḳρ ÍÏÄ ɮὲ 

¶ Therefore we can recover the message m 

o Small encryption exponent attack 

¶ In order to improve the speed of RSA, often a small encryption exponent is used (216 + 1) 

¶ If a group of entities all use the same encryption exponent, it is clear that they must have 

their own distinct modulus. If they are the same, then other users can obviously calculate 

ƻǘƘŜǊΩǎ ǇǊƛǾŀǘŜ ƪŜȅǎ d. 

¶ Say Alice wishes to send messages to three parties with a small encryption exponent (e = 3) 

ὧ ά ÍÏÄ ὲ  

ὧ ά ÍÏÄ ὲ  

ὧ ά ÍÏÄ ὲ  

¶ Observing c1, c2, c3 and knowing n1, n2, n3, we use the CRT: 

ὼ ά  ÍÏÄ ὲὲὲ 

¶ Since m < ni for all n (otherwise information was lost during encryption): 

ὼ ά  

ά ὼȾ  

¶ Thus a small encryption exponent should be used to send the same message (or the same 

message with variations) to several entities. 

¶ Salting the plaintext by padding with random bits can help avoid this attack 

o Small decryption exponent attack 

¶ Similar to encryption case, small decryption exponent should be avoided 

o Forward search attack 

¶ Note since the encryption is public, if the message space is small or predictable, an attacker 

can brute force on the message space 

¶ Salting the plaintext may help to prevent this attack 

o Homomorphic attack 

¶ Homomorphic property of RSA: 

 Suppose ὧ ά  ÍÏÄ ὲ, and ὧ ά  ÍÏÄ ὲ. Then ὧὧ άά  ÍÏÄ ὲ 

¶ Using this property, we can attack RSA. 

¶ Suppose we want Alice to reveal the decryption of: 

ὧ ά  ÍÏÄ ὲ 

¶ Bob sends to Alice for random x (blinding factor): 

ὧ ὧὼ ÍÏÄ ὲ 

¶ Alice computes: 

ὧ ὧὼ  ÍÏÄ ὲ 

ὧὼ  ÍÏÄ ὲ 

άὼ  ÍÏÄ ὲ 

άὼ ÍÏÄ ὲ 
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¶ If Alice reveals this information, Bob can unblind the message by: 

ά άὼὼ  ÍÏÄ ὲ 

¶ If you can trick someone to decrypt a message in RSA for you, then you can unblind the 

original message. 

¶ So we must make sure that we check the structure of the message after decrypting, 

and never send back a decrypted message without making sure it should  go back. 

o Common modulus attack 

o Cycling attack 

o Message concealing 

o Size of modulus 

¶ Powerful attacks on RSA using a quadratic sieve and number field sieve factoring to factor 

the modulus n = pq 

¶ In 1999, a team led by de Riele factored a 512-bit number 

¶ In 2001, Dan Bernstein wrote a paper proposing a circuit-based machine with active 

processing units (with the same density as RAM) that could factor keys roughly 3 times as 

long with the same computational cost 

¶ The premise is that algorithm exist where if you increase the number of processors 

by n, you decrease the running time by a factor greater than n 

¶ Exploits massive parallelism of small circuit level processing units. 

¶ In 2005, a 200 digits (RSA200) was factored in 18 months 

¶ In 2007, a 1039 bit number (21039 - 1) (307 digits) was factored in 11 months (a special case) 

ǳǎƛƴƎ ŀ άǎǇŜŎƛŀƭ ƴǳƳōŜǊ ŦƛŜƭŘ ǎƛŜǾŜέ 

¶ There are many different attacks for asymmetric (many shortcuts), but few for symmetric 

o Selection of primes 

¶ Square and multiply technique for exponentiation 

o In RSA and discrete log, a common operation is exponentiation, i.e. calculating ge, with large g and e 

o A simple approach to this is to use square-and-multiply 

Ὣ Ὣ ẗὫ ẗὫ ẗὫ 

o This example requires 7 multiplication operations (assuming squaring is computationally equivalent 

to multiplying 

o Algorithm: 

 ʦ β ʦƗ Ù β Ç 

 for i = 0.. n- 1 

  ÉÆ ÅǁÉǂ ˮ ʦ ÔÈÅÎ Ú β ÚÙ 

  y β Ù2 

¶ Addition chains technique for exponentiation 

o Using addition chains, we can be a little more efficient: 

 g, g2, g3, g5, g10, g20, g23  [built up using g2 × g3 = g5, etc.] 

o This takes only 6 multiplications (versus 7 using square-and-multiply) 

o An addition chain is used to minimise the number of multiplications required. 

o The addition chain of  length s for exponent e is a sequence of positive integers {u0 .. us} and 

associated sequence {w0 .. ws} of pairs of integers wi = (i1, i2) with the property that: 

 (1) u0 = 1, us = e 

 (2) ui = ui1 + ui2 

o Example 
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¶ Take e = 15 (i.e. calculate g15): 

 i 0 1 2 3 4 5 

 wi (0,0) (0,1) (2,2) (3,3) (2,4) 

 gi g g2 g3 g6 g12 g15 

¶ Algorithm: 

 g0 β Ç 

 for i = 0..s  

  gi  β Çi1 gi2  

¶ Finding the shortest addition chain is computationally hard (NP-hard). It is akin to the 

travelling salesman problem. 

¶ Definitions in complexity theory 

o A polynomial time algorithm is one where the worst case running time of the algorithm is O(nk) 

where n is the input size and k is some constant. 

o Polynomial time algorithms are said to be good or efficient. 

o Any algorithm which cannot be bounded as such is said to be an exponential-time algorithm. 

o The complexity class P is the set of all decision problems which are solvable in polynomial time. 

o The complexity class NP is the set of all decision problems which an answer can be verified in 

polynomial time, given some extra information called a certificate. 

¶ Complexity theory 

o Fact:  P Ì NP 

o Unknown: Is P = NP? 

o If L1 and L2 are two decision problems, L1 is said to polynomial reduce to L2 (L1 ҖP L2) is there is an 

algorithm that solves L2, and runs in polynomial time. 

o Two problems are said to be computationally equivalent if L2 ҖP L2 and L2 ҖP L1 

Summary of asymmetric crypto  
¶ Advantages 

o Only the private key needs to remain secret 

o The administration of keys on a network requires the presence of only a functionally trusted (honest 

and fair) TTP. 

o Depending on the mode of usage, the public and private key pairs may be used for long periods of 

time (upper bound: MƻƻǊŜΩǎ [ŀǿύ 

o In large networks, ὲ keys are required instead of ὲȦ 

¶ Disadvantages 

o Throughput rates are typically very slow (all known algorithms) 

o Key sizes are typically much larger (1024 .. 4096 bits) 

o Security is based upon the presumed difficulty of a small set of number-theoretic problems and all 

known are subject to short-cut attacks (e.g. knowing the prime factorisation of n) 

o Public key crypto does not have an extensive history in the public world 

¶ Combining cryptosystems 

o Symmetric and asymmetric crypto are complementary 

o Public key crypto can be used to establish a key for fast symmetric crypto (e.g. a session key) 

o Alice and Bob take advantage of the long term benefits of public key crypto and publish their public 

keys in a directory 

o Public key crypto is good for key management and signatures 

o Private key crypto is good for encryption and some data integrity applications 

¶ Interesting ways to break symmetric cyphers 



ELEC5616 ï Computer and Network Security Edmund Tse 2010 

 

Page 37 of 77 

o Virus / Worms 

¶ What is a worm brute forced a cipher? 

¶ Melissa infected ~800k machines 

¶ Cracking DES @ 280 kkeys /s (P4 @ 2.8GHz), Melissa-DES would brute force the key is 30h. 

o Chinese Lottery 

¶ Say a 1Mkey/s chip was built into every radio and TV sold in China 

¶ Each chip is designed to brute force when a signal is received over the air 

¶ If 10% of the people have a radio or TV, the 56-bit DES key space can be exhausted in 12 min 

¶ Crypto key lengths 

o Symmetric key length 

¶ Security of a symmetric cipher is based on the strength of algorithm and length of key 

¶ Assuming the strength of the algorithm is perfect (impossible in practice), then brute force is 

the best attack. 

¶ Symmetric keys have been reliably resistant to attacks over a longer period of time 

o Asymmetric key length 

¶ The security of all current, known public key algorithms is based upon the presumed 

difficulty of a small set of number-theoretic problems 

¶ All known are subject to short-cut attacks (e.g. knowing the prime factorisation of n). 

¶ In 1977, Ron Rivest said that factoring a 125-digit number would take 40 quadrillion years. 

¶ In 2007, a 1039-bit (307 digit) number was factored. 

¶ Designs are being drawn out for optical / quantum sieving machines that could lead to 

massive optimisations on these numbers in the near future 
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Digital signatures  

Signatures  
¶ Signatures 

o Binds an author to a document 

o Desirable properties: 

¶ Authentic  sufficient belief that the signer deliberately signed the document 

¶ Unforgeable  proof that the signer and no-one lese signed the document 

¶ Non-reusable  the signature is intrinsically bound to the documentΣ ŎŀƴΩǘ be reused 

¶ Unalterable  the signature cannot be altered after signing 

¶ Non-repudiation the signer cannot deny that they did not sign it (most important) 

o As with all things, these properties can be attacked and subverted 

o In designing systems involving signatures we must consider the effort of such attacks 

¶ Digital signatures 

o If m is the message to be signed and k is the secret key known only to the signer, then S = F(m, k) 

binds the signature S to the message m for some signature scheme F. 

o Given (m, S) anyone can verify the signature without knowledge of  the secret, k 

o Non-repudiation is achieved through the secrecy of k 

¶ Digital signatures using public key crypto 

o Say Alice wishes to sign a message and send it to Bob 

o Key generation: 

¶ Alice generated public (verifying) and private(signing) keys 

¶ AS is kept secret and AV is published in a public directory 

o Signature generation: 

¶ Alice chooses a random ὶɴ πȟρ  

¶ Alice hashes the message d = h(m) using a collision resistant hash function (CRHF) 

¶ Alice generates S = signature(d, r, AS) 

¶ Alice sends (m, S) to Bob 

o Signature verification 

¶ Bob obtains AV from the public directory 

¶ Bob computes d = h(m) 

¶ Bob runs verify(d, AV, S) 

¶ Attack models 

o Total break ς attacker can recover AS from AV and (m, S) 

o Selective forgery ς attacker can forge signatures for a particular message or class of message 

o Existential forgery ς possible only in theory (based on currently available resources) 

¶ Replay 

o The random value r is a nonceΣ ŀƴŘ ƛǎ ǳǎŜŘ ǘƻ ŀǾƻƛŘ ǊŜǇƭŀȅ ōȅ ŀǎǎǳǊƛƴƎ άŦǊŜǎƘƴŜǎǎέ 

o Scenario: 

 Alice sends Bob a digital cheque for $100 

 Bob takes the cheque to the bank 

 ¢ƘŜ ōŀƴƪ ǾŜǊƛŦƛŜǎ ǘƘŜ ǎƛƎƴŀǘǳǊŜ ƛǎ ǾŀƭƛŘ ŀƴŘ ŎǊŜŘƛǘǎ .ƻōΩǎ ŀŎŎƻǳƴǘ 

o The nonce stops Bob from cashing the same cheque twice (i.e. a replay attack) 

o The bank keeps track of all nonces it has seen so far from Alice. 

¶ Signature based on RSA (naïve protocol): 
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o Key generation: 

¶ n = p · q    p, q are large primes 

¶ d · e ̓  1 mod ʊ(n) 

¶ Verify key = (n, e)  public key 

¶ Signature key = (n, d)  private key 

o Signature generation 

¶ Assume άᶰᴚᶻ 

¶ S = md mod n   RSA decryption 

o Signature verification 

¶ Se = m mod n   RSA encryption 

o Problems 

¶ Eve can trick Alice into signing any message m 

¶ .ŀǎŜŘ ƻƴ w{!Ωǎ homomorphic property: 

¶ If s1 = m1
d (mod n) and s2 = m2

d (mod n) 

¶ Then s1s2 = (m1m2)d mod n 

¶ Attack on naïve RSA scheme: 

¶ Eve wants Alice to sign hidden message m 

¶ Eve picks random ὶɴ ᴚᶻ 

¶ Eve computes mΩ Ґ m · re (mod n) 

¶ Eve asks Alice to sign mΩ 

¶ Alice returns sΩ Ґ όmΩύd (mod n) 

¶ Eve computes s = (sΩ κ r) (mod n) 

¶ The pair (m, s) is a valid message signature pair! 

¶ Eve tricked Alice into signing the hidden message m 

¶ Note that this trick also works with RSA decryption (Eve can get Alice to decrypt 

messages if Alice is not careful) 

¶ PKCS#1 signature scheme 

o Public Key Cryptography Standards #1 

o RSA naïve signature scheme has message recovery ς the verification function returns the message 

o PKCS#1 processes a hash instead (faster) 

o Signature generation 

¶ n = p · q     1024 bit modulus 

¶ Alice calculates d = h(m)   160 bit hash 

¶ Define EB (encryption block) = [ 00 | BT | PS | 00 | D ] 

¶ The header is essentially padding (PS) 

¶ EB is 864 bits + 160 bits = 1024 bits 

¶ Alice calculates S = EBd (mod n) 

¶ Alice sends (S, m) 

o Signature verification 

¶ S = EBd (mod n) 

¶ Alice calculates Se mod N = EB (mod n) 

¶ Alice tests the 864 most significant bits are valid, then 

¶ Alice tests the 160 least significant bits are valid [=h(m)] 

¶ El Gamal signature scheme (discrete log) 

o Key generation 
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¶ Alice picks 1024 bit prime and generator Ὣᶰᴚᶻ 

¶ Alice picks secret key ὥᶰᴚᶻ  

¶ Alice publishes public key y = ga mod p 

o Signature generation 

¶ Alice picks random ὶɴ ᴚᶻ  

¶ Alice hashes the message d = h(m) 

¶ Alice calculates k = gr (mod p)   0 Җ k Җ p-1 

¶ Alice calculates s = r-1(d - ak) (mod p-1) 

¶ Alice sends signature (k, s) and message m to Bob 

o Signature verification 

¶ Bob verifies that 0 Җ k Җ p-1 

¶ Bob verifies that gd = ykks (mod p) 

¶ Note: ώὯ Ὣ Ὣ Ὣ Ὣ Ὣ  

o Notes 

¶ Lǘ ƛǎ ǳƴƪƴƻǿƴ ǿƘȅ ǘƘƛǎ ǎŎƘŜƳŜ ƛǎ ǎŜŎǳǊŜΣ ōǳǘ ǘƘŜ ƻōǾƛƻǳǎ ŀǘǘŀŎƪǎ ŘƻƴΩǘ ǿƻǊƪΦ !ƴŀƭȅǎƛǎ ǎƘƻǿǎΥ 

¶ !ǘǘŀŎƪŜǊ ŎŀƴΩǘ ǊŜŎƻǾŜǊ a from the public key data since this requires computing the 

discrete log (which we know is hard) 

¶ Picking k at random then try to find s ŎŀƴΩǘ ōŜ ŘƻƴŜ ǎƛƴŎŜ ƛǘ ŀƭǎƻ ǊŜǉǳƛǊŜǎ ŘƛǎŎǊŜǘŜ ƭƻƎ 

¶ Picking s at random needs to solve c =  akks (is this hard?) 

¶ Recent attacks have shown that: 

¶ If weak generators are chosen, selective forgery can be done 

¶ r must be random for each signature. If r is used twice, then an adversary can 

retrieve the private key a. 

¶ Digital signature standard (DSS) 

o NIST 1991, hash function is SHA-1 

o Key Generation 

¶ Pick prime q (160 bits) 

¶ Pick prime p (1024 bits) such that q | p-1 

¶ Pick Ὣᶰᴚᶻ of order q (ga ̓  1 mod p) 

¶ Pick random Ὤɴ ᴚᶻ 

¶ Set g = h(p-q)/q (mod p) 

¶ Iterate until g ґ 1 

¶ Pick random a < q 

¶ The public key is y =ga (mod p), p, q, and g 

¶ Secret key is a 

o Signature generation: 

¶ Pick random ὶɴ ᴚᶻ (1 < r < q) 

¶ Set k = [gr mod p] mod q 

¶ S = r-1 [h(m) + ka] mod q 

o Signature verification 

¶ Obtain the public key 

¶ Test 1 Җ k < q and 1 Җ s < q 

¶ Set w = s-1 mod q 

¶ Test [gwh(m)ykw mod p] mod q = k 
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¶ Note that Ὣ ώ Ὣ Ὣ Ὣ Ὣ Ὣ ὯÍÏÄ ή  

¶ The main point is that the signature is only 320 bits 

o Notes 

¶ The security of El Gamal applies to DSS as well 

¶ DSS is the standard for signatures for a number of reasons 

¶ DSS cannot be used for encryption (exportable) 

¶ Signatures are short 

¶ Patent issues 

¶ DSS is based on the security of subgroups <g> 

¶ It is not known whether a sub-exponential algorithm exists in the size of the subgroup exists 

for discrete log 

¶ DSS signature verification can be sped up by using simultaneous exponentiation (speedup 2) 

¶ Lamport-Diffie signatures - based on one-way functions 

o Key generations 

¶ Plaintext message: 

ά ά ȣ ά  

¶ If the message is n bits long, we generate 2n × m bit numbers: 

ὼ ὼ ȣ ὼ

ὼ ὼ ȣ ὼ
ᶰπȟρ  

¶ The public key is vi
(j) = h(xi

(j)) for all i, j; i.e. hash the matrix into a new 2n × m bit matrix. 

¶ The private key are all the xi
(j) 

o Signature generation 

¶ For message M = m1 .. mn 

¶ The signature is ί ὼ ȢȢὼ  

¶ i.e. if bit 1 of m is 0, select block x1
(0), otherwise select x1

(1) 

o Signature verification 

¶ Bob tests that for all i, Ὤὼ ὺ  

o Notes 

¶ Only the sender knows the values of the xΩǎ ǘƘŀǘ ǇǊƻŘǳŎŜ ǘƘŜ ǎƛƎƴŀǘǳǊŜ 

¶ A problem with this technique is that it involves a very long public key 

¶ We also need a new set of keys for every message sent. 

¶ Additionally, the message itself expands by a factor of m (each bit expands to a m-bit block). 

Since m must be sufficiently large to obviate an attack by exhaustively testing one-way 

function input numbers, the message expansion is considerable. 

¶ Main point: it is possible to do digital signature without using encryption/decryption 
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Authentication  
¶ Authentication is a means by which identity is established 

o It allows one party to gain assurances about the identity of another party in a protocol, and that the 

second has actively participated. 

o The goal of authentication is to achieve all this over an insecure channel with an active attacker and 

no shared secrets. 

o Note: authentication must be combined with key exchange to avoid session hijacking (after 

authentication) 

¶ Objectives of identification protocols 

o If Alice and Bob are both honest, Alice is able to successfully authenticate herself to Bob, i.e. Bob will 

ŎƻƳǇƭŜǘŜ ǘƘŜ ǇǊƻǘƻŎƻƭ ƘŀǾƛƴƎ ŀŎŎŜǇǘŜŘ !ƭƛŎŜΩǎ ƛŘŜƴǘƛǘȅΦ 

o Bob cannot reuse an identification exchange with Alice so as to impersonate her in conversations 

with others. 

o The probability that Eve can successfully impersonate Alice to Bob is negligible (e.g. computationally 

difficult). 

o All the above remain true even if Eve has seen many previous authentication sessions between Alice 

and Bob, has had experience in authenticating herself with both, and multiple authentication 

sessions are run simultaneously. 

¶ Basis of identification 

o Something you know ς ǇŀǎǎǿƻǊŘǎΣ tLbǎΣ ǎŜŎǊŜǘ ƪŜȅǎΣ ƳƻǘƘŜǊΩǎ ƳŀƛŘŜƴ ƴŀƳŜ 

o Something you have ς magnetic cards, smart cards, physical keys, handheld password generators 

o Something you are ς biometrics (DNA, signatures, fingerprints, voice, retinal patterns) 

¶ Biometrics have major problems in real world situations 

¶ How to revoke keys? 

¶ Biology is messy ς we leave DNA and fingerprints everywhere 

¶ How to give a mugger your fingerprint 

¶ Examples of authentication applications 

o Verify identify prior to communications 

o Facilitate access to a resource (e.g. computing, ATM, internet service, restricted areas, passports) 

o Facilitate resource tracking and billing, e.g. mobile phone access 

¶ Attacks on authentication 

o Impersonation 

o Relay 

o Interleaving ς selectively combine information from one or more previous or simultaneous sessions 

o Reflection ς an interleaving attack that involves sending information from an ongoing authentication 

session back to the originator 

o Forced delay ς adversary intercepts a message and relays it at some later point in time 

o Chosen text ς attack on challenge-response where an adversary chooses challenges in an attempt to 

extract the secret key 

¶ Passwords 

o Passwords are the simplest (and weakest) means of authentication 
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o A secret is shared between two parties. To authenticate, one party reveals their identity and their 

password 

o Passwords are typically stored hashed on a server in a password file 

o Major problems 

¶ Can be eavesdropped ς facilitates replay attacks 

¶ Reusable ς facilitates impersonation attacks by verifier 

¶ Usually from a small keyspace ς facilitates brute force attacks 

¶ Extremely low entropy - dictionary attacks are possible 

¶ Humans are extremely poor random number generators 

¶ Humans are poor at remembering passwords and often reuse or alternate between old ones 

o Standard UNIX passwords use DES as a hash function, and the password is truncated to 8 characters 

¶ Salting passwords 

o Adding a t-bit salt to passwords strengthens them against dictionary and brute force attacks. 

o Public salt (e.g. UNIX passwords) 

  
¶ Salt is chosen at random 

¶ An adversary must hash a guessed password p 2t times to find if p is a valid password (when 

password cracking) 

¶ Only works when there are enough users so the salts are all used 

¶ Does not protect against an eavesdropper or an evil sysadmin 

o Secret salts 

  
¶ Secret salt is small (~4 bits) 

¶ To verify a password, the system tries all 16 possible values until a match is found 

¶ When cracking, an attacker must do 16x more work 

¶ Attempts to solve the problem where the system does not have enough users as salts 

¶ One-time passwords 

o Each password is used once 

¶ An attempt to foil eavesdroppers and replay attacks 

o Many variations 

¶ Shared list of one-time passwords, tick each one off as used 

¶ Challenge response table ς system picks a question at random from a list 

¶ Sequentially updated one-time passwords ς user sends next key during next authentication 

¶  Sequences based on one-way function ς ŜΦƎΦ [ŀƳǇƻǊǘΩǎ ƻƴŜ-time scheme 
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¶ [ŀƳǇƻǊǘΩǎ ƻƴŜ ǘƛƳŜ ǇŀǎǎǿƻǊŘǎ όǎκƪŜȅύ 

  
o Setup 

¶ User Alice picks a random generator g and computes a hash chain: 

  w = hn(g) = h(h(hό Χ h(g)))) 

¶ Alice sends w to the server. 

¶ Alice sets count ʢ n-1 

o Authentication 

¶ Alice sends x = hcount(g) to the server 

¶ Alice sets count ʢ count - 1 

¶ The server verifies h(x) = w 

¶ The server sets w ʢ x 

o Advantages 

¶ Prevents eavesdropping 

¶ No secrets are stored on the server 

o Disadvantages 

¶ A limited number of authentications before a new hash chain must be set up 

¶ Vulnerable to a pre-play attack if unused passwords are compromised 

¶ Secure tokens 

o Variations commonly implemented as smart cards 

  
o Requires server to store secret (bad) 

o User types in (weak) PIN to activate card 

o Card must be tamper resistant ς very difficult to achieve in practice 

o Key increments may have temporal component ς e.g. SecureID 

¶ Challenge-response authentication 

o An entity proves its identity by demonstrating knowledge of a secret without revealing it. 

o Done by providing a response to a time variant challenge, where the response is dependent on the 

challenge and the secret. 

o Time variant parameters may be used to counter replay and interleaving attacks, to provide 

ǳƴƛǉǳŜƴŜǎǎ ƻǊ ǘƛƳŜƭƛƴŜǎǎ άŦǊŜǎƘƴŜǎǎέ ƎǳŀǊŀƴǘŜŜǎΣ ŀƴŘ ǘƻ ǇǊŜǾŜƴǘ ŎŜǊǘŀƛƴ ŎƘƻǎŜƴ-cyphertext attacks. 

¶ Nonces 

¶ Sequence numbers  aka serial numbers, counters 

¶ Timestamps 
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o Using symmetric cypher or MAC 

  
¶ rΩ ǇǊŜǾŜƴǘǎ ŀ ŎƘƻǎŜƴ ǇƭŀƛƴǘŜȄǘ ŀǘǘŀŎƪ όŀƴŘ ŀǎ ŀ ŎƘŀƭƭŜƴƎŜύ 

¶ Both the user and the server share secret key k (bad) 

¶ Prevents eavesdropping 

o Using asymmetric techniques, public key cryptography or digital signatures 

  
¶ No secrets stored on the server 

¶ Unlimited usage 

¶ Prevents eavesdropping 

o Zero knowledge proofs (ZKPs) 

¶ Zero knowledge proofs are designed to allow a prover to demonstrate knowledge of a secret 

while revealing no information whatsoever about the secret. 

¶ ZKPs usually consist of a series of challenge-response rounds 

¶ An adversary can cheat with very small probability 

¶ Each successive round, the probability that a cheat can succeed in the challenge 

response decreases 

¶ Problem: 

¶ Peggy wants to prove to Victor she knows some piece of information without 

revealing it 

¶ Proofs take the form of interactive protocols 

o Victor asks Peggy a question 

o If Peggy knows the answer, she will always get it correct 

o Otherwise there is a small chance she can guess correctly 

o Repeat asking questions until Victor is convinced 

¶ Already seen ZKPs have applications in authentication by challenge-response 

¶ !ƭƛ .ŀōŀΩǎ ŎŀǾŜ 

¶ Quisquater & Guillou (1989) 

¶ An illustration of ZKPs 

¶ tŜƎƎȅ ŎƭŀƛƳǎ ǎƘŜ Ƙŀǎ ǘƘŜ ǇŀǎǎǿƻǊŘ ǘƻ ƻǇŜƴ ŘƻƻǊ ōǳǘ ŘƻŜǎƴΩǘ ǿŀƴǘ ǘƻ ǘŜƭƭ ƛǘ ǘƻ ±ƛŎǘƻǊ 

¶ Algorithm: 

o Victor stands outside the cave 

o Peggy goes into random branch of cave 

o Victor enters cave and calls for Peggy to either come from one branch (L, R) 

o If Peggy knows password she can come out correct side every time 

o Repeat enough times until Victor is sure that Peggy knows it 
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¶ Cut and choose protocol 

¶ Alice cuts something in half 

¶ Bob picks which half he wants 

¶ Alice takes the remaining half 

¶ Each round is called an accreditation 

¶ Properties of ZKPs 

¶ Victor cannot learn anything from the protocol 

¶ Peggy cannot cheat Victor 

¶ Victor cannot cheat Peggy 

¶ Victor cannot pretend to be Peggy to any third party 

o Attacks on ZKPs of identity 

¶ The Mafia fraud 

¶ !ƭƛŎŜ ƛǎ ŜŀǘƛƴƎ ŀǘ Cŀǘ ¢ƻƴȅΩǎ aŀŦƛŀ 5ƛƴŜǊ 

¶ Cŀǎǘ 9ŘŘƛŜ ƛǎ ǎƘƻǇǇƛƴƎ ŀǘ .ƻōΩǎ ƧŜǿŜƭǊȅ ǎǘƻǊŜ 

¶ Alice starts the ZKP identity protocol with Fat Tony 

¶ Fat Tony radios Fast Eddie who starts a ZKP identity protocol with Bob 

¶ Fat Tony and Fast Eddie as a communications channel 

¶ Alice ends up being ripped off by the mafia 

¶ The Terrorist fraud 

¶ Carlos the terrorist wants to enter the country 

¶ Bob is scheming to help Carlos enter the country 

¶ Carlos is challenged at the border by Alice with a ZKP of identity 

¶ Carlos radios Bob and gets him to enter the ZKP identity protocol 

¶ Alice thinks Carlos is Bob and lets him in 

o 5ƛƴƛƴƎ ŎǊȅǇǘƻƎǊŀǇƘŜǊΩǎ ǇǊƻōƭŜƳ 

¶ Three cryptographers are sitting down to dinner at their favourite three-star restaurant. 

Their waiter informs them that arrangements have been made with the maitre d'hotel for 

the bill to be paid anonymously. One of the cryptographers might be paying for the dinner, 

or it might have been NSA. The three cryptographers respect each other's right to make an 

anonymous payment, but they wonder if NSA is actually paying. 

 ς David Chaum (1988) 

¶ Algorithm 

¶ Each cryptographer flips an unbiased coin (in secret) 

¶ Each shows the result to the person on the right 

¶ Each cryptographer states whether the two coins he can see are the same or 

different 

¶ If one of the cryptographers is the payer he says the opposite of what he sees 

¶ An odd number of differences means that a cryptographer has paid, otherwise the 

NSA paid 

¶ The algorithm is extensible to any number of diners 

¶ Shows unconditional secrecy channels can be used to construct an unconditional sender 

(and receiver) untraceability channel.  

¶ Implies also that a public-key distribution system can be used to construct a secure sender-

untraceability channel.  

¶ Otherwise known as anonymous broadcast 
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¶ It can be extended to a full network (DC-net) by having the parties share a OTP rather than a 

coin-toss 

¶ Transfer many bytes at a time rather than a bit 

¶ XOR the OTPs between each party, the sender also XORs their message 

¶ The biggest problem is that if two people try to transmit a message at the same time, both 

messages will be mangled. 

¶ Overcome using a back off procedure similar to that in Ethernet CSMA/CD 

o Challenge-response using ZKPs 

¶ Say Alice knows x and wants to prove this to Bob without revealing any information about x. 

¶ Let G = <g> and somewhere is published y = gx 

¶ Algorithm (discrete log) 

¶ A ʤ B (*) Alice choose random ὶɴ Ὃ and sends z = ygr = gxgr 

¶ B ʤ A  Bob tosses a coin e = {0, 1} and sends to Alice 

¶ A ʤ B (**)  If e = 0, Alice sends m = logg(z) = logg(g
xgr) = x + r 

  If e = 1, Alice sends m = logg(zy-1) = logg(g
xgrg-x) = r 

¶ Bob verifies either 

  gm = z  Ὣ Ὣ ὫὫ ᾀ 

  gm = zy-1 Ὣ Ὣ Ὣ ᾀώ  

¶ Eve can cheat the system if she knows the value of the coin toss ahead of time 

¶ If e = 0, she sends z = gr in the first stage (*) and r in the second (**) 

¶ If e = 1, she sends z = ygr ƛƴ ǘƘŜ ŦƛǊǎǘ ǎǘŀƎŜ όϝύ ŘƻŜǎƴΩǘ ŎŀǊŜ ŀōƻǳǘ ǘƘŜ ǎŜŎƻƴŘ όϝϝύ 

¶ As Eve can guess correctly the value of the coin toss half of the time on average, an imposter 

will succeed in breaking the protocol with probability 0.5. 

¶ Doing the protocol n times reduces this probability to 0.5n 

¶ HTTP (web server) authentication 

o Basic authentication 

¶ Access is segregated by realms 

¶ Simple base-64 encoding of username:password (no crypto) 

 WWW- Authenticate: Basic realm="Con trol Panel"  

 Authentication: Basic QWRtaW46Zm9vYmFy  

o Digest authentication 

¶ MD5 used as the hash function 

  



ELEC5616 ï Computer and Network Security Edmund Tse 2010 

 

Page 48 of 77 

Cryptographic protocols  

Threats  
¶ Man in the middle 

o Problem: (Diffie-Hellman) 

  
o Problem: (Key exchange with public key crypto) 

  
¶ Session hijacking 

o Problem: 

  
¶ Encrypted key exchange (EKE) 

o Alice and Bob share a secret key k 

  
o A (possibly low entropy) shared secret k is used to form a high entropy shared secret h(gxy) 

o Prevents eavesdropping 

o Prevents an active attack on Diffie-Hellman 

o Forward secrecy 
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Protocols  
¶ Definitions 

o A protocol is said to have perfect forward secrecy if disclosure of long term keys does not 

compromise past (short term) session keys. 

o A protocol is vulnerable to a known-key attack if disclosure of past session keys allows an attacker 

to compromise future session keys (including actively impersonating) 

¶ Needham-Schroeder protocol (key exchange with TTP) 

o Alice and Bob want to set up a session key for communications. 

¶ We will denote encryption of m by key k as {m}k 

o All parties share a key with Trent, a trusted third party 

 Alice ʤ Trent:  ά!έΣ ά.έΣ ǊA 

    Alice asks Trent to talk to Bob (rA is a nonce) 

 Trent ʤ Alice:  {rAΣ ά.έΣ YAB, {KABΣ ά!έϒK_BT}K_AT 

    Trent sends Alice a session key and ticket to give Bob 

 Alice ʤ Bob:  {KABΣ ά!έϒK_BT, {rA2}K_AB 

    Alice sends to Bob the ticket (session key) 

 Bob ʤ Alice:  {rA2 ς 1, rB}K_AB 

    Bob challenges Alice (rB is a nonce) 

 Alice ʤ Bob:  {rB ς 1}K_AB 

    Alice responds 

o Problem 

¶ A single point of failure (DoS target) 

¶ Requires a trust relationship with Trent 

¶ Bob has no guarantee KAB is fresh (new). Old session keys are valuable as they do not expire 

¶ If Eve manages to get KATΣ ǎƘŜ Ŏŀƴ ǊŜŀŘ ŀƭƭ ƻŦ !ƭƛŎŜΩǎ ƳŜǎǎŀƎŜǎ ŀƴŘ ƛƳǇŜǊǎƻƴŀǘŜ ƘŜǊ ǘƻ 

everyone else (e.g. Carol) 

¶ Alice revokes a key by informing everyone she has been issued a new key 

¶ Since Alice does not know if Eve impersonated her to someone else she has never talked to 

όŜΦƎΦ /ŀǊƻƭύΣ ǎƘŜ Ƙŀǎ ǘƻ ƎŜǘ ¢ǊŜƴǘ ǘƻ ǘŜƭƭ ŜǾŜǊȅƻƴŜ άǎǘƻǇ ǳǎƛƴƎ ŀƭƭ ǎƘŀǊŜŘ ƪŜȅǎ ǿƛǘƘ !ƭƛŎŜέ 

¶ Thus key revocation is a major problem 

¶ Old session keys (if disclosed) can be used as long as the ticket can be decrypted. 

¶ Needham-{ŎƘǊƻŜŘŜǊΩǎ ǇǊƻōƭŜƳ is that it assumes all users of the system are good guys and 

ǘƘŜ Ǝƻŀƭ ƛǎ ǘƻ ƪŜŜǇ ōŀŘ Ǝǳȅǎ ŦǊƻƳ ƎŜǘǘƛƴƎ ƛƴΦ όάŜƎƎǎƘŜƭƭ ƳƻŘŜƭέύ 

¶ ¢Ƙƛǎ ƛǎ ǘƘŜ ΨƻƭŘ ǎŎƘƻƻƭΩ ƳƻŘŜƭ ƻŦ ǎŜŎǳǊƛǘȅΦ Lǘ Ƙŀǎ ōŜŜƴ ǊŜŀƭƛǎŜŘ ǘƻŘŀȅ ǘƘŀǘ ǘƘŜ Ƴƻǎǘ 

likely threats come from within (knowledgeable insiders) 

¶ Kerberos (MIT / Windows 2000) 

o Extension of Needham-Schroeder 

o Two trusted servers 

¶ Authentication server to which users log on 

¶ Ticket granting server issues tickets (timed keys) to resources 

o Allows scalable access management 

¶ users managed differently to resource access 

¶ e.g. university handles enrolments but departments handle access to facilities 

o Uses timestamps (T) with a lifetime (L) instead of nonces 

¶ fixes Needham-Schroeder problem with freshness 
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o Alice and Trent share key KAT via the authentication server (by password) 

 Alice ʤ Trent:  άAέ, άBέ 

 Trent ʤ Alice:  {TT, L, KAB, άBέ, {TT, L, KAB, άAέ}K_BT}K_AT 

 Alice ʤ Bob:  {TT, L, KAB, άAέ}K_BT, {άAέ, TA}K_AB 

 Bob ʤ Alice:  {TA + 1}K_AB 

o Alice and Trent share key KAT via the authentication server; Alice asks Trent for a ticket to talk to Bob 

 Alice ʤ Trent:  A, B 

    Trent gives Alice a ticket (session key KAB with lifetime L from 

    timestamp TT) and a ticket encrypted for Bob with KBT 

 Trent ʤ Alice:  {TT, L, KAB, B, {TT, L, KAB, A}K_BT}K_AT 

    Alice gives Bob the encrypted ticket and a challenge 

 Alice ʤ Bob:  {TT, L, KAB, A}K_BT, {A, TA}K_AB 

    Bob sends back the timestamp incremented by one to indicate he is 

    alive and managed to decrypt the ticket. 

 Bob ʤ Alice:  {TA + 1}K_AB 

o Problems 

¶ The key KAT from the authentication server is protected only by a password 

¶ We know humans pick these poorly 

¶ Facilitates a dictionary attack  

¶ Packet format from authentication server is in a known format 

¶ !ƭƛŎŜΣ .ƻō ŀƴŘ ¢ǊŜƴǘΩǎ clocks need to be synchronised 

¶ LŦ ǘƘŜ ǎŜƴŘŜǊΩǎ ŎƭƻŎƪ ƛǎ ŀƘŜŀŘ ƻŦ ǊŜŎŜƛǾŜǊΩǎ ŎƭƻŎƪΣ 9ǾŜ Ŏŀƴ ƛƴǘŜǊŎŜǇǘ ŀ ƳŜǎǎŀƎŜ ŦǊƻƳ 

the sender and play it later when the timestamp is valid at the receiver (suppress-

replay attack) 

¶ De-synchronisation can be used as part of many attacks (including denial-of-service) 

¶ Public key management using certification authorities (CA) 

o A public key certificate binds a public key to its owner: 

  
¶ Alice sends her public key to the CA (Trent) 

¶ The CA produces a certificate for Alice 

¶ Alice sends her public key and certificate to Bob 

¶ .ƻō ǾŜǊƛŦƛŜǎ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ǳǎƛƴƎ !ƭƛŎŜΩǎ ǇǳōƭƛŎ ƪŜȅ 

¶ Bob sends encrypted messages to Alice using the key 

o 9ǾŜǊȅƻƴŜ Ƴǳǎǘ ōŜ ŀōƭŜ ǘƻ ǾŜǊƛŦȅ ǘƘŜ /!Ωǎ ǇǳōƭƛŎ ƪŜȅ ς shipped with browsers, OS, or published 

o The CA is a trusted party ς it can forge keys / signatures. 

o E.g. the X.509 certificate for X.500 directory services 

¶ Trust models 

o Symmetric keys 

¶ TTP must be online (used every session) 

¶ TTP is a juicy target (knows passwords) 

¶ No forward secrecy  

¶ Fast (e.g. Kerberos) 

o Asymmetric keys 

¶ TTP is offline (only used in key generation) 
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¶ TTP only knows public keys 

¶ TTP has forward secrecy 

¶ Not as fast (e.g. SSL/TLS, PGP, SET) 

¶ Public key certificate generation 

o Alice generates a public/private key pair 

o Alice sends the public key to the CA 

o The CA challenges Alice to see if she knows the private key 

o The CA generates a certificate and sends it to Alice 

o bƻǘŜΥ ǘƘŜ /! ƴŜǾŜǊ ƭŜŀǊƴǎ !ƭƛŎŜΩǎ ǇǊƛǾŀǘŜ ƪŜȅ ς important for forward secrecy 

¶ Certificate revocation 

o !ƭƛŎŜΩǎ ŎŜǊǘƛŦƛŎŀǘŜ Ƴŀȅ ƴŜŜŘ ǘƻ ōŜ ǊŜǾƻƪŜŘ ŘǳŜ ǘƻ ŜΦƎΦ ǇǊƛǾŀǘŜ ƪŜȅ ǎǘƻƭŜƴ ƻǊ Ƨƻō ŎƘŀƴƎŜ 

o This is a major problem and is done in limited ways: 

¶ Through users requiring daily certification-validation information (slow, cumbersome) 

¶ Use expiration date field 

¶ Circulate a certificate revocation list (CRL), like list of bad credit cards 

¶ Secret splitting 

o A way of splitting a secret among two or more parties, where each piece by itself is useless 

o Simple XOR algorithm: Assume Trent wishes to protect the message m: 

¶ Trent generates a random bit string r of the same length as m. 

¶ Trent computes s = m Ä r 

¶ Trent gives r to Alice 

¶ Trent gives s to Bob 

o Each of the pieces is a shadow 

¶ To reconstruct m, Alice and Bob XOR their shadows together 

¶ If r is truly random, the system is perfectly secure (OTP) 

¶ To extend the scheme to n people, generate n random bit strings e.g. m Ä r Ä s Ä t = u 

o Secret splitting aims to enhance reliability without increasing risk through distributing trust 

o Issues: 

¶ The system is adjudicated by Trent 

¶ ¢ǊŜƴǘ Ŏŀƴ ƘŀƴŘ ƻǳǘ ǊǳōōƛǎƘ ŀƴŘ ŎƭŀƛƳ ƛǘΩǎ ǇŀǊǘ ƻŦ ǘƘŜ ǎŜŎǊŜǘ 

¶ He can hand out a piece to Alice, Bob, Carol and Dave, and later tell everyone that 

only the first 3 pieces are needed and Dave is fired 

¶ All parties know the length of the message 

¶ The message is malleable 

¶ All parties are required in order to recover the message (bus factor = 1) 

o {ƘŀƳƛǊΩǎ (t, n)-threshold scheme 

¶ To reveal a secret, we need at least t of n participants. 

¶ Based on polynomial interpolation, and the fact that a polynomial y = f(x) of degree t ς 1 is 

uniquely defined by t points (x, y) 

¶ Trent wishes to distribute message m amongst n users, where any group of t users can 

recover m. (bus factor = n - t + 1) 

¶ Set up: 

¶ Trent chooses a prime p > max(m, n) 

¶ Trent sets a0 = m 

¶ Trent selects t-1 random, independent coefficients  
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o a1Χat-м όл Җ aj Җ p-1), defining the polynomial Ὢὼ В ὥὼ 

¶ Trent computes yi = f(xi) mod p όм Җ xi Җ p-1) 

o just any random points on the curve 

¶ Trent sends a share (xi, yi) to user i 

o Pooling of shares 

¶ Any t users can get together and pool their distinct points (xi, yi) 

¶ Since any t points are enough to define the polynomial, the coefficients aj can be computed 

using Lagrange interpolation. 

¶ The message m can be found by the fact that f(0) = a0 = m 

¶ Bit commitment 

o Scenario 

¶ Alice wants to sell Bob information regarding police informants within his Mafia empire. 

¶ !ƭƛŎŜ ŘƻŜǎƴΩǘ ǘǊǳǎǘ .ƻō ŜƴƻǳƎƘ ǘƻ ǘŜƭƭ ƘƛƳ ǘƘŜ Ǌŀǘǎ ǿƛǘƘƻǳǘ ƎŜǘǘƛƴƎ ǇŀƛŘ ŦƛǊǎǘ όǘƘŜȅ might 

suddenly disappear). 

¶ .ƻō ǘƘƛƴƪǎ ǘƘŜ ŘŜŀƭ ƛǎ ŀ ǇƻƭƛŎŜ ǎŜǘǳǇΣ ŀƴŘ ǿƻƴΩǘ ƎƛǾŜ ǘƘŜ ƳƻƴŜȅ ǳƴǘƛƭ ǎƘŜ ŎƻƳƳƛǘǎ ǘƻ ƴŀƳŜǎΦ 

o Commitment 

¶ Bob ʤ Alice: random r 

¶ Alice ʤ Bob: {r| m}k 

o Revelation: 

¶ Alice ʤ Bob: k 

¶ Bob decrypts the message and verifies r 

o Discussion: 

¶ Random r is for freshness and to stop Alice from finding two messages where {m}k1 == {mΩϒk2 

¶ i.e. forcing Alice to commit 

¶ Bob does not know k until revelation so cannot brute force the message space 

¶ Bit commitment with hash functions 

o Commitment: 

¶ Alice:  generates random r1, r2 

¶ Alice ʤ Bob: r1 and x = h(r1, r2, m)  [x is called a blob] 

o Revelation: 

¶ Alice ʤ Bob: r1, r2, m 

¶ Bob hashes (r1, r2, m) and compares it to x 

o Discussion: 

¶ Bob does not have to send any messages 

¶ Alice sends a message to commit and a message to reveal 

¶ Alice cannot find r3 such that h(r1, r3, m) == h(r1, r2, m) 

¶ The value r2 ƛǎ ƪŜǇǘ ǎŜŎǊŜǘ ǎƻ .ƻō ŎŀƴΩǘ ōǊǳǘŜ ŦƻǊŎŜ ǘƘŜ ƳŜǎǎŀƎŜ ǎǇŀŎŜΦ 

¶ Fair coin flipping 

o tǊƻōƭŜƳΥ Iƻǿ Ŏŀƴ ǿŜ ŦƭƛǇ ŀ Ŏƻƛƴ ŦŀƛǊƭȅ ǿƘŜƴ ǘƘŜ ǇŀǊǘƛŜǎ ŘƻƴΩǘ ǘǊǳǎǘ ǘƘŜ ƻǘƘŜǊ ǘƻ ŦƭƛǇ the coin? 

o Algorithm: 

¶ Alice commits to a random bit b using a bit commitment scheme 

¶ Alice sends the blob y = f(b) to Bob. 

¶ Bob tries to guess the bit. 

¶ If Bob guesses correctly then Bob wins the toss. 

¶ If Bob guesses incorrectly then Alice wins the toss. 
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o Discussion 

¶ The security of the algorithm rests in the security of the function f(x) to generate the blob. 

¶ The least significant bit of f(x) cannot correlate with x. 

¶ Similar reason to hashing result of Diffie-Hellman exchange to obtain a session key. 

¶ Fair coin flipping using public key crypto 

o Requires that the algorithm commutes, e.g. RSA with identical moduli 

  EB(EA(m)) = EA(EB(m)) 

  DA(EB(EA(m))) = EB(m) 

o Algorithm: 

¶ Alice and Bob generate public/private key pairs. 

¶ Alice generates two random numbers rT, rH 

¶ Alice ʤ Bob: m1 = EA(άheadsέ, rH), m2 = EA(άtailsέ, rT) 

¶ Bob selects one message x at random. 

¶ Bob ʤ Alice: EB(EA(x)) 

¶ Alice ʤ Bob: DA(EB(EA(x))) = EB(x) 

¶ Bob ʤ Alice: x 

¶ Alice verifies that x is one of the two random strings. 

¶ Alice and Bob reveal to each other their keypairs to ensure that neither cheated. 

o Discussion: 

¶ The algorithm is self-enforcing. Either party can detect cheating by the other without a TTP. 

¶ Note: Bob learns of the result of the coin flip before Alice. AlthouƎƘ ƘŜ ŎŀƴΩǘ ŎƘŀƴƎŜ ƛǘΣ ƘŜ 

may delay the result on purpose to take advantage of the situation. (Otherwise known as 

Bob flipping the coin into a well) 

¶ Coin flipping has use in session key generation as neither party can influence the result of 

each flip (i.e. bit) e.g. in Diffie-Hellman one party selects an exponent after the first. 

¶ Mental poker 

o Problem: how to deal cards over email if neither party trusts the other 

o Solution: 

¶ Alice and Bob use a commutative public key cryptosystem 

  DA(EB(EA(m))) = EB(m) 

¶ Alice encrypts 52 messages m1 Ґ όά!ŎŜ ƻŦ {ǇŀŘŜǎέΣ r1ύ Χ ǳǎƛƴƎ ƘŜǊ ǇǳōƭƛŎ ƪŜȅΦ 

¶ Alice sends the blobs to Bob. 

¶ Bob picks 5 of these at random, encrypts with his public key and sends them back to Alice. 

¶ Alice decrypts the messages with her public key and sends back to Bob. 

¶ Bob decrypts the messages to determine his hand. 

¶ At the end of the game, Alice and Bob reveal their key pairs to ensure neither cheats. 

o Attacks against poker schemes 

¶ Since some cryptographic algorithms are not truly random processes, they tend to leak small 

amounts of information. 

¶ In RSA, for example, if the binary representation of the card is a quadratic residue, then the 

encryption of the card is also a quadratic residue. 

¶ Remember that x is a quadratic residue (QR) if y2 ̓  x (mod p) has a solution. 

¶ ¢Ƙƛǎ ŎƻǳƭŘ ōŜ ǳǎŜŘ ōȅ ŀ ƳŀƭƛŎƛƻǳǎ ŘŜŀƭŜǊ ǘƻ άƳŀǊƪέ ǎƻƳŜ ŎŀǊŘǎ όŜΦƎΦ ǘƘŜ !ŎŜǎύΦ 

¶ Oblivious transfer 

o Scenario: 
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¶ Bob is trying to factor a 2000-bit number, n. 

¶ Alice wants to sell Bob a 1000-bit factor for $1000 (at a very reasonable $1/bit) 

¶ Bob only has $500 and offers to buy half the bits- but only if Alice proves that the number is 

a factor of nΣ ŀƴŘ !ƭƛŎŜ ǿƻƴΩǘ ƪƴƻǿ ǿƘƛŎƘ ōƛǘǎ .ƻō ōƻǳƎƘǘΦ 

¶ How can the deal be done given, Alice cannot prove that her number is a factor of n without 

telling it to Bob? 

o Algorithm: 

¶ Alice generates two public/private key pairs EA1, DA1  and EA2,DA2 

¶ Alice ʤ Bob: EA1, EA2 

¶ Bob generates a symmetric cypher key, k 

¶ .ƻō ǇƛŎƪǎ ƻƴŜ ƻŦ !ƭƛŎŜΩǎ ǇǳōƭƛŎ ƪŜȅǎ ǊŀƴŘƻƳƭȅ ŀƴŘ ŜƴŎǊȅǇǘǎ k 

¶ Bob ʤ Alice: {k}EX 

¶ Alice decrypts the key twice DA1{k}EX DA2{k}EX resulting in k and garbage DY{k}EX 

(Alice does not know which is the real key). 

¶ !ƭƛŎŜ ǎŜƴŘǎ .ƻō ǘǿƻ ƳŜǎǎŀƎŜǎΣ ƘŀƭŦ ǘƘŜ ōƛǘǎ ŜŀŎƘΥ ϑάŦƛǊǎǘ рлл ōƛǘǎέϒΣ ϑάǎŜŎƻƴŘ рлл ōƛǘǎέϒΤ ŜŀŎƘ 

encrypted with one of these keys. 

¶ Bob decrypts both with k. One message will make sense to him. 

¶ Bob now has one of the messages. Alice has no idea which one. 

o Discussion: 

¶ Alice still needs to convince Bob that the message is a factor of n. She does that using a ZKP 

¶ Obvious transfer is a way Alice can send a bit to Bob in such a way that Bob receives the bit 

ǿƛǘƘ ǇǊƻōŀōƛƭƛǘȅ лΦр ŀƴŘ !ƭƛŎŜ ŘƻŜǎ ƴƻǘ ƪƴƻǿ ƛŦ ƛǘ ƛǎ ǊŜŎŜƛǾŜŘ ƻǊ ƴƻǘΦ όƛΦŜΦ άL ƘŀǾŜ ƻƴŜ ǎŜŎǊŜǘ 

ŀƴŘ ȅƻǳ ƎŜǘ ƛǘ ǿƛǘƘ ǇǊƻōŀōƛƭƛǘȅ лΦрέύΦ 

¶ ¢Ƙƛǎ Ŏŀƴ ōŜ ŜȄǘŜƴŘŜŘ ǘƻ άL ƘŀǾŜ n ǎŜŎǊŜǘǎ ŀƴŘ ȅƻǳ ƎŜǘ ƻƴŜέ 

¶ Obvious transfer is not used alone. It is used as a building block in other protocols. 

¶ Subliminal channels 

o Used to communication secretly without the use of encryption 

o Alice and Bob set up a subliminal channel in their message (covert communications channel). 

o On the simplest level, Alice and Bob could use steganography ŀƪŀ άǎǘŜƎƻέ όƛƴŦƻǊƳŀǘƛƻƴ ƘƛŘƛƴƎύΦ 

¶ Note: stego is not crypto (although you can combine the two). 

o Examples of this channel might be: 

¶ ! ΨлΩ ƛǎ ǎŜƴǘ ƛŦ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǿƻǊŘǎ ƛƴ ŀ ǎŜƴǘŜƴŎŜ ƛǎ ŜǾŜƴΦ 

¶ ! ΨмΩ ƛǎ ǎŜƴǘ ƛŦ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǿƻǊŘǎ ƛƴ ŀ ǎŜƴǘŜƴŎŜ ƛǎ ƻŘŘΦ 

o One might send an image in an email where the low order bit of each pixel is actually a message: 

¶ The low order bit is below human perceptual change in quality 

o Real-world examples 

¶ Loki   bidirectional UNIX shell client using data field in ICMP echo reply 

¶ Daemonshell-UDP ICMP echo reply only 

¶ ICMP Backdoor  Reusable tunnel library; messages fragmented to look like Pings 

¶ Rwwwshell  Backdoor emits requests as HTTP response packets 

¶ B0CK   IGMP multicast messages used as transport 

¶ AckCmd  TCP ACK for request (port 80), TCP RESET for response (high port) 

o Even when the internet is heavily locked down, and encrypted channels disallowed, it is still possible 

to exfiltrate data. 

¶ Use Google translate to request a URI appended with information 
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¶ The requested URI is registered on web server logs 

¶ Hence content filters (national, cooperate, net-nannies) are ineffective 

o Malware can use these techniques to communicate 
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E-Commerce protocols  
¶ E-Cash 

o /ŀǎƘ ƘŀǎƴΩǘ ǊŜŀƭƭȅ ŎƘŀƴƎŜŘ in the last thousand years ς not really suited for the Internet 

o Cash continues to battle advances in counterfeiting 

o Cash is pseudo-ŀƴƻƴȅƳƻǳǎ όƎƻǾŜǊƴƳŜƴǘǎ ŘƻƴΩǘ ƭƛƪŜ ƛǘύ 

¶ {ŜǊƛŀƭ ƴǳƳōŜǊǎΣ ōŀǊŎƻŘŜǎΣ άƳŀǊƪŜŘ ōƛƭƭǎέ ƘŜƭǇ ǘǊŀŎŜŀōƛƭƛǘȅ 

¶ Credit cards and cheques 

o Credit cards and cheques allow a massive invasion of privacy 

o Credit cards are having problems retrofitting to the internet ς fraud 

o Credit cards and cheques are easy to counterfeit 

¶ Motivation for electronic cash 

o Banks are closing branches and turning into websites. 

o Mobile phone companies think they can do it better and cheaper than the banks (mPay). 

o Different loyalty/payment schemes are evolving into a form of money, e.g. PayPal, Beenz 

o Other players (post office, supermarket, etc.) want to get into the game 

o ! ŘŜǎƛǊŜ ŦƻǊ ǇǊƻŎŜǎǎƛƴƎ ƻŦ ƳƛŎǊƻǇŀȅƳŜƴǘǎ όŜΦƎΦ ˃ŎŜƴǘǎύ 

¶ Problems with e-cash 

o The government wants anonymous digital cash even less than they want anonymous 

communications or strong crypto 

o Many crimes get ǎƻƭǾŜŘ ōȅ άŦƻƭƭƻǿƛƴƎ ǘƘŜ ƳƻƴŜȅέ ς track and freeze assets 

o Anonymous e-/ŀǎƘ ǊŜƳƻǾŜǎ ǘƘŜ άǎǘƛƎƳŀέ ƻŦ ŘŜŀƭƛƴƎ ƛƴ ŘƛǊǘȅ ƳƻƴŜȅ όάƘŜȅΣ ȅƻǳ ŎŀƴΩǘ ƎŜǘ ŎŀǳƎƘǘΗέύ 

¶ Identifiable e-cash 

o No need to file a tax return ς the tax office knows precisely how much was spent 

o Better transparency for politician campaign expenditure 

¶ Desirable properties of digital cash 

o Independence 

¶ Security should not be dependent on physical location 

¶ Cannot be transferred through computer networks (i.e. stolen without being spent) 

o Privacy (untraceability) 

o Off-line payment ς not needing to go through the bank every time for payments 

o Transferability ς can be transferred to other users (without an intermediary) 

o Divisibility ς can be subdivided into smaller, arbitrary pieces (e.g. change) 

o Security ς cannot be copied or reused 

¶ Protocols 

o Withdrawing between a user and a bank 

o Spending between a user and a vendor 

o Deposit  between a vendor and a bank 

o Transfer between two users 

o Obvious attacks: 

¶ User double spends a coin (replay) 

¶ Vendor tries to frame the user by spending a coin twice 

¶ Simple digital cash 

o Alice, Bob the bank, Vince the vendor 

o Withdrawal 

 Alice ʤ Bob: Authentication Protocol 
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 Alice ʤ Bob:   άgive me $1έ 

 Bob ʤ Alice: coin = sigB{value | άAliceέ | seq-num} 

¶ .ƻō ŘŜŘǳŎǘǎ Ϸм ŦǊƻƳ !ƭƛŎŜΩǎ ŀŎŎƻǳƴǘΦ  

¶ The sequence number is a unique ID for the coin. 

o Spending 

 Alice ʤ Vince: άI want to buy X for $1έ 

 Vince ʤ Alice: random nonce ὶɴ πȟρ  

 Alice ʤ Vince:   v-coin = sigA{r, coin} 

¶ Vince verifies the coin and then sends X 

o Deposit 

 Vince ʤ Bob: άdeposit $1έ, v-coin 

¶ Bob stores all v-coins 

¶ Bob checks the coin is new (seq-num not in the db) 

¶ If the coin is new, it is valid. 

¶ If the coin is old, compare the nonce of the coin with the nonce in the database 

¶ if nonces are the same then Vince is double spending since only Alice can sign it 

¶ if nonces are different then Alice is double spending 

o Problems 

¶ If Alice double spends, she gets caught after the fact ς a problem with most offline schemes 

¶ ¢ƘŜ ŎŀǎƘ ƛǎ ƴƻǘ ŀƴƻƴȅƳƻǳǎ ǎƛƴŎŜ !ƭƛŎŜΩǎ L5 ƛǎ ǘƘŜ ŎƻƛƴΦ 

¶ Not transferable: Vince can only deposit the coin, not spend it 

¶ Anonymous cash protocol #1 

o Protocol 

¶ Alice prepares 100 anonymous money orders for $X 

¶ Alice puts one each, and a piece of carbon paper, into 100 different envelopes 

¶ Alice sends all the envelopes to the bank 

¶ The bank opens 99 envelopes and confirms each money order is for exactly $X 

¶ The bank signs the remaining unopened envelope 

¶ the carbon paper copies the signature into the money order 

¶ The bank sends the unopened money order to Alice 

¶ Alice opens the envelope and spends the money order 

¶ The ƳŜǊŎƘŀƴǘ ŎƘŜŎƪǎ ŦƻǊ ǘƘŜ ōŀƴƪΩǎ ǎƛƎƴŀǘǳǊŜ 

¶ The merchant takes the money order to the bank which verifies the money order and gives 

the merchant $X 

o Discussion 

¶ ¢ƘŜ ōŀƴƪ ƴŜǾŜǊ ǎŜŜǎ ǘƘŜ ƳƻƴŜȅ ƻǊŘŜǊ όƛǘΩǎ ŀƴƻƴȅƳƻǳǎύ 

¶ The bank is convinced the money order is valid (the bank verifies its signature) 

¶ The 99 of 100 envelope procedure is known as a cut-and-choose protocol 

¶ The bank is relatively sure that the money order is for $X 

¶ 1% probability in this case Alice can cheat the system (security = number of envelopes sent) 

¶ Bank makes a penalty for cheating a jail term, discouraging Alice to try (resource game) 

o Problems 

¶ Alice can copy the money order and send it twice ς replay! 

¶ Eve can steal the money order and spend it herself 

¶ ¢ƘŜ ǎȅǎǘŜƳ ŘƻŜǎƴΩǘ ŘŜǘŜŎǘ ŎƘŜŀǘŜǊǎ, and Alice can get away with relative impunity 
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¶ Anonymous cash protocol #2 

o Protocol 

¶ Similar to protocol #1, except Alice attaches a unique into each anonymous money order 

¶ When merchant takes the money order to the bank, the bank verifies the signature and that 

it hasnΩǘ ǎŜŜƴ ǘƘŜ ƴƻƴŎŜ before handing over the $X 

¶ Blind signatures 

o Remember that blind signature allows Bob to sign a message from Alice without Bob knowing what 

the message contains. 

o Protocol 

¶ !ƭƛŎŜ ǘǳǊƴǎ ƳŜǎǎŀƎŜ Ƴ ƛƴǘƻ ŀ άōƭƛƴŘŜŘ ƳŜǎǎŀƎŜέ m* 

¶ Alice sends m* to Bob 

¶ Bob signs it and returns the signature s* to Alice 

¶ From sϝΣ !ƭƛŎŜ Ŏŀƴ ŎƻƳǇǳǘŜ .ƻōΩǎ ǎƛƎƴŀǘǳǊŜ s for m 

¶ At the end of the protocol, Bob does not know the message m or the signature s 

¶ This is the main primitive used for anonymity. 

¶ Blind signatures with RSA 

o Setup 

¶ Alice wants Bob to sign a hash of a message e.g. h(m)  

¶ Bob generates a RSA key: public = (n, e), private = d 

o Signatures 

¶ Alice picks random ὶɴ ᴚᶻ 

¶ Alice computes m* = re h(m)  (mod n)  [blinding] 

¶ This is unconditionally blinding since mΩ ƛǎ ǊŀƴŘƻƳƭȅ ŘƛǎǘǊƛōǳǘŜŘ ƻǾŜǊ ᴚ  

¶ Alice ʤ Bob: m* 

¶ Bob ʤ Alice: s* = (m*)d (mod n)  [signing] 

¶ Alice computes signature s = r-1s* (mod n) [unblinding] 

o Note:  

¶ se = (r-1s*)e = (r-1)e ((m*)d)e = r-e((m*)ed) = r-e(re h(m)) = h(m) 

¶ Simple anonymous offline digital cash 

o Chaum, Fiat, Naor (1989) 

¶ ¢ƘŜ Ƴŀƛƴ ƛŘŜŀ ƛǎ ǘƘŀǘ !ƭƛŎŜΩǎ ƛŘŜƴǘƛǘȅ ƛǎ ŜȄǇƻǎŜŘ ƻƴƭȅ ƛŦ ǎƘŜ ŘƻǳōƭŜ ǎǇŜƴŘǎ ŀ Ŏƻƛƴ 

¶ Thus the sequence number must be hidden from the bank during withdrawal 

¶ We use secret splitting to guarantee anonymity but detect cheaters  

o Withdrawal protocol 

¶ [Ŝǘ L ōŜ !ƭƛŎŜΩǎ ƛŘŜƴǘƛǘȅ ŀƴŘ όe, nύ ōŜ ǘƘŜ ōŀƴƪΩǎ ǇǳōƭƛŎ ƪŜȅ 

¶ Alice chooses IL
(j), IR

(j) such that I = IL
(j) Ä IR

(j)  where j = 1 .. 100. LetΩs call the arrays IL,1 and IR,1 

¶ Alice sets 

  m1 Ґ ώάϷ·έΣ ǎŜǉ-num1, h(IL,1), h(IR,1)] 

¶ Alice sets 

  blind1 = r1
e h(m1) (mod n)  where r1 is random 

¶ Alice generates blind2 .. blind100 with new seq-num, identity arrays and blinding factors 

¶ Alice sends all the blindjΩǎ ǘƻ ǘƘŜ .ŀƴƪ 

¶ The Bank does a cut and choose on 99/100 of the blinded messages at random and gets 

Alice to reveal mi, ri as well as IL[100]i and IR[100]i for all i ̒  k, for some k Ί ώмΣмллϐ 
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¶ The Bank verifies these 99 messages are formed correctly 

(hash and re-blind them all to check) 

¶ The Bank signs the remaining blinded message and sends Alice: 

  b-coin = [blindk, sigB(blindk)] 

¶ Alice unblinds the signature and sets 

  coin = [mk, sigB(mk)] 

¶ Alice also keeps track of 

  IL = IL,k and IR = IR,k 

o Spending protocol 

¶ Alice ʤ Vince:  άbuy Y for $Xέ, coin 

¶ ±ƛƴŎŜ ǾŜǊƛŦƛŜǎ .ƻōΩǎ ǎƛƎƴŀǘǳǊŜ 

¶ Vince ʤ Alice:  random r Ί ϑлΣмϒ100 

¶ Alice ʤ Vince:  R = [I1Σ ΧΣ I100] where 

   Ik = IL
(k) if r[k] = 0 

   Ik = IR
(k) if r[k] = 1 

¶ Vince hashes the revealed identity halves and verifies they are correct ς without knowing I. 

¶ The purchase is then complete. 

o Deposit protocol 

¶ Vince ʤ Bob:  άdepositέ, coin, r, R 

¶ Bob verifies the signature on the coin and the hashes of the identity halves due to R 

(proves it all came from Alice) 

¶ Bob checks to see if the sequence number is in the database 

¶ If not, the coin is valid and Bob adds it to the database 

¶ LŦ ƛǘ ƛǎΣ ƭŜǘ ώŎƻƛƴΩΣ rΩΣ RΩϐ ōŜ ǘƘŜ Ŏƻƛƴ ǘƘŜ ŘŀǘŀōŀǎŜ 

o if r = rΩ ǘƘŜƴ ǘƘŜ ǾŜƴŘƻǊ ƛǎ ŎƘŜŀǘƛƴƎ 

o if r ґ rΩ then the user has double-spent the coin 

¶ Double spending the coin identifies the user because then there exists k such that 

 r[k] ґ rΩ[k] Ä R[k] Ä RΩ[k] = I 

o Discussion 

¶ DƻŜǎƴΩǘ ǇǊŜǾŜƴǘ !ƭƛŎŜ ŦǊƻƳ ŎƘŜŀǘƛƴƎΣ ōǳǘ identifies Alice for spends the coin twice 

¶ Alice could try to sneak a money order past the bank where the identity strings identify 

someone else, with probability of success = 1 in 100 (1%). 

¶ The penalty for being caught is set so that the risk not worth it. 

¶ Security can be increased by increasing the number of blinded messages. 

¶ MŜǊŎƘŀƴǘ ŎŀƴΩǘ ŎƘŜŀǘ: ŎŀƴΩǘ ŘŜǇƻsit the money order twice, ŎŀƴΩǘ ƻǇŜƴ ǘƘŜ ƛŘŜƴǘƛǘȅ ŀǊǊŀȅǎΦ 

¶ !ƭƛŎŜ ŀƴŘ ±ƛƴŎŜ ŎŀƴΩǘ ŎƻƭƭǳŘŜ ŀǎ ǘƘŜȅ ŎŀƴΩǘ ǎƛƎƴ ǘƘŜ ŎƻƛƴǎΦ 

¶ !ƭƛŎŜΩǎ ƛŘŜƴǘƛǘȅ ƛǎ ǇǊƻǘŜŎǘŜŘ ōȅ ǘƘŜ ōƭƛƴŘƛƴƎ ǇǊƻǘƻŎƻƭΦ 

o Problem 

¶ Eve can cheat the system: steal the coin by eavesdropping and deposit before Vince does 

¶ Bob will accept the coin and blame Vince for cheating when he tries to deposit it. 

¶ LŦ 9ǾŜ ǎǘŜŀƭǎ ŀƴŘ ǎǇŜƴŘǎ !ƭƛŎŜΩǎ ŎŀǎƘ ōŜŦƻǊŜ ǎƘŜ ŘƻŜǎΣ !ƭƛŎŜ ǿƛƭƭ ōŜ ƛŘŜƴǘƛŦƛŜŘ ŀǎ ǘƘŜ ŎƘŜŀǘŜǊΦ 

¶ There is no way to prevent these problems; they are an artifact of anonymous digital money. 

¶ SSL / TLS 

o The secure sockets layer (SSL) was developed to support web based authentication and session 

encryption (Netscape). It is heavily used in e-Commerce and other web based applications 
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o IETF developed version 3.1, called Transport Layer Security (TLS) 

o Variable encryption key sizes ς 40 bit exportable, up to 256-bit AES 

o Designed to minimise load on browser, server and to support algorithm negotiation 

o SSL is a transport layer protocol (on top of TCP) 

  
o SSL Handshake protocol facilitates mutual authentication and negotiation of ciphers, MACs and keys 

1. Establish Capabilities 

2. Server sends Certificate 

3. Client sends Certificate (*) 

4. Setup Connection 

o SSL Message encapsulation 

¶ Fragmentation ς 16384 (214) byte blocks 

¶ Compression ς optional 

¶ Add HMAC 

¶ Encrypt using symmetric cipher 

¶ Prepend SSL record header 

o SSL supports Diffie-Hellman for session key exchange, and mutual authentication using RSA/DSS 

¶ Secure Electronic Transaction (SET) 

o Trouble with using credit cards on the Internet comes not from sniffed traffic, but from hacking into 

ƳŜǊŎƘŀƴǘΩǎ ŘŀǘŀōŀǎŜ 

o SET protocol by Microsoft, Netscape, VISA and Mastercard (1996) 

¶ Both customers and merchants have public key certificates to sign transactions 

¶ Customers sign two messages (with linked signatures) 

¶ Order Information (OI): Contains a description of the goods and the price sent to merchant 

¶ Payment Information (PI): Sent to bank with the price and card number but not description 

¶ The back-end systems processing the transaction use legacy systems 

o Protocol 

¶ Alice ʤ Vince:  άAliceέ, rA, certificate(kA) 

¶ Vince ʤ Alice:  άVinceέ, seq-num, certificate(kV), certificate(kB) 

¶ Alice ʤ Vince:  {OI}kV, {PI}kB, sigA{h(OI), h(PI)} 

¶ Vince performs an authorisation step (may be offline): 

¶ Vince ʤ Bob:  {άsummaryέ}kB, {PI}kB 

¶ Bob ʤ Vince:  sigB{άauthorisation responseέ} 

o Problems 

¶ SET has failed in the marketplace 

¶ The benefits turn out to be less than expected 

¶ Merchants retained credit card numbers as indexes and unwilling to delete them. 

¶ ! άŦŜŀǘǳǊŜέ ŀƭƭƻǿed a merchant to query a card number from the bank (thus 

removing all the added security!). Banks ŘƛŘƴΩǘ iǎǎǳŜŘ ǎǇŜŎƛŀƭ ά{9¢έ ŎǊŜŘƛǘ ŎŀǊŘǎ 

¶ Cost and usability issues ς speed / performance, download large SET wallets over dial-up 

¶ There is no benefit for consumers, and they could not refute SET transactions 
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¶ Public key infrastructure (PKI) 

o Many eCommerce systems rely on the existence of a PKI to issue and verify certificates 

o Problems 

¶ Costly and complex to design and set up 

¶ Extremely difficult to manage 

¶ Political problems with the CA organisation ς trust, licensing, backdoors for law enforcement 

¶ Competitive issues ς how to get their root certificate into the browser / OS 

o Administrative problems 

¶ CAs issue certificates binding company names to domain names (though they have no 

authority over either!). 

¶ Certificate revocation is a problem with offline use: expiration dates, CRLs 

o Implementation Problems 

¶ The ǎƘƻǇΩǎ ŘƻƳŀƛƴ name might differ from that on the certificate because of outsourced 

web hosting or credit card clearing facility 

¶ Most sites are configured to use 40-ōƛǘ ŎǊȅǇǘƻ ōŜŎŀǳǎŜ άƛǘΩǎ ŜŀǎƛŜǊ ǘƻ ŎƻƴŦƛƎǳǊŜέ (i.e. default) 

o Consumer rights issues 

¶ Merchants accepting the signature have liability in the event of fraud in paper systems 

¶ In removing this risk, consumers are protected ŜǾŜƴ ƛŦ ǘƘŜȅ ŘƻƴΩǘ ƭƻƻƪ ŀǘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜǎ 

¶ No convenient way for consumers to record transactions to demonstrate due diligence 

o User problems 

¶ They disable certificate checking in their browser. 

¶ Extremely costly ŦƻǊ ŀ ōǳǎƛƴŜǎǎ ǘƻ ŀŘŘƛǘƛƻƴŀƭƭȅ Ǌǳƴ άǘŜŎƘ ǎǳǇǇƻǊǘέ ǘƻ ƎŜǘ ǘƘŜƳ ƴƻǘ ǘƻΦ 

¶ Browser failures usually allow user (single-click) override 
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Network protocols  

Overview of network security  
¶ Problems with vendor software 

o Only hackers end up running network scanning tools 

o LƴǘǊǳǎƛƻƴ ŘŜǘŜŎǘƛƻƴ ǎȅǎǘŜƳǎ ŘƻƴΩǘ ŘŜǘŜŎǘ ƴŜǿ ŀǘǘŀŎƪǎΣ ŀƴŘ ƛǎ ǇƻƻǊ ŀǘ ŘŜǘŜŎǘƛƴƎ ƻƭŘ ƻƴŜǎ 

o Improper configuration 

¶ The fundamental problem with security architecture of the internet is the lack of strong authentication 

o Trust is given relatively freely based on IP, names, passwords, TCP sequence number, etc. 

¶ Other problems with security 

o Security is always catch-up ς significant time between finding, reporting, advising and fixing 

o It is usually reactive ς a cost centre, not a profit centre 

o Monocultures ς the internet is largely homogeneous 

¶ Hosts = Windows 

¶ Nameservers = Bind 

¶ Mail servers = sendmail 

¶ Routers = Cisco IOS 

¶ Web servers = Apache 

¶ Applications = Outlook, Hotmail, MS Office 

o Interoperability ς the internet is heterogeneous 

o Political issues ς the governmŜƴǘ ŘƻŜǎƴΩǘ ǿŀƴǘ ȅƻǳ ǘƻ ōŜ ǘƘŀǘ ǎŜŎǳǊŜ 

o Patents 

o The human factor 

o Common beliefs are wrong ς marshmallow security philosophy of secure perimeter 

o Hosts are weak ς either due to bugs or configuration 

¶ ¢ƘŜ ǇǊƻōƭŜƳǎ ŎŀƴΩǘ ōŜ ǎǘƻǇǇŜŘ ōȅ ŜƴŎǊȅǇǘƛƻƴΣ ŦƛǊŜǿŀƭƭΣ ±tbΣ ōƛƻƳŜǘǊƛŎǎΣ L5{Σ tYLǎΣ Χ 

¶ A combination of lack of strong authentication, bad programming, poor security administration 

¶ It is not illegal to do port scans 

o Port scan a large address space, search for exploits and automatically use it to install rootkits 

o DDoS ά!ǘǘŀŎƪ /ƻƴǎǘŜƭƭŀǘƛƻƴέ ǿƻǳƭŘ ǿŀƛǘ ŦƻǊ ŀǘǘŀŎƪ ŎƻƳƳŀƴŘǎ ŦǊƻƳ ŀ ƳŀǎǘŜǊ ǎŜǊǾŜǊ 

Network protocols  
¶ Internet protocol (IP) 

o A stateless protocol to send packets from one machine to another using 32-bit addresses 

o Many services use Transmission control protocol on top of IP to provide connection-oriented circuit 

o The other main protocol is the connectionless UDP 

o Domain Name System (DNS) used to translate between names and addresses 
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o IP Header 

  
o Protocol encapsulation 

  
¶ TCP 3-way handshake 

o TCP uses 32-bit sequence numbers to identify lost packets and for packet re-ordering 

o Incremented 128,000 times a second and by 64,000 for each new connection (BSD Unix stack) 

o Opening a TCP/IP connection: 

 Alice ʤ Bob: SYN(ISNA) 

 Bob ʤ Alice: ACK(ISNA + 1), SYN(ISNB) 

 Alice ʤ Bob: ACK(ISNB + 1), PSH(DATA) 

 Bob ʤ Alice: ACK(ISNA + k), PSH(DATA) 

 Χ Řŀǘŀ ΦΦΦ 

o Note: there are two sequence numbers (one for each direction) 

o A window exists for valid sequence numbers 

¶ Packets not within this range are invalid and dropped 
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o TCP Header 

  

Attacks  
¶ Packet sniffing 

o Packet sniffing is the process of listening to raw network traffic (i.e. eavesdropping). 

o Usually reveals a lot information because the Internet is mostly unencrypted 

o Information useful for other attacks (e.g. sequence numbers) 

o Packet sniffing is usually confined to LAN protocols (e.g. Ethernet, 802.11, etc.) due to the expense 

of equipment for sniffing other protocols 

¶ It gets hard to process packets at higher speeds without specialised hardware 

¶ Spoofing 

o Spoofing is the process of forging packets 

o Typically used to impersonate others or to manipulate protocol or implementation errors 

o Non-blind spoofing attacks are where an attacker can both inject packets into the network and sniff 

replies 

o Blind spoofing is where an attacker cannot see replies to their spoofed packets 

o Example when Bob trusts Alice and Alice is offline 

  
¶ aŀƭƭƻǊȅ ƻƴƭȅ ƴŜŜŘǎ ǘƻ ǎŜǘ Ƙƛǎ Lt ŀŘŘǊŜǎǎ ǘƻ ōŜ !ƭƛŎŜΩǎ ŀŘŘǊŜǎǎ 

¶ Bob will believe Mallory is Alice 

o Example when Alice is online 

  
¶ Mallory tries to open a connection 

 Mallory ʤ Bob:  SYN(ISNA)   # hi 

 Bob ʤ Alice:  ACK(ISNA + 1), SYN(ISNB)  # welcome 

 Alice ʤ Bob:  RST    # wasnΩt me! 

¶ Alice will tear down the connection 

¶ But Mallory can simply DoS Alice beforehand: 

 Mallory ʤ Alice: Denial-of-Service  # bye bye 

 Mallory ʤ Bob:  SYN(ISNA)   # hi 
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 Bob ʤ Alice:  ACK(ISNA + 1), SYN(ISNB)  # welcome 

 Mallory ʤ Bob:  ACK(ISNB + 1), PSH(DATA) # thanks 

¶ Denial-of-service (DoS) principles 

o Find any resource, and use it up 

¶ Bandwidth, processing, storage, file descriptor, sockets, human cognitive limits, etc. 

o Own as many attackers as possible 

o Find amplifiers (or post to slashdot.org) 

o Choose amplifiers with abundant bandwidth 

¶ SYN flooding 

o A simple DoS attack on TCP/IP 

  
 Alice ʤ Bob: SYN(ISNA) 

 Bob ʤ Alice: ACK(ISNA + 1), SYN(ISNB) 

o Bob allocates resources (memory, a process, a socket) to store details from Alice 

o LŦ !ƭƛŎŜ ƴŜǾŜǊ ŎƻƳǇƭŜǘŜǎ ǘƘŜ ƘŀƴŘǎƘŀƪŜΣ ŜǾŜƴǘǳŀƭƭȅ ŀƭƭ ƻŦ .ƻōΩǎ ǊŜǎƻǳǊŎŜǎ ŀǊŜ ǳǎŜŘ ǳǇ 

¶ Smurfing 

o Another simple DoS attack 

  
o !ǘǘŀŎƪŜǊ ǳǎŜǎ ōǊƻŀŘŎŀǎǘ ŦŀŎƛƭƛǘȅ ƻŦ L/at ŜŎƘƻ όƛΦŜΦ άǇƛƴƎέύ 

o All hosts respond to single message 

o Attacker forges the source address of the victim 

o Amplifier machines do not need to be compromised! 

¶ Distributed DoS (DDoS) 

  
o Script scans hundreds of machines for a problem and installs a drone waiting for commands 

o Modern features of DDOS attack tools 

¶ Anonymous encrypted one-way stealth protocols 

¶ Internet Relay Chat (IRC) command and control 

¶ Auto-update 

¶ Sequence number prediction 

  
o LŦ !ƭƛŎŜ ƛǎ ŀƭƛǾŜ ŀƴŘ aŀƭƭƻǊȅ ƛǎ ǊŜƳƻǘŜΣ aŀƭƭƻǊȅ ŎŀƴΩǘ ǎŜŜ ǊŜǇƭƛŜǎ 

 Mallory ʤ Bob:  SYN(ISNA) 
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 Bob ʤ Alice:  ACK(ISNA + 1), SYN(ISNB) 

 Alice ʤ Bob:  RST    # wasnΩt me! 

o Again, Mallory can use SYN flood to take down Alice to prevent her from tearing down 

 Mallory ʤ Alice: SYN flood 

 Mallory ʤ Bob:  SYN(ISNA) 

 Bob ʤ Alice:  ACK(ISNA + 1), SYN(ISNB) 

o aŀƭƭƻǊȅ ƛǎ ōƭƛƴŘ όŎŀƴΩǘ ǎŜŜ ǊŜǇƭƛŜǎύΦ IŜ ƴŜŜŘǎ ǘƻ ƪƴƻǿ L{bB to complete the connection. 

o Mallory can open a connection to Bob earlier to obtain the current value of the sequence number 

o Then, using the pattern of incrementing, he can guess (or flood of guesses) the current value 

o Even though Mallory is blind, he can piggyback data onto the final handshake packet 

  
Mallory ʤ Alice: SYN flood   # bye bye Alice 

 

Mallory ʤ Bob:  SYN(ISNM)    # hi itΩs Mallory 

Bob ʤ Mallory:  ACK(ISNM + 1), SYN(ISNX) # welcome 

 

Mallory ʤ Bob:  SYN(ISNA)   # hi itɻs Alice 

Bob ʤ Alice:  ACK(ISNA + 1), SYN(ISNB)  # welcome 

Mallory ʤ Bob:  SYN(ISNB + 1), PSH(DATA) # execute code 

o The problem here is authentication by source IP address 

o Poor ISN generation contributes to the problem 

o This attack becomes easier as networks latency and computer systems becomes more accurate 

o Used by Kevin Mitnik in his attack on Shimomura 

¶ Session hijacking 

o Session hijacking is where a connection between two parties is hijacked by an attacker after 

authentication, effectively becoming the man in the middle 

o One form of session hijacking can occur is through connection de-synchronisation. 

¶ Mallory listens for a connection between Alice and Bob. 

¶ At an opportune time (say just after Alice enters her password to BlackNet), Mallory sends 

packets to both Alice and Bob that increment the sequence numbers on each end such that 

further packets between Alice and Bob will be regarded as old (outside the window). 

¶ Mallory is now effectively the man in the middle. 

o Null data de-synchronisation 

 Alice ʤ Bob:  ACK(SNB), PSH(DATA) 

 Bob ʤ Alice:  ACK(SNA), PSH(DATA) 

 

 Mallory ʤ Bob:  ACK(SNB + 1), PSH(DATA) # NOP 

 Mallory ʤ Alice: ACK(SNA + 1), PSH(DATA) # NOP 

o Early de-synchronisation 

 Alice ʤ Bob:  SYN(ISNA) 

 Bob ʤ Alice:  ACK(ISNA + 1), SYN(ISNB) 

 Mallory ʤ Bob:  SYN(ISNB + 1), RST  # goodbye Bob 
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 Mallory ʤ Bob:  SYN(ISNAM) 

 Bob ʤ Mallory:  ACK(ISNAM + 1), SYN(ISNBM) 

 Mallory ʤ Bob:  SYN(ISNBM + 1), PSH(DATA) 

¶ The missing packets (ACK storm) 

o When Alice or Bob gets a packet for an invalid connection (e.g. one that Mallory has just closed), 

they reply with an ACK packet and the expected sequence number. 

o When the other end gets this packet, they too will reply with an ACK and the expected serial number 

for the other direction of the connection. 

o This generates an ACK storm; but since ACK packets ŘƻƴΩǘ ƘŀǾŜ data, theyΩǊŜ ƴƻǘ ǊŜǎŜƴǘ ƻƴ ƭƻǎǎ 

o It is interesting to note that this attack is self-regulating (i.e. the bigger the ACK storm, the more 

packets are lost due to congestion) 

¶ Source routing 

o Both IPv4 and IPv6 allow the sender (rather than routers) to specify routes that packets take through 

a feature known as source routing. 

o In strict source routing, the sender specifies each hop that the packet takes through the network. 

o In loose source routing, the sender only specifies a group of hosts the packet must transit through. 

o This allows a remote attacker to facilitate non-blind attacks (whereas they previously could only 

mount blind attacks as they do not receive reply packets). 

o Many kernels are configured to ignore source routing. 

o Many firewalls/routers block source routed packets and may optionally trigger alarms. 

¶ OS fingerprinting 

o OS fingerprinting is the process of scanning machines using peculiarities in the IP stack in order to 

identify the vendor and operating system version. 

  
¶ Firewalls 

o A firewall is a packet filtering gateway which aims to limit the number of exposed services on a 

connection (aka a wall with holes in it) 

o Static packet filtering gateways look at a set of static rules known as access control lists (ACLs). 

Static packet filters are fast but reasonably weak (and difficult to maintain). 

o Dynamic packet filtering gateways aims being more intelligent about what packets to allow (e.g. by 

stateful inspection of packet headers). 

o Application level gateways attempt to enhance the security further through acting as a proxy 

(allowing user authentication and not allowing direct IP connections between the inside and the 

ƻǳǘǎƛŘŜύ ōǳǘ ŀǊŜ ƳƻǊŜ ŎƻƳǇƭƛŎŀǘŜŘ ǎǘƛƭƭ ŀƴŘ ŘƻƴΩǘ ǎǳǇǇƻǊǘ ŀƭƭ ǎŜǊǾƛŎŜǎ όƘŜƴŎŜ ŀǊŜƴΩǘ ǳǎŜŘ ǘƘŀǘ ƻŦǘŜƴύΦ 

¶ FTP bounce attacks 

o FTP serveǊǎ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ƭŀǳƴŎƘ άōƻǳƴŎŜέ ŀǘǘŀŎƪǎ όōȅǇŀǎǎŜǎ ŦƛǊŜǿŀƭƭύ 
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o Example 

  
¶ Attacker finds FTP server behind a firewall, allowing connections with writeable directory. 

¶ Attacker logs in and uploads a file containing SMTP commands for a spoofed mail message. 

¶ !ǘǘŀŎƪŜǊ ǘƘŜƴ ǳǎŜǎ thw¢ ŎƻƳƳŀƴŘ ǘƻ Ǉƻƛƴǘ ǘƻ ŀ ǾƛŎǘƛƳΩǎ Ƴŀƛƭ ǇƻǊǘΦ 

¶ Attacker then uses RETR command to initiate file transfer. 

¶ ¢ƘŜ C¢t ǎŜǊǾŜǊ ǿƛƭƭ ǘƘŜƴ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǾƛŎǘƛƳΩǎ Ƴŀƛƭ ǇƻǊǘΣ ǳǇƭƻŀŘƛƴƎ ǾŀƭƛŘ Ƴŀƛƭ ŎƻƳƳŀƴŘǎ 

(and, for example, can send mail pretending to be the FTP server). 

¶ Traceroute 

o Traceroute is a network debugging utility designed to map out the pathway between two hosts over 

IP by monotonically increasing the time-to-live (TTL) field in the IP header. 

o The TTL field is used to limit the number of hops a packet may across the network before it expires. 

o On expiry, an ICMP error message is generated (time to live exceeded in transit). 

o By monotonically increasing the TTL field we will receive such an error message from every host 

along the path the packet takes to the destination (and hence a route). 

¶ Firewalking 

   
o Firewalking is the process of determining the access control lists (ACLs) of packet filtering gateways 

(e.g. firewalls, routers, etc.) similar to traceroute. 

o The firewalk scan works by sending out packets with a TTL one greater than the targeted gateway.  

o If the gateway allows the traffic, it will forward the packets to the next hop where they will expire 

and elicit a TTL exceeded in transit message (which we get back).  

o If the gateway host does not allow the traffic, it will likely drop the packets on the floor and we will 

see no response.  

o Through such scanning ACLs on a gateway or firewall can be determined. 
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¶ IPsec 

o IPsec is the working group aiming at securing the Internet architecture (both IPv4 and IPv6). 

o The two main features of IPsec are: 

¶ Authentication Header (AH) for authentication and integrity 

¶ Transport mode is applicable only to host implementations and provides protection 

for upper layer protocols, in addition to selected IP header fields.  

¶ Tunnel mode is where it protects the entire inner IP packet, including the entire 

inner IP header. 

¶ Encapsulated Security Payload (ESP) for confidentiality and authentication or integrity 

¶ Like AH, it can be used in both transport (between two hosts) and tunnel (an IP 

tunnel between two gateways) modes. 

o Packets can use AH and/or ESP 

o Algorithm independent 

o Does not protect against traffic analysis, non-repudiation or denial-of-service 

o Used to set up virtual private networks (VPNs) 

o The AH defines a Security Association to use for a particular link or connection, containing 

authentication parameters, encryption parameters, and association details 

¶ IKE 

o The Internet Key Exchange (IKE) is a hybrid protocol which uses parts of the following to obtain 

authenticated keying material for security associations: 

o ISAKMP (Internet security architecture key management protocol), a framework for authentication 

and key exchange. ISAKMP is designed to be key exchange independent; that is, it is designed to 

support many different key exchanges. 

o Oakley, which describes a series of key exchanges, known as "modes", and details the services 

provided by each (e.g. perfect forward secrecy for keys, identity protection, and authentication).  

o SKEME, which describes a key exchange technique which provides anonymity, reputability and quick 

key refreshment.  

¶ ARP 

o Address resolution protocol (ARP) is used to map IP addresses to hardware addresses 

o A table called the ARP cache is used to store each MAC address and its corresponding IP address.  

o When a packet sent to a host machine on a network arrives at a router, it queries the MAC address 

for the destination IP address via ARP. 

¶ The ARP program provides it from cache if exists 

¶ If no entry is found for the IP address, ARP broadcasts a request packet to all the machines 

on the network based on that IP address. A machine that recognizes the IP address as its 

own replies. ARP updates the ARP cache for future reference and then sends the packet to 

that MAC address.  

o Spoofing 

¶ ARP is one of the simplest but most fundamental protocols on the Internet. 

¶ Lack of strong authentication means manipulating ARP is trivial, and allows many powerful 

attacks to be accomplished, e.g. ARP poisoning, MAC flooding, hijacking, DoS, cloning 

o ARP facilitates Mallory to trivially launch man-in-the-middle attacks against Alice and Bob: 

 Mallory poisons the ARP cache of Alice and Bob 

 !ƭƛŎŜ ŀǎǎƻŎƛŀǘŜǎ .ƻōΩǎ Lt ǿƛǘƘ aŀƭƭƻǊȅΩǎ a!/ 

 .ƻō ŀǎǎƻŎƛŀǘŜǎ !ƭƛŎŜΩǎ Lt ǿƛǘƘ aŀƭƭƻǊȅΩǎ a!/ 

 !ƭƭ ƻŦ !ƭƛŎŜ ŀƴŘ .ƻōΩǎ ǘǊŀŦŦƛŎ ǿƛƭƭ ƴƻǿ Ǝƻ ǘƘǊƻǳƎƘ aŀƭƭƻǊȅ 
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¶ This works even if the network is fully switched. 

¶ If Bob is a gateway or router, all traffic flowing through that router goes via Mallory. 

o Other ARP attacks 

¶ MAC flooding where an attacker sends spoofed ARP replies at a high rate to the switch, 

ŜǾŜƴǘǳŀƭƭȅ ƻǾŜǊŦƭƻǿƛƴƎ ǘƘŜ ǇƻǊǘκa!/ ǘŀōƭŜΦ aƻǎǘ ǎǿƛǘŎƘŜǎ ǘƘŜƴ ǊŜǾŜǊǘ ōŀŎƪ ǘƻ άŦǳƭƭ 

broadcŀǎǘέ ƳƻŘŜ όƛΦŜΦ ŦƻǊǿŀǊŘƛƴƎ ŀƭƭ ǘǊŀŦŦƛŎ ƻƴ ŀƭƭ ǇƻǊǘǎύΦ 

¶ Denial-of-service attacks where ARP caches are updates with non-existent MAC addresses, 

causing valid frames to be dropped.  

o Preventing ARP spoofing 

¶ MAC binding at the switch makes it so that once an address is assigned to an adapter it 

cannot be changed without authorisation. 

¶ Static ARP management is only realistically achieved in a very small network 

¶ arpwatch for Unix systems monitors the ARP cache and alerts administrator on change.  

¶ Domain name service (DNS) attacks 

o Similar to ARP, DNS by default does not have any form of authentication. 

o The ability to subvert DNS through hacking the nameserver or poisoning the cache leads to many 

potential attacks: 

¶ subversion of r* commands, NFS (file sharing), /etc/hosts.equiv, etc. 

¶ impersonation attacks (e.g. webserver) 

¶ denial-of-service 

¶ Infrastructure attacks 

o Internet control message protocol (ICMP) 

¶ ICMP is used to communicate error messages and network conditions across IP 

¶ Like other infrastructure protocols, strong authentication is absent 

¶ L/at wŜŘƛǊŜŎǘ ƳŜǎǎŀƎŜǎ Ŏŀƴ ōŜ ǎǇƻƻŦŜŘ άǊŜŘƛǊŜŎǘƛƴƎέ ǘǊŀŦŦƛŎ 

¶ ICMP error messages can be spoofed telling target hosts that a victim is unavailable 

(hence knocking the victim off the air). 

¶ Most firewalls block ICMP into and out of the network properly.  

¶ {ƛƴŎŜ άǇƛƴƎέ ǳǎŜǎ L/at ŜŎƘƻ ǘƘƛǎ ƳŜŀƴǎ ǘƘŀǘ ǎƻƳŜǘƛƳŜǎ ŀƭƭ L/at ƛǎ ŀƭƭƻǿŜŘ ǘƻ Ǉŀǎǎ 

o Other infrastructure protocols e.g. RIP, EGRP, BGP, OSPF 
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Wireless security  
¶ Wireless LAN vulnerabilities 

o Physical access to the network is no longer required 

o Most wireless networks are inside the firewall ς no more network perimeter 

o Most wireless networks link to insecure machines ς particularly laptops, PDAs and mobile phones 

o Passive and active attacks are easier to launch 

o Less audit trails 

o Less security mechanisms (for now) 

o Attackers can get away with relative impunity 

o Denial of service 

¶ War driving ς wireless equivalent of war dialing and port scanning 

¶ Wired equivalent privacy (WEP) 

o Used to protect 802.11b with confidentiality, access control and integrity 

o An example of how security protocols should not be designed 

o Overview 

¶ A master key k0 (40 or 104 bits) is shared a priori between two parties. 

¶ Each 802.11 packet (header|data) is then protected by: 

¶ An integrity check field IC = h(header|data)  

¶ A random initialisation vector IV 

¶ The master key and IV are used to generate a keystream using RC4 in stream cypher mode 

  k = RC4(k0, IV) 

¶ The data and IC are then encrypted by this keystream 

  Ek(m) = m Ä k 

o WEP packet 

  
o RC4 stream cipher 

¶ WEP protects the confidentiality of the payload through RC4 in stream cypher mode. 

¶ Senders use RC4 seeded with the IV and master key k0 to generate a keystream. This 

keystream is then XORd with the plaintext. 

¶ Receivers likewise generate the same keystream using the pre-shared master key and the 

received IV (sent in the clear). They then XOR this with the ciphertext to obtain the plaintext 

(the keys cancel): 

  m = c Ä k = m Ä k Ä k 

¶ Attacks on WEP 

o WEP is broken 
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o There are a large number of attacks possible: 

¶ Passive attacks to decrypt traffic based on statistical analysis.  

¶ Active attacks to decrypt traffic, based on tricking the access point.  

¶ Active attack to inject new traffic from unauthorized mobile stations. 

¶ A memory trade-off attack that allows real-time automated decryption of all traffic. 

¶ An active inductive chosen plaintext attack which allows decryption of traffic. 

¶ An attack on the key scheduling algorithm of RC4. 

o Stream cipher problems 

¶ RC4 is effectively being used as a pseudo-OTP 

¶ Two messages must never be sent using the same key or you end up with a two time pad: 

  c1 Ä c2 = m1 Ä k Ä m2 Ä k 

   = m1 Ä m2 

¶ Effectively a running key cipher with English as key 

¶ Messages have low entropy, so can be easily guessed 

¶ An attacker can obtain the original keystream 

¶ The keystream in this mode of RC4 depends on only an IV and k0. 

¶ The master key k0 is a long-term, fixed key 

¶ Lƴ Ƴŀƴȅ ǎŜǘǳǇǎ ŀƭƭ ǳǎŜǊǎ ǎƘŀǊŜ ǘƘƛǎ ƪŜȅ όǎƻ ƳǳŎƘ ŦƻǊ ²9t ŀǘ ŀ άƘƻǘ ǎǇƻǘέύ 

¶ As it is user chosen it is most likely guessable (dictionary attack). 

¶ Thus the keystream is only really dependent on a 24-bit IV 

¶ If any two packets ever have the same IV, the keystream is reused (hence can be decrypted). 

¶ The IV is transmitted in the clear, making it simple for an attacker to look for collisions 

o Birthday attack on the IV 

¶ Any packet collision will do 

¶ According to the birthday paradox, if C(N, q) is the probability of collision throwing q balls 

randomly into N ŘƛŦŦŜǊŜƴǘ ōǳŎƪŜǘǎ ǘƘŜƴ ƛŦ ŀƭǎƻ м Җ q Җ ʮ(2N) we know: 

ὅὔȟή
πȢσήή ρ

ὔ
 

¶ Solving for C(N, q) = 0.5 and N = 224  gives 

  q = 5,288 packets  

¶ Thus on average a collision will occur every 5,288 packets. 

o The IV implementation is broken 

¶ Many implementations initialise the IV to 0 rather than a random value 

¶ In most arrangements, the master key k0 is shared between all users on the network 

¶ Can use collisions between all users on all channels in any direction 

o Memory trade-off attack on the IV 

¶ An adversary can mount a known plaintext attack on the IV in WEP easily: 

¶ Send a WEP user a known message (e.g. via email) 

¶ The adversary records the IV for the message 

¶ They then XOR the plaintext and the ciphertext to store the keystream 

¶ This keystream is stored in a table, indexed by the IV value 

¶ Next time a message is sent with that IV, the message can be fully decrypted. 

¶ Likewise an adversary can mount this attack with no known plaintext if they see a packet 

collision (thus can decrypt the third packet sent). 

¶ The table is independent of the master key size 

¶ Table will be much smaller for cards using non-random IVs 
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o Integrity check (IC) field 

¶ WEP uses CRC-32 for checksum 

¶ DƻƻŘ ŦƻǊ ŘŜǘŜŎǘƛƴƎ ǘǊŀƴǎƳƛǎǎƛƻƴ ŜǊǊƻǊǎΣ ōǳǘ ŎŀƴΩǘ ǎǘƻǇ ƳŀƭƛŎƛƻǳǎ ŜǊǊƻǊǎ 

¶ CRCs are linear h(m Ä k) = h(m) Ä h(k), and it is independent of the master key and IV 

¶ The attacker can modify message m in a known way to produce mΩ 

 mΩ Ґ m Ä ɲ 

¶ Since CRC-32 is linear, they can compute a new valid integrity check field IC: 

 L/Ω Ґ L/ Ä hόɲύ 

¶ Which will be valid for the new ciphertext cΩ 

 cΩ Ґ c Ä ɲ Ґ k Ä (m Ä ɲύ Ґ k Ä mΩ 

¶ Thus an attacker XORs ǘƘŜ ƻǊƛƎƛƴŀƭ ǇŀŎƪŜǘ ōȅ όɲ μ hόɲύύ 

 
o Keystream recovery attack 

¶ If an attacker knows the plaintext of a single WEP protected packet, they can inject any 

packet into the network 

o Attack on the authentication protocol 

¶ An attacker can replay the challenge-response to gain access to the network, spoofing the 

authentication protocol 

o Message decryption attacks 

¶ Decryption by double encryption 

¶ WEP decapsulation by message redirection 

¶ Reaction attacks ς decrypt a packet even if basestation is not connected to the internet 

o Inductive chosen plaintext attack  

o IV cascading 

o Weakness of using RC4 as key scheduling algorithm 

¶ WEP security reality 

o Confidentiality ς all traffic can be easily decrypted 

o Access control ς anyone can join the network 

o Integrity ς all traffic can be modified 

o Reliability ς the network can be taken down at an instant 

¶ VPN over 802.11 

o Not simple 

o Proprietary standards and poor interoperability 

o Many VPNs still vulnerable to MITM 

o Client machines may still be vulnerable 
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¶ 802.1x 

  
o Standard for encapsulating Extensible Authentication Protocol (EAP) over LAN 

o άbŜǘǿƻǊƪ ǇƻǊǘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴέ 

o Only requires firmware update, and fits into existing infrastructure 

o Problems 

¶ Not a complete replacement for WEP 

¶ Poor authentication protocols are vulnerable to attack 

¶ Session hijacking 

¶ Man in the middle 

¶ Vendor-implemented 

¶ Various DoS attacks 

¶ Other 

o EAP variants (PEAP, LEAP, EAP-TLS, WPA, WPA2) 

o Temporal key integrity protocol (TKIP, WEP2) ς too little too late 

o Wireless IDS to monitor suspicious activity 

o RF signal shaping, using low power access points and directional antenna 








