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Introduction
1 Security in digital world is different since it is easy to copy bits perfectly
0 Bits include iformation, identity, privileges andhoney.
0 Much of information securityevolves around making it hard to copy bits

T alGidQa RSFAYAUGAZY 2F AYyF2NNIGA2Y &SOdz2NR i@
o {LISYR - a2 2LIRySyid KlFa (2 &aLISyR G2 R2 az2y
1 Y israrely greater than X
T LGQa | NXintedahdRe$ and dovidbitational power

o Implications
1 Given enough {resources, attackers, time}, someone is going to get in
1 All systems can and will fail
0 The trick is to raise the bar to an adequate level of security for the resource you are trying to protect
9 Security requirements
o Engineering efforts is tmake dependable systems that work
0 Security engineering is to make them work in a world full of clever, malicious attackers
1 Why do systems fail? Because designers:
o Protect the wrong things
Protect the right things in the wrong way
Make poor assumptions abib their systems
52 y20 dzy RSNEGFIYR GKSAN d2aisSyQa GKNBI G Y2RSH
Fail to account for paradigm shifts (e.g. the Internet)
o Fail to understand the scope of their system
1 Risk analysisrisk impact matrix
0 Ranks risk in terms of likelihood and impact
1 Axioms of information security
All systems are buggy
The bigger the system the more buggy it is
Nothing works in isolation
Humans are most often the weakest link
o LGdQa  t24 SIFAASNI G2 oNBI]1 F aeadasSy GkKlLy G2 O
1 Aspects of security
o Authenticityc integrity plus freshnessand N2 2 F 2 F | YSaal 3SQa 2NRAIAY
Confidentialityg the ability to keep messages secret (for tite
Integrity ¢ messages should be modified in transit not should not besubstituted with fakes
Non-repudiation¢ cannotdeny that amessage was sent (related to authenticity)
Availability¢ guaranteeof quality of service (fault tolerance)
o Covertnesg messageexistence secrecy (related to anonymity)
i Passive attacks
o Those that do not involve modification of fabricated data
0 E.g. eavesapping on communications
0 Interception
1 An unauthorised party gains access to an asset
1 Release of message conteitan attack on confidentiality
i Traffic analysig an attack on covertness
I Active attacks
0 Those that involve some modification of the data strear creation of a false stream

O O O O O O O O

o O O ©o
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o Fabrication
1 An unauthorised party inserts counterfeit objects into the system
1 E.g. masquerading as an entity to gain access to the system
9 An attack on authenticity
0 Interruption
1 An asset of the system is destroyed or becomeavailable or unusable
1 E.g. DoS attacks
1 An attack on availability
o Maodification
1 Anunauthorised party not only gains access to but tampers with an asset
1 E.g. changing values in a data file or virus
1 An attack on integrity
9 Definitions
0 Secrecy a technical érm which refers to the effect of actions to limit access to information
o Confidentiality¢l y 206f A3 GA2y (2 LINRGSOG a2YS2yS 2NJ a:
o0 Privacy the ability and/or right to protect the personal secrets, including invasion of persoaaesp
0 Anonymityc the ability/desire to keep message source/destination confidentiality.
T Trust
0 Atrusted system is one whose failure can break security policy
o Atrustworthya @ aG0SY A& 2yS GKAOK g2y Qi Tl At
o Ininformation security, trust is your enemy
f Softwareorvendorscg 2y Qi (St t @2dz GKSANI a2Fidé6l NB Aa
The Internet nor its protocols built from broken pieces; designed to work, not be secure
ManagercR2y Qi gl yi G2 €SIR 2NJfF3 aiayoOoS aS0Odz
Governmentg only want to raise the resource game to their level
Employees or useiswill pick poor passwords, misconfigure, try to hack in
Peersg as bad as you
Algorithms/curveg; technological advancementsfactor large numbers, quantum compute
Secuity communityg ridicule you when they find a problem, and tells the world
Information security)cA G Q& SFaASNI G2 oNBF]l (1ySSa GKIy
1 Yourselfg you are human
9 Tenet of information security
0 Security through obscurity does not work
o Full disclosure adecurity mechanisms (except for the key) is the only policy that works
o Ker]l K2 T F Qa: for a\sisterd fo b trSly secure, all secrecy must reside in the key
0 A good system is where algorithms are known but cannot be broken
o0 Nothing can be said for sedty of a secret algorithm
1 Applied cryptographyefinitions
o0 Cryptography study of mathematical techniques in designcigdhers
o Cryptanalysig study of breaking them
0 Cryptology (cryptog study of both
o Cryptographic primitiveg crypto building blocks,.g. hash functions, bloakiphers, digital
signatures
1 Cryptanalysis
0 We always assume that attackers have:
1 Complete access to the communications channel

=A =4 =4 4 -4 4 A 4
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)l

Complete knowledge about the cryptosystem

0 Secrecy must exist completely within the key
0 There are 5 majoattack models

T
T
T
T
T

Ciphetext-only attack (COA] attacker only has access to thgheitext

Knownplaintext attack (KPA) attacker intercepts a random plaintexipheitext pair
Choserplaintext attack (CPA)attacker chooses a message and getsdipbetext
Choserciphettext attack (CCAJ attacker specifies aiphettext and gets the plaintext
Rubberhose attack (RHA)break knuckles, blackmail, threaten or torture; usually easiest

1 Classes of break

Total break finds secret keyQ and hence can compeallO &

Global deductior, finds alternate algorithm A equivalent to @ @, without finding’Q
Local/instance deductioqfinds the plaintext of one intercepteciphertext

Information deduction; gains some information about the key or plart, e.g. a few bits

(0]
(0]
(0]
(0]

1 Attack metrics

0 An algorithm isinconditionally securéf no matter how mucttiphetext an attacker has, there is
not enough information to deduce the plaintext.
Information security is a resource gamattacks are measured in term$.0

(0]

T

T
)l
1

How much data is required?

How much processing time is needed?

How much memory or storage space is required?
How much computation is needed (doHseconds)?
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Hash Functions

Functions
1 Afunction@»© is defined by:
o Two setgd (domain) and»d(codomain)
o Arule™Q
M1 IfwN dthen
o The image ofois the element irdwhichrule "Qassociates witlw
0 The imagenof wis denoted by "Qw
1 IfoN Othen
o Apreimageof wis an elementoN @for which™Qow @
1 The set of elements i®@which have at least one preimage is called ithageof "Q or'04"Q
91 Properties of a function:
0 Oneto-onec each element inbis the image of at most one elementdn
o Ontogeach element inbis the image of at least one elementdn
0 Bijection¢ if it is both oneto-one and onto
9 If a function is a bijection, then its inverse is also a bijection
o In cryptography, bijections are used to encrypt and inverse transformations to decrypt
9 Afunction is a one way function (OWE)
o Ld Aa aSlaed!arad O2 YLzi SN
o Ld Aa a02YLzil GA2YyEfdORABYY Sd SADHS YSEMIERCEF AlYTRE &
0 i.e.given arandomb™ "O4&™Q, it is computationally infeasible to find ady? such thatQw @
o Intuitively: easy to computéQw from &y but hard to computenfrom "Qw
o E.g. Data Encryption Standard (D&f)er, RSA
9 Trapdoor one way functions
o A oneway-function with a secret trapdoor that allowsto be computed easily froQw
o Alsoknown as:
1 Compressiofiunction
1 Message digest
1 Cryptographic checksum
1 Fingerprint
o Intuitively: it is easier to assemble a jigsaw puzzle if you have the plans

Hash functions
1 A hash function is an efficiently computable mapping of arbitrarily long strings to short fixed length strings
1  Minimum properties:
o Compressior typically n bits to 128 bits, e.g. MD4, MD5
o Ease of computatiog givenQanda "Qw is easy to compute
1 2 classes of hash functions:
0 Unkeyed also known as message detection code® 6 "Qw
0 Keyedc also known as message authenticaticoded 6 6 "QahQ
91 Desired poperties of hash functions
0 Preimage resistance
 Givent® AG Aa aKI NReésuchthatFoh yid I LINBAYI 3S
Qv time o, probabilityd O'QQw N OE VO O .
1 Reversing a hash
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0 Second preimage resistance

1 GivenasE A G A& oK oNEhdhate® Ty R

T 1" timed, 0 OQQ® Qo wet VO w .

1 Finding anothexthat gives the same hash as a given hash
o Collision resistance

T Ld Aa &K N#éch tha?QoF MY

1 000Qi W | B DG Qo G Q e .

1 Finding any twx with the same hash

o Note: Collision resistance implies second preimage resistance (not the other way areound)
91 Properties of hash functions

o0 A one way has function (OWHF) satisfies 1 and 2
0 A collisiom resistant hash function (CRHF) satisfies 3 (and hence 2)
0 Hash functions are useful to confirm knowledge without revealing what you know
1 Rather than send a secret across the Internet, just send a hash
1 Hash function applications
o Digital signatures
1 Signingnessage m is slow, but signing h(m) is fast
1 Internet timestamp servicenly needs to sign the hash
1 Properties 1+2+3 are required
9 Property 3 is needed to avoid chosen message attack:
1 Qd Qa
17 1 Q@a i Q@A
o Password files
1 Instead of storingpasswords in the clear, store the hash
1 If password file gets stolen, the hash needs to be inversed before an attacker can use it
o Virus protection / host level tamper detection
1 E.g. tripwire
9 Periodically hash all files in system and chect that the hashéshma
1 Property 2 is critical since it should be hard to fimduch thatQw Qm
1 Attacks on hash functions
0 Tobrute forcein cryptanalysis is to search the entire space of possible alternatives
0 A subset of this is dictionary attackwhere we throw subsets of the keyspace (dictionaries) at it
0 We can use brute force to attack preimage resistance
9 Say a hash produces &bit output
 Wemusttryc hashes befor® CQ&% @ 1@ OF ©
0 Birthday attack on CRHFs
1 Abirthday attackis an attaclon collision resistance
1 How many people must be in a room such that any two share a birthday?
§  For an rbit hash, we must trg, 7 hashes of random messages on average before
the birthday attack succeeds
9 If the hash function output is 6Hits, we can fing collision irg,  tries (small)
1 Strong message digests are usually-b&8 long
i SHA1L, RIPEMD: 16bits
T MD4, MD5: 12&its
1 SHA256: 256 bits
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1 Iterated hash construction
0 Merkle-Damgard method (MBtrengthening)

9 fis a compression function
1 Divide message into¢ i -bit blocks
1T @np rnip © mip
0 Why use an MD iterated construction?
f  Lemma: suppose the compression functi@¥d FQ is collision resistance. Then the resulting
hash functioriQis also collision resistant.

1 To construct a CRHF, it is enougltonstruct CR compression functions
‘@rip  mp © mip
0 Two types of compression functions
1 Custom compression functions (fast)
1 MD4, MD5, SHA, RIPEMD, SHA
9 Based on blockiphers (slow)
1 Keyed hash functionsdMessage authentication codes (MACS)
o0 A oneway hash function with the addition of a key:
QCLT[FID z TlﬁD
The key is secret and is necessary to verify the hash
o Q a can be thought of as a cryptographic checksum
o Goal:
1 Provides message authentication where sender and receiver share a secret
1 Aneavesdropper cannot fake a message with a valid MAC
1 Used for message integrity, not message secrecy.
o0 Properties
f Givend and™Qit is easy to construé® @
f Given pairs of messages and MAGsHQ & , itis hard to construct a new valid pair
GRQ & Qé¢da &
f Formally, a MAC isomhx ¢ secure if
1 Givenn pairs of each length ain time 0, an adversary can succeed in constructing
new message (message, MAC) pairs with probability
o0 Constructing MACs
1 Cryptographic
1 Nonkeyed hash funatins (HMAC)
9 Blockciphers (CBMAC)
1 Information Theoretic (based on universal hashing, outside scope of this course)
o0 Hash based MAC (HMAC)
1 MAC based on nekeyed hash function h
1 Attemptl: 0066 @& Q@
1 Insecure: attacker can arbitrarily add to thedeof the message m by taking the hash
and putting it through the compression function with the message to append.

o
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1 Attempt2: 0066 a QasQ
9 Insecure: vulnerable to the birthday attack

1 Attempt 3: D60 & Q@SQ
1 More secure: envelope method

1 Best: AO6 4 Q@ BT u
1 Usedin IPSec, SSL,.etc

o Cipherbased MAC (CB@AC)

1 Often used in banking industry

1 Uses a technique known &3pherBlock Chaining (CBC)
9 Turn message into blocks
 Repeatedencryptionusing a blockipherA & - hwQR
 Secretkeff 061X 1 QX L=%0
1 Random initialisation vector (V)

1 If Eis a MAC, then ClEQs also a MAC

1 Typical key length is small (e.g. 40 bits) which is easily guessed
1 No birthday attack on MACs

1 Implies MACs are shorter than message digests
1 E.g. Blowfish, DES, 3DEEA, RC5, AES
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Ciphers
1 Symmetricciphers
o Private key (symmetric) encryptiarthe key used to encrypt and decrypt is the same
0 Defined by the rule:

O O a a

o Communicating with symmetritiphers
f Alice and Bob share encryption algoriti@n, decryption algorithfO , and secret kel
1 The unencrypted message m is known as eitheiplaetext or the cleartext
T Alice encrypts m by computing tliphertext @ ‘O & and sends it to Bob
f Bob decryptsoby computingd @ @ to retrieve the orginal plaintext message

It is computationally hard to decrypiwithout the secret keyQ
The secret ke¥Qis usually a large numbek64 bits)
The range of possible values of k is calledkie spacea)
The range of possible messages isrfessage space
A cryptosystemis a system consisting of an algorithm, all possible plainteitheitexts and keys
Types of symmetriciphers
i Streamciphers¢ operates on a single bit/byte at a time
9 Blockciphers ¢ operates on blocks (a number of bitsf)plaintext at a time

O O O O 0O O

9 Substitutionciphers
o Oldest form ofcipher
0 Secret key = a table that maps each letter substitutions between plaintextiphditext
0 Most famous is Caesaipher, which shifts each letter by 3 (modulo 26).
I ROT13 is similar with added property: ROT13(ROT13(m)) = m
o0 Large keyspace (Zéctorial), but easy to break usifiggquency analysis
1 Ciphetext-only attack
91 Single lettes, digraphs or trigraphs
1 Permutationciphers
0 Also known asranspositioncipher
0 Secret key = random permutatién
o Givenamessage G & 8 a ,one can compute its encryption by:
O «a a a 8 a
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o Vigenére cipherc originated from Rome in f6century

1 A polyalphabetisubstitutioncipher¢ hasmultiple monoalphabetisubstitution ciphers
9 The secret key is a word. Encryption is performed by adding the key modulo 26 in blocks:

1 Index of coincidence a statistical measure of text, useful in distinguishing simple
substitution ciphers from Vanére ciphers
91 Intuitively ¢ ameasure of the probability of collision of a symbol if a string is
compared against a random shifted version of itself.

1 The index of coincidence is defined as:
05 2P
Lo p
o F =frequency of symbol in text
o0 N =length of text
1 Using the standard frequreiesof individual letters for English text. The probability
that a coincidence will occurlls T8t @ ¢ W
9 If the text is random, thefi T8to Pu
9 Theindex of coincidencearies by language and can be domsgjecific
1 To breakVigenérecipher, calculate tle index of coincidence for different shift distances
1 This will find the key length
1 Once the key length is known, we can attack the subtexts of the message
independently by frequency analysis
§ Taking every Risymbol gives a monoalphabetic substituticipher
i Rotor machines
o0 Electremechanical devices that rotate varying sized disks in different ratios using gears
o Popular during WWHK e.g. German ENIGMA
1 Uses 34 replaceable rotors
T ¢KS a1Se&¢ Aad UKS OK2AO0S YR AYAUALFft LaAd
1 XOR (additiomodulo 2)
o Commonly used to provide security in software (although extremely weak)
o aSaalr3dsS A& oAUGsAAS -hwQR gAGK | aSONBG 1Se
0 XOR is ¥igenérecipherand easy to break
1 Determine the key length N from index of coincidence
1 Shiftciphettext by N and XOR wiitself
f Thisremovesthekeyiico G&a™@Ba & Q addee
f wSadzZ Ga Ay YSaalr3aS -hwQR gAGK || aKAFGSR O
1 Language is extremely redundant (English ~1.3bits/byte)
1 Easy to then decrypt
1 One time padOTP)
0 A different substitutiorcipheris used for each letter of the plaintext
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0 Encryption is XOR for bits or m&a addition

o OTHsperfectly secureprovided:
I The secret key is truly random
1 The plaintext does not repeat
9 The pad is never used again
o Otherwise, it results in no security
o No amoun of computing power can break a OTP, since every possible plaintext is equally likely
o Problems:
1 Key distribution
1 Key destruction
9 Synchronisation
0 Used for ultrasecure low bandwidth communications
0 Attacks on the OTP:
1 Atwotime pad is insecure since XOR with the two ciphertexts removes the key
1 The OTP is highigalleablebecause it is easy to change the plaintext without the key
9 Perfect secrecy
o Goal of cryptography is thaiphetext tells absolutely nothing about thaaintext
o Acipherhasperfect secrecyf! & N 0 ftov 6 the plaintext anctiphettext are statistically
independent:

0@ daw & 0@ «
o If each transmitted message is equally likely, the probability that the transmitted message:is
0@ a s
o Now the probability that the transmitted messaggiisgiven that the observediphertext isais:
0 G & sQLOa'thNus
SEN)

o For the one time pad:
1 The key space must be at least as large as the set of plaigbexts D s
1 Anycipherwith perfect secrecy satisfiesds ¢
1 The OTP has perfect secrecy since:
b 6 0 Tp 0& @ cﬁoc‘a agb&)cﬂ
f Note: we requireéQN U to be as long as the message
1 The conundrum: we have to securely communicate a key as long as the messaganicea
i Streamciphers
0 Inan OTP, the secret key is the randoiitnstream.
0 Streamciphers replace this random stream with a pseudorandom stream.
0 The secret key is the seed used to generate the pseudorandom stream.
Oah QQQa s YO '©QQQ
Odi QQQMs YY) ©QQQ

0 Security of streanciphers
1 Tradeoff: excellent secrecy for ease of implementation / use

Page 12 of 77



ELEC5616i Computer and Network Security Edmund Tse 2010

9 Security of thecipheris dependent on the security of the pseudorandom number generator
1 Should be computationally hard to determieéher the seed or the next number in
the pseudorandom sequence
9 Since the random number generator is deterministic, the seed should only be used for one
session
1 Streamciphers are much faster than blodiphers
1 To avoid using the same seed twice, we cacrgpt it using stronger crypto and append to
the ciphertext (to tell the other party):
04 00O § YO ©®QQQ

Pseudorandom Number Generators
1 Random numbers
0 Useful in session keys, deck shuffling, challenges, nonces
0 Truly random souwres are difficult to get:
9 Thermal noise in electrical circuits
1 Timing of Geiger counter clicks
0 Applications make do with pseudorandom number generators (PRNG)
o Desirable properties of PRNG:
1 Repeatability
I Statistical randomness
1 Long period/cycle
1 Insensitiveto seeds
0 PRNGs are often broken by:
i Statistical tests to find patterns or bias in the output sequence
1 Inferring the state of internal registers from the output sequence
9 Linear congruential generato(cCG)
@ W WAaE'D
E.g.Unixrand() function
a, b, care constants
Period of generator is less than ¢
Easily predictable, so cannot be used for security
Only two consecutive values needed to construct the internal state
9 Linear shift feedback registefsFSR)

O O O O O

0 Seed is the initial vae of the shift register

o0 Feedback network based on polynomials over finite fields

o Easy and very fast in hardware (1 clock)

0 Problem: tap configuration can be determined from 2n outputs
1 RC4

0 Wide applications in cryptography
0 Based on permutation of 256 by&sray
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0 W/ nQad &d0KSRdzZ Ay3d [fI2NRGKY KI &

i,j=0;

while (1) {

i =i +1(mod 256)
j=j+ s[i] (mod 256)
swap(sli], s[i]);
t = s[i] + s[j] (mod 256);
output sft];

}

M Other PRNGs
0 ANSI X9.1Z based on 3DES

(0]
(0]

DSA PRNGbased on SHér DES
RSAREF PRN§Based on MD5 hashing and addition modut®.2

I Using PRNGs

(0]

(0]
(0]
(0]

Be extremely careful with PRNG seeds

Hash PRNG inputs with a timestamp or counter

Reseed the PRNG occasionally

Use a hash function to protect the PRNG outputs if PREG sect

LINEOGE SYa

029t
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Secret Key Encryption

Feistel networks
9 Ladder structure

0 Input is split into two blocks left and right halves
o FunctionsO8 AQare arbitrary mappings:
O Aodip © rip

o0 In each roundf the Feistel network

9 Feistel structure
0 Expresses eipheras a combination of successive round functions (can be any number of rounds):

u_'l "m‘m‘Q
0 To decrypt, simply use the rounds in reverse order:
W OROB RQ wQ B RQ

0 Roundfunctionsthea St §Sa R2y Qi ySSR (2 06S NBOSNEAOGES
o If"Qare random functions, then) is indistinguishable from a random permutation under a chosen
plaintext attack.
0 This lets us turn any ongay function into a blockipher, thus optimise round functions individugll
1 Feistel network allows construction of a reversibigher, even though the components are not.
0 Uses the XOR functions for its reversibility.
0 To decrypt, just apply the round functions in reverse
1 Nice abstraction: the structuristhere; just need tdocus on the functios

Diffusion and confusion

9 Principles of moderrtiphers

1 Confusion and diffusion map to substitution and permutation

9 Diffusionis used to dissipate the statistical structure of the plaintext into long range statistical properties of

the ciphettext.

0 So the key cannot be derived from thiphetext
o Ideally flipping a plaintext bit results in 50% probability of flipping edghetext bit
0 To distributeciphettext symbol, digraph and trigraph frequencies as evenly as possible
0 Usually achieved through repeatgermutation functions(P-box)

1 Confusionis used to make the relationship between tbipheitext and the key as difficult as possible.
0 Usually achieved through a complexbstitution function¢e & bit Sbox
0 Like nbitaddressto art & bit RAM to store a nonlinear function
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Data encryption standard (DES)

1 DES is a secret (private) kagher E
0 Blockcipherwith 64-bit blocks and 5&it key —h
0 16-round Feistel network (reversible) st
o Operates in many different modes
0 2 2 NI R Qneavily 8sédiand analyseipher a
1 DES Structure
o Initial permutation (transposition) is to discourage software —Fs2
implementations hardware implementation is very quick. ERE
o Plaintext is split into left and right (each 32 bits, expanded to 48 bits) "’d_:
0 Keyschedulé F8 fi are derived from the key » —tsic
(eachround keyis 48 out of 56 bits)
o Final permtation is the inverse of the initial permutation E TEE
0 DES can be defined by the following equations: : LHH |
T 0 0Y two 32 bits halves
M 0 Y 16 rounds
Y 0 §0Y hQ
T 6 YO output
 Where'Qis thei™ subkey derived from the kdyaccording to a key schedule
o Round functiofOchQ d ip mp © rip
0 Avalanche effect; DESs designed so that a minor change in the key or the plaintext results in a
dramatic change in theiphettext. This is why there are 16 rounds.
o Decryption process is similar to encryption process, except the round keys are used in reverse order

¢ XORs in Feistel allows peeling the rounds off one by one.

Modes of operation
i Electronic ode book (ECB)

(0]

64 bit blocksare encipheredseparately
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1 ECB is not recommended for messages longer than 1 block, or reused over >1 message.

o Identical plaintext blocks result in identicaphettext blocks, so it isuinerable to dictionary attacks
o Error propagation property: one or more bit errors igiphertext block only affects the
corresponding plaintext block
o Can strengthen the use of random padding bits
0 Vulnerable to reordering of blocks
0 Looks like (and can reduce to) monoalphabetic sulititib cipher, so can run frequency analysis
9 Cipherblock chaining (CBC)

0 64 bit Hocks are chained together, with the IV being some predetermined value
o Chaining dependencies
1 Ciphertextg depends ormg X m,
1 Rearrangingiphetext blocks affects decryption
o Error propagation
1 Bit error inciphettext ¢ affects deciphering of andc.; only
1 Recovered block§typically results in random bits
1 Biterrors in recovered bloakQ, are precisely where was in error.
1 Attacker can causpredictable bit changes im;., by alteringg
0 Bitrecovery
1 CBC iself-synchronisingr ciphertext autokeybecause if a bit error occurs gnbut not .,
then ¢, correctly decrypts ton;...
1 A bit error in a block makes the first block garbage, bahigequal to a flipped bit of the
message in the next one.
1 Output feedback (OFB) mode

0o DES is used as a PRNG arelfectivelya streamcipher.
o0 Chaining dependencies

1 The keystream is plainteindependent
o Error propagation
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1 One or more bit errors in argiphettext block results only in decipherment of that block in
the precise position of error
0 Error recovery
1 OFB recovers fromiphettext bit errors but not bit losshat misaligrs the keystream
0 Throughput
1 Keystream may be independently calculated (e.g-qgmeputed)
0 The IV must be changed if the key is reused.
1 Evaluating blockiphers and modes
o Estimated security levelmore confidence the longer it has been openly analysed
Key size upperbound on brute force security, but added cost to key generation, storage, recovery
Throughputg relates to affinity of design to implementation
Block size larger is better but more costly
Complexity of cryptographic mapping
Data expansion
Error propagatn ¢ effect of bit errors differs betweeniphers and modes of operation

O O O 0O O o

Attacks on DES
1 DES is broken
o DES has been found to hold up well against many forms of cryptanalysis, but fell to brute force
o t NBotSY A& GKFG a22NBQa fl¢ KIa OF dzZ3Ka dzLd
o Itturns out tha IBM and NSA strengthened DES against differential cryptanalysis by tweaking the S
Boxes, 20 years before the civilian world discovered this technique.
o Development: theoreticalschematicsfy distributed PC#, ASIGA FPGA
0 9CC ! {5 PHpnl aohBBUauniedateCatray machirk Brikes keyspace in 3 days
1 DES keys
o Given a plaintextiiphettext (m,c) pair, there is a very high probability that only one key will satisfy
® 00WhQ
o0 Consider DES as a collection of permutations 8 “ ¢
o If* areindependent permutations theh & hQ:
00Q ™QPOOWHhQ '0OWhQ
C C
C ™ wb
0 Thus given ona{,c) pair, the key is uniquely determined. The problem is to kind
1 Attacks on DES
0 Exhaustive key search
1 For a strong #bit blockcipherwith a fbit key, the key can b recovered on average in
operations given a small — number of plaintexiciphettext pairs
1 For DEY,= 56 bits andh = 64 bits so it is expected to yield the key in operations
o Ciphetext-only DES key search
1 Suwpose DES is used to encrypt YASCII characters (=64 bits) per block, with one bit
being a parity bit
1 Trial decryption yields all 8 parity bits valid with probabiity (so¢  for dblocks)
1 Overg keys, this leads to probability of correct key beirg (thus onlyd  p T1is enough)
0 Reducing effort in attacks on DES
 DES s a Feistel netwokkK A OK  Kdmpleniertadion @roperty:
00°Yah Q@ 00WhQ
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f SoforaCPA) 0OOWhQand®d ‘O0O"YahQ:
fOOWRQ Gnor ®,thenQ Qnor Q
9 Search space is halved.

1 2DES
o Double encryption with DES is bad:
¢OOY & O O a
0 H59{ A& O abeyiStNdmidtlls & Aiie.Hodq fixed messags, create a table
0 & ! 'O mip
 Then,foro O & tryallQuntii’O & is in the table
1 Encrypt plaintext, and decrypgiphettext overits keyspace. If it meets, it is cracked.
0 Thus 2DES can be broken on average iroperations using, memory slots (a timepace
tradeoff), which is not good for 112 bits of key
o Doubles the keysize, but has not increased the security
1 Triple DES (3DES)
0 Performs DES three times with two keys (112 bits)
cOOY « O O O a
0 The strength of DE&r{d 3DES) is that it does not form a group:
OO0y 00Oy a OOy «a
o Consider thaime-space tradeoff onwo-key triple DEQQTDEPB

1 Fortime and spacé , we can recovef) andQ

M Ifi ¢ ,we can do better than exhaustive search
1 DESX
0 Modifies DES to avoid exhaustive key search
ki = 56 bits (DES key)
k. = 64 bits (whitening key)
ks = h(lk, ks) = 64 bits
o'oY a Ms 0 asQ
0 Whitening key gives greater resilience to brute force attacks
o0 Given j plaintext¢iphetext pairs, the effective key sizg
@t p 1T @veooer p 1T@
ppwl '@
p TTAQO i
1 Round functions

0 The functionOahQ d, ip mp O rip

9 Differential cryptanalysis
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0 This CPA on DES using with (plainteiptiettext) pairs is better than brute foec
Involves looking at the XOR of two texts

Looks at the skew in S boxes, and gives a time/space-tfide

Need 2’ messages, but brings the time down frofff @& 2%,

Consider any-Box function'OchQ :

O O O O

o Define the difference measure (on input) as:
3 ®$ O
®s§NWs ®s O
ws w
0 Theinput XOR®D § & does not depend on the key, but the output XARS 'Q does
o Define the set & consisting of ordered pairsb it having input XO&
3 Q ofd v mp sSOS @ @
where
i FOS ¢ O
o E.gw p p 1 plfiwe consider the first-Box, the pairs might be
3@ 77T TprproT p oo 1t riprppmt pfB hp p p dTETEP T p p
9 Then look at each of the 64 pairs XOR 110100.
9 The following distribution of output XORQ § Q is obtained

(e1® &) 0000 0001 0010 0011 .. 1111
0 8 16 6 6

f Nowsupposethat) § @ pp mpandtiQ$ Q 1 mFhen @ must be one
of eight possible pairs, and hengeis one of 16 possible values.
f  Sincew is known (this is a KPA), the 6 bits of the key XORediwithgived® are one of 16
possible values.
§ This procedure is repeated for diffelepQad G2 YIF 1S RSRdzOUA2Y & | 0
eventually recover the key.
9 Linear cryptanalysis
0 Looks at the linear relationship between plaintext arphertext
0 Reduces the search space for brute force
o If the ciphetextis derived by combining certain bits from the plaintext and the key:

0 It can be easily broken because ttipheris linear, e.g.
op AT S Npxs Qus Qo
B0 Qu Op § AT S APX
o If we use the following notation for the XOR bits of the plaintext:
NOBHQ /RQsNQs 85 7Q
0 And also define:

"0 BHQ § OB A Qi BH
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o Nowif$ T®ds large, then we can gue® I8 H

0 Optimally for a breaksy m®s T1®,i.e.( =0o0r)

o A perfect cipher would have= 0.5

1 An algorithm torecover key bits

o Given R plaintexgiphetext pairs where R is large:
if *>0.5,thenQi BH =majority ) OB AQ § OO AQ over all plaintextiphettext pairs
if  <0.5,thenQi M H =minority= majority

o Fact:ifgivenly ” 1@ thenthe correcfQi 8 A is obtained with probability > 97.7%

Advanced Encryption Standard (AES)

1 NIST requirements:
0 128 bit blockcipherwith 128/192/256 bit keys
o Strength equal to or better than 3DES at greatly improved efficiency, for smartcardsilithe
0 Royalty free worldwide
o Secure for over 30 years, and protect sensitive data for over 100 yerars
o Public confidence in theipher

1 15 submissions internationally

1 Rijndael announced Oct 2000
0 Operates on 128 bit blocks
0 Variable key length of 128, 192 256 bits
0 An SPhetwork
0 Uses a singlelgox which acts on a byte input to give a byte output (like a 256 byte lookup table)

Y& 0 -  over the fieldO'Q@ , whereM is a matrix and is a constant

o0 lts construction gives tight differential and lindawunds
1 AES overview

Biyte Sub

fudd Round Key L%

o Linear transformation arranging 16 bytes of the value being encoded in a square and doing bytewise
shuffling and mixing

1. Add round key (simply XOR with the subkey for current round)

2. ByteSub usingsbox

3. Shift(shuffle) ows
1 1rowof4 bytes remains unchanged
T 2"row is shifted 1 place left
T 3“row is shifted 2 places left
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(0]

T 4" row is shifted 3 places left
4. Mix columng 4 bytes in a column are mixed using a matrix multiplication
Result: a change in the input affects all of the outpnt rounds.
Variable number of rounds 10 for 128 bit keys. 12 for 192 bit keys and 14 for 256 bit keys
Gives 50% margin of safety based on current known attacks
9 Certificational attacks for 6 round 128it, 7 round 192bit and 9 round 25@it keys
Safety against feasible attacks is believed to currently be ~100%

Summary of symmetric crypto
1 Advantages

(0]
(0]
(0]
(0]

(0]

Can be designed to have high throughput rates
Keys are relatively short (128 bits .. 256 bits)
Symmetric ciphers can be used as primitives to constthar constructs such as PRNGs
Symmetric ciphers can be used to construct stronger ciphers

1 E.g. simple substitutions and permutations can be used to create stronger ciphers
Lt (y26y FGGFIO14a Ay@d2t @3S aSEKI dzadAagdsSée 1Se

9 Disadvantages

(0]

(0]

In a two party netvorks, the key must remain secret at both ends
1 Sound practice dictates the key needs to be changed frequently (e.g. each session)
In a large networks Akeys are required which creates a massive problem for key management
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Key Exchange

Definitions
1 Key esablishmentg any process whereby a shard secret becomes available to two or more parties for
subsequent cryptographic use
1 Key management the set of processes and mechanisms which support key establishment and the
maintenance of ongoing keying relationships between parties, including replacing older keys with newer
ones:
0 Key agreement
o0 Key transport

Key management
1 Suppose we havesymmetric key network where everyone wants to talk to each other securely:

o For n parities, we need:
; € ¢ .
2 EE P qaei
0 Key distribution and management becomes a major issue
1 Key distribution centre (naive solution)

0 All parties share a key with thédIiC
0 Avoids having to manage keys for every other person in existence
o Protocol:

1. Aliceds KDC awant to talk with BoB
2. KDQf3 Alice KDC picks random k& ,sendsO Q ,0 [Q , dicket abg]
3. Aliceds Bob Alice decryptD Q , sends tiket to Bob
4. Bob Bob decrypts ticket
f Alice and bob now share secret K&y
o Problems
1 The KDC is a single point of failure, andiey targetfor attacks
1 No authentication
1 Poor scalability
1 Slow
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Key exchange protocols
T aSN]tSQa Lz it Sa

o Ralph MerklgStanford, 1974)
0 A key exchange protocol without the need for a KDC
o Protocol
1. Alice creates lots of puzzlés O ¢ 4 EE O E 8eh® ObieielQApst] |,
s ¢ AE@EK),SQs p ¢AE @GOng) &M handQare chosen randomly for eadh
2. Alice sends all puzzlésto Bob.
3. Bob picks a random puzZi2 pd&  and solve) by brute force (i.e. search on kdy).
This recoversd andQ from the puzzle.
4. Bob sendsv to Alice in the clear.
5. Alice looks up the index j 6§ (from a table) to geiQ.
f Alice and Bob now share a secret kgy
o 'Gd1r01 2y aSNYlfSQa LzZT1fSa
f Eve must break on average half of the puzzles todir@nd henceQ)
Doing this for 2 puzzles would take C C
9 If Alice and Bob can try 10,0868ys/secondit will take a minute for each of them to

perform their step, plus another minute to communicate their puzzles on a 1.544MB/s link

1 With comparable resources, it will take Eve about a year to break the system
o b2GSY aSNJ t SQa albadddAudeft Gsés atotof bandwittld: O G A O
9 Diffie-Hellman key exchange

o Diffie, Hellman (Stanford, 1976)
0o Worldwide standard used in smart cards, etc.
o Protocol:
1 Consider the finite fieldd B M p wherepis prime (and about 300 digits long)

Let the generatofQ¥ &
Alice Chooses a random large integer &
Bob Chooses a random large integer ¢

Aliceds Bob  Alice sendsBol2 | T A
Bobds Alice Bob sends Alic® | T A

P w NP =
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5. Alice and Bob ComputesQ

Alice computes"Q M ITA
Bob computes'Q QI T A
1 Alice and bob now share secré&x
9 Strength of DiffieHellman
o Based on two issues:
1 Discrete logarithm problem: givenr), "Q"Q, it is difficult to calculate)
1 Diffie-Hellman problem: givenn, "Q"Q,"Q, it is difficult for Eve to calculat®
We know that DIY DH, but it is not known if DM DL
The strength of the system is based on the difficulty of factoring numbers the same gize as
The generatoiQcan be small
Do not use the secré@ directly as a session key, because not all bits of the secret have a flat
distribution. It is better to either hash it or use it as a seed for a PRNG.

O O O O

Rainbow tables
1 Precomputation attacks
0 A rainbow table is a timgpace tradeoff on symmetricciphers andhash functions.
0 The idea comes from an earlier attack using-poenputed hash chains. Rainbow Table
T Two phases End-point| Start-point
0 Precomputation phase
1 The idea comes from an earlier attack using-poenputed hash chains:
start d3 h(start) d3 h(h(start))dz X
1 We store the start point, end point and the length of the hash chain
T ¢KS OKIFAya &a02L)  FGSNI I FAESR ydzyo Smht2 ¥ A
(In which case we merge the chains)
1 If we increase the length @fur chains we decrease the size of the table but increase the
time taken to iterate over each chain. (The time/space traff®
0 Online attack phase (cryptanalytic attack)
1 Toreverse a hash Y, we simply keep hashing it and comparing to our list of ersd(poiatl)
1  When we find a match, we look up the start value and hash it repeatedly until we getto Y
1 The value before that is the required preimage.
1 Rainbow tables

H R H B H o B
'niiq;\alia E:} andkd =:} secret cb Qﬁpmw zp pﬂtlu !:b{ v =:} m-utmu! |

-------------- =l saman’ sasssaman!

. H : B e H .. Re e Hi s Ha
‘ﬂﬂdﬂm |=',> “fnts. |=:>t besrile |=:> alsex =;> “outh |=:> enioy |=,'>; myname ;

------------------------------------------------------------

...... PoH i R H B R H L R
ﬂasm m"}. dicmd :"} n-ulturu- :"} rLEIm:s |=p- nr:.rplo :p- 1tik0 :|=:>'E [ Fk i
o First pioneered by Philippe Oechslin as a fast form of-timlenory tradeoff, which he imfemented
in the Windows password cracker Ophcrack
0 Arainbow table is a slightly modified form of the precomputation attack, where a reduce function is
used after each hash
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T ¢KS NBRdzOS FdzyOlA2y Aa +y AyeSOiAdSwond?y (2
in the character set
reduce(hash(passwordjly next password
9 After a chain containing a suitable number of passwords is created, the final password in the
chain is hashed, and the final hash and the starting password are stored together in the
rainbow table
1 Toreverse a hash, look for it in the table. If not found, try the next hash using:
hash(reduce(a hash)jz next hash
1 Keep going until we find thisash in the table.
1 When we find it, look up the start value for the chain and repeatedly hashwatiindthe
value.

T wkAyo2¢ GFofSa dzasS I RAFFSNBYU NBRdAzOGAZ2Y Fdzy Ol A 2
O2ftftAaAz2y Ay (g2 2N Y2NB OKFIAyasx (GKS OKIFAya gAff
position in eaclthain.

1 As well is increasing the probability of a correct crack for a given table size, this use of multiple reduction
functions approximately doubles the speed

1 The end result is a table that contains statistically high chance of revealing a passwonchvgittart period
of time, generally less than a minute.

9 The success probability depends on the parameters used to generate it. These include the character set
used, password length, chain length and table count.

1 Example
. Y ? Rs
E"n:w'ldpscia rootraot <= q: @
.......................... Rs H Bz
Lo | { s [<= (w0 )= [[ame <=
@ SO
passwd Irnux23 l::> passwacp.émma.:-_)cunm:p- @
\ 7

o0 28 glyi (2 NBPOSHMES (KS KIFaK &GNBoE
0 2SS LI & NBRdAzOGAZ2Y FdzyOUuA2y wo FyR 3ISG dawl Yo;
0 Restart using Rthen by R (and keep doing this with 3, 4, 5 reductions until we succeed)
o0 28 Oly &aSS GKFd gA0K v NBRdzOGéa2yasz ¢S 3ISOH af .
o [221 dzLJ 6KS adl NI @GFftdzS aLIl daag2NRéE YR GKSy
AGSNFGA2Y (2 2dzNJ GF NBSG KIFI&akK aNBoES&¢
o {G2L) 2y0S 6S FTAYR AGZ YR 6S FAYR GKIG GKS LI
1 The problem is that precompation only needs to be done once, and the attack is extremely scalable.
o0 The rainbow tables can be downloaded from the internet
o0 There are rainbow tables crackers online as websites
9 Salts are one way to defeat rainbow tables
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Introduction to number theory
1 Motivation
0 To understand the security of Diffldellman
o0 To understand asymmetric cryptography

1 Notation
o H the set of all integers
o o the set of all nomegative integers

o ¢mo adividesh, i.e. there existsoN 4 such thatd® & @
-3|/18 because 18 =g)(-6)
173|0 because 0 = (173)(0)
o nM  will be reserved for prime numbers
1 Theprime decompositionof¢ ¥ 4 is¢ bBbn whereQN
o Inotherwordsg n 1 n 8n (note’Qcan be zero)
1 Groups
o Agroup ‘B8 consists of a set G with a binary operation * on G satisfying:
§ The group operation is associative, i& 20 2@ Z®
1 There is an elemeri ™ "Ocalled the identity elementin which®z p pz dH O~ "O
1 For each elemenbn "Q there exists an elemend N "Q called theinverseof @y such that
Wz W W Zw p
0 A group izommutative, so®Z @ @2 ¢h! ¢hiov "0
1 Rings
0 Aring R +, x) consists of a sRwith two binary operations arbitrarily denoted + (addition) and x
(multiplication)on R where:
1 (R +)is a commutative group
§ The operation x is associative, k&. ©®@ @ © @
1 There is a multiplicative identity denoted 1, which @ such that 1 \a=ax 1 for alko~ 'Y
1 The operation x is distributive over +, so:
o Thering is a commutative ringeif @ @ &for allcfon 'Y
9 Fields
o Afield is a commutative ring in which all na@ero elements have inverses.
o0 Fact4 isonly afield ip is a prime number
f  For exampley TP e p  wherenis acompositeis not a field (it is a ring)
f Thegreatest common divisargcd@,b) of cfton 4 is the largest possible integdrsuch thatd| a andd| b
f Theleast common multiple lcm@,b) of cfton A is the smallest integem such thata] m andb| m
1 Interms of prime factors, ® B 1 and® b n ,then

CASH A "a  "sn "o F
TAGD a " g F ool
91 Euclidian algorithng to find gcdé,b) with axb:
xEET A A | o Al Kk
OAG O B A T A At A B At A B O

return a
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f Extended Euclidean algorithgto findu,vsuchthatC A& 6 & 0 ©
Input: two non-negative integers, b with axb
Output: d = gcdé,b) and integers, y such thatd @ ® @ Q
if b=0Othenset dBa xPB Gyp & ATA ORAQPOT s
set X B K P da p dh p
while b >0do:
qB Al lalbpPsr BazZgb, x Bx: Zgxy, Yy By Zay:
apBb bBr, XaB Xy, Xa BX, Y2BY, YiBY
set dBa XPB X yPBy2andreturn( d,x,Yy)
I Finite fieldsyg andy
o Inafield, we can add, multiply, take inversions and the commutative and distributive laws hold.

o Ifaandb are integers, therais said to becongruentto b modp, if p divides &-b), i.e.p| a-b

ok ol T A
0 We can sapis aresidueof a(modp)
0 Theinverse of)N ¥ is@N ¥ such that
Odkpi T A
o We can finda® by noting that gcd{,p) = 1, sinc@is prime.
1 Inverses
0 So by the extended Euclidean algorithm (EEA), we cawmifinsuch that:
6L p
therefore 0w U0np
ie. Okpl T A
S0 61T A & nuy

0 Againd wherenis a composite is a ring
o If&N ¥ is such that gcd(n) = 1, then we sagisrelatively prime to n. Then, by the EEA, there
existso N A (the inverse) where:
6ckpli T A
1 u'Mg ¢
o Defines® &GNy sCAEE »p
1 i.e.all the integers af relative prime ton, wherenis composite.
1 Otherwise known as the reduced set of residues (mpd
9 In other words, all the elements which have inverses
0 Sincerte ¥°,y" forms a multiplicative group
T ¢hon o implies® & o
1 &N ¥ implies® N ¥°
0 2S RSTAYS 9dz S NIEtaas thenukb@nbiieleGatty 0 ihid &ty
1 Ifpisprime,the8 1 1 p
1 Ifgcdmn)=1thets a¢ B a iRk ¢
f Finding inverses with dzf SNNa GKS2NBY
0 9 dzf S NI A stafe& tBa? fdiJangon ¥ where a is relative prime to n:
& kpil A
0 ¢CKAA Aa 9dzZ SNRIENMEISH SN tf, Wikch &g thafr B gFinE andais a
positive integer not divisible by, then:
w © iTA
o Example: the inverse of 5 (mod 7):
Since 7isprim&g ¢ X p @.Sow v [T A vilk o
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9 Order and generators

0 Anelementid™ ¥° has ader d if d is the smallest positive integer such that:
O kpii Ak
o It may be that all of the elements #f can be obtained as powers of a single elemgntalled the
generatoror primitive elementofy”:
o’ pAQ B FQ Q
o Ifit has a generator, weayy® is acyclic group
0 It may be shown tha#i® isa cyclic group if and onlyrif= 2, 4,p% 2p? for odd primesp.
1 Exponentiation ird can be done efficiently with repeand-square:

Input: N u and integer Ok ¥ (where k is t bits in binary B Q¢
Output: a“mod n
A B st ) Ahdhreturn bz
I B A
Ifk " t OEAT A B A
forl=1..tdo
! B2 rhodn
ifk ;7 t OEAT.bAodh !
return b

1 Computing iry
0 Let p be alarge prime (~300 digits or 1024 bits)
0 The following are easy to do i :
Generate a random element
Additionand multiplication
Computingg' modp, even ifr is large
Inverting an element
Solving linear systems
1 Solving polynomial equations of degree d in polynomial time d
o Problems believed to be hard:
1 Letgbe a generator ofi . Givenwn u , findr such thatx =g" modp.
1 This is thaliscrete log problem
T [ SiQa y2¢ wiieyi s a IRr§NI1024 bits) composite of two primes (~512 bits)
0 The following are easy to do i
Generating a random element
Addition and multiplication
Computingg' modn, evenfr is large
Inverting an element
9 Solving linear systems.
o Problems believed to be hard if the factorisatiornaé unknown:
9 Finding prime factors af
1 Computing the square root (as hard as factomyg
1 Solving polynomial equations of degree
1 Hard problens iny
o Discrete log problem
1 Letgbe a generator ofi° . Given®N ¥ find r such thatx=g"modn
o Diffie-Hellman problem
f Letgbe a generator of” . Givencftoy u° wherex=g*andy=¢°, findg®

= =4 =4 4 =

=A =4 =4 =
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9 Discrete log problem revisited
o Consider the finite fiele* "Q
0 Let"Ov u be the generator, i.ed’ MO AQ ,andthusQ Kk pi T A
0 The discrete log problem asks how to fingiveng'
0o Exampley® pltfofB Ip Tt
1 Consideg=2,0°=4,0°=8,g'=5,°=10=1,0°=9,0'=7,6°=3,0°=6,¢"°=1
Thus 2 is a generator
§ Considerg=37=9,0°=5,g'=4,0°=1
Thus 3 is not a generator f ¢ it is oforder 5 not order 10
9 Attacks on discrete log
o Given: G=g>,¢"= 1,y =¢g*where 1>Ka -1
o Find: a=log(y)
0 The most obvious algorithm is exhaustive search
 Computeg, ¢ g’> X dzyGAf 6Q=FAYyR | &adzOK GKI G
1 Problem slow, computation timed(n)
0 Babystep, giantstep (square root) algorithm
1 Atimememory tradeoff of the exhaustive search method
1 wSl dzA MSthrage forkgroup elements
1 wS | dzA M)Bniiltiphicétins to construct
T wS I dzA MIBgn) thsbrkthe table
T [ 22 L) G h0l SYadzthioAKLIE A Q) kablellddklps | YR h 6 K
1 Under the assumption that group multiplication takes longer than logmparisons
T ¢KS NizyyAy3 GAYS O2YLWMSEAGE 2F GKAA | f
T ¢KS adG2Nl 38 02YLX SEAGE A& hoK

1 Algorithm:
L, AO 1 7 AT TOs 1%
Create a table containing j, g for (j=0.m -1)
Sort the table by g I
Compute g™
3A0 Dz U
for i =0..m -1

E £ Dz E&tbe tdble, then break
I OEAOXxEOAT OR&dIBap” DL
outputa =j+im
1 Exampleof babystep giantstep:
1 Letp=113,g=3isageneratoraf of ordern= 112 Find logs7
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Asymmetric crypto

Public key cryptography
9 Origins of public kegryptography
1976 Diffie and Hellman, and Merkle from Stanfandented the concept separately
1976 RSA was invented by Rivest, Shamir and Adelman
1973 Clifford Cocks wrote a variant of RSA (GCHQ)
1967 James Ellis (GCHQ) proved that public key washpess
Even earlief1962) NSA claims they invented public key cryptograpbferring to memo 160
91 Public key cryptography is also known as asymmetric cryptography
o0 Each entity has public keye and aprivate keyd
0 The public key is associated with the encryption algorithm, and the privatikieylecryption
0 The public key and the encryption algorithm need not be secret (and often published)
0 Public key encryption alone provides confidentiality, but not authenticatior integrity
o Public key decryption can be used to provide authentication guarantees
1 Example

91 Problems
0 Based on known algorithms, public key crypto is much slower than private key crypto
1 Public key crypto is often used to negotiate keys used for batk encryption by symmetric
algorithms (commonly known assion keys
1 Public key crypto is also used to encrypt small things (e.g. credit card transactions, PIN, etc.)
0 Unless the public keys are verified, public key systems are vulnerabldrtgoarsonation attack
0 Since an attacker knows the encryption algorithm and key, they can always perform a chosen
plaintext attack
1 Anyone can send messages to a receiver, there is no authentication of message source
o Public key cryptography is vulnerable tate forcing over the message space. Since everyone can
encrypt, they can try different messages.
1 EI Gamal cryptosystem
0 Taher El Gamal (Stanford)
0 Security is based on the discrete log problem

0 Key generation: Public Directory
9 Alice generates random, a and primep Alice P: 9, 9°
1 Alicecalculatesy® (mod p) Bob q, h, ht
T 't A0SQa phJdzg* {which sHe 8ai publiah)
i The variabla s the private key used to decrypt
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(0]

1 RSA

O O O O O

Message encryption

1 Retrievep, g, g° from directory

1 Choose a randorkrelative prime to p-1)

f Computey, =g~

§ For messagé M u’ computey,=@)*m (modp)

1 Sendy,Yy,) to Alice
Messagealecryption

Computey;* =g (modp)

Computeg™

f  Compute yg®=mto retrieve the message
The security of the algorithm relies on not being able to calculate the discrete {ognobd p)
Financial companies preferred using EI Gamal over other cryptosystems for digital signatures
because it is fast

Rivest, Shamir, Adelman (MIT) 1976
Most widely used public key cryptosystem
Patent expired in 2000
Security relies on the difficulty of faming large composites
Key generation
1 Generate two large random (and distinct) primpsq > 1024 bits) of roughly equal size
! Computen=pgand ¢ S°s n p N p
f CNRBY 9dzZ SNNR&a GKS2NBY
W

pl T A
1 So choosing enciphering exponerdind deciphering expwentd such that
QW pl T K ¢

The public key i(n) and the private key i@
p, gandu (n) are secret (only used during key generation)
Messae encryption

T hodlAy !'fAMENa LMzt A0 1Se& o

1 Represent the message as an integer [B1]

T Compute

c=m°®modn

1 Send ciphertextto Alice.
Message decryption

9 Alice computes
(m®)? modn
m**modn
, ml +ka (N) mod n
m(m>™)*modn

¢ modn

a(n) H

1 Using Eule® theoremm 1 (modn) so:
¢“modn ' m
Fact:the problem of computing the RSA decryption exponent from the publicrkey &nd the
problem of factoringh are computationally equivalent.
When performing key generation, it is imperative that the prirpesdq are selected to make

factoringn = pqdifficult (e.g. by picking andq of roughly equal size)

1 Rabin public key cryptosystem
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(0]

(0]
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Attacks

Public key: n=pq
Private key: p, q (roughly the same size)
Encryption: c=m?modn
Decryption:
9 Calculate the four square roots;, m,, ms, myof ¢
I The message semtas one of these roots
Security is based on the fact that finding the square roots maithout knowing the prime
factorisation ofn is computationally equivalent to factoring

1 Chinese remainder theorem

(0]

If you know the factorisation of n (where=pq), then you can use th€hinese Remainder Theorem
to solve a system of equations:

o oll A
o OI1 A
o Ol A

x EAOAA M p EBA8 OAI AOGEOAT U DPOEI A
CRT states that there exists a simultaneous solution to these equations where@aydiv
solutions are congruent to each other mod M (NMhgm,mzm X 0
For each, define:

By the Euclidean Algorithm, calculdesuch that
00 pl T A
The solution to the system of simultaneous equations is:

W @0 0
)
Example:
O oI T A
w oI T Ap
o Ol T Ao
T NowM=mmm;=7 x 11 x 13 1001
1 TofindNQayYy NM; =1 modm,
N; xM; =1 (mod 7) [M1 =11 x 13]

A N;x 11 x 13 =1 (mod 7) [11 x 13 =3 mod 7]
A Ny x 3 =1 (mod 7)
T ! aAy 3 génerhliSahdl & a kpl T A
v(my)=7-1=6
So  N;=F"mod?7

=3 mod 7
=5 mod 7
1 Solving for otheNQ & Y
M,= 143N, =5 [11 x 13]
M,=91,N,=4 [7x 13]
Ms=77,N; =12 [11 x 7]
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W @0 0
B P o
W Xph ocped wcd I I pnmp
i Attacks on RSA
o Factoring attack
f  The RSA problem is to recovefromok & | | A, knowing onlynande
1 Supposen can be factored intg andq
1 Thenu(n) = p-1)(-1) can be computed
1 Therefored can be computed @@ & pi 1T K &
1 Therefore we can recover the message
o Small encryption exponent attack
f In order to improve the speed of RSA, often a small encryption exponent is USed1{2
1 If a group of entities all use the same encryption exponent, it is clear that they must have
their own distinct modulus. If they are the same, then other users can obviously calculate
20KSNRA IWNAGEFGS (Sea
1 Say Alice wishes to send messages to three parties with a small encryption expoaét (

o a 1A
o a I 1TA
o a I 1A
9 Obsewingcy, ¢, ¢z and knowingny, n,, N3, we use the CRT:
w a I 1T Ae¢
1 Sincem <n;for alln (otherwise information was lost during encryption)
®w a
a w’

9 Thus a small encryption exponent should be used to send the same message (or the same
message with variations) to several entities.
9 Salting the plaintext by padding with random bits can help avoid this attack
o Small decryption exponent attack
9 Similar to encryption case, small decryption exponent should be avoided
o Forward search attack
1 Notesince the encryption is public, if the message space is small or predictable, an attacker
can brute force on the message space
9 Salting the plaintext may help to prevent this attack
0 Homomorphic attack
1 Homomorphic property of RSA:
Supposed & | 1 B,andoo & | 1 A Thenwowo a a 11 &

9 Using ths property, we can attack RSA.
1 Suppose we want Alice to reveal the decryption of:
O a I 1A
1 Bob sends to Alice for random x (blinding factor)
O awl T A
1 Alice computes:
A w 1A
oo 1A
ac 11T A
Gal T A
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9 If Alice reveals this information, Bob can unblind the message by:

a dGoo 11T A
9 If you can trick someone to decrypt a message in RSA for you, then you can unblind the
original message.
1 So we musmake sure that we check the structure of the message after decrypting,
and never send back a decrypted message without making sure it should go back.
Common modulus attack
Cycling attack
Message concealing
Size of modulus
1 Powerful attacks on RSA usinguadratic sieve and number field sieve factoring to factor
the modulusn=pq
1 In 1999, ateam led by de Riele factored a-bitzhumber
1 In 2001, Dan Bernstein wrote a paper proposing a cHzasted machine with active
processing units (with the sanéensity as RAM) that could factor keys roughly 3 times as
long with the same computational cost
1 The premise is that algorithm exist where if you increase the number of processors
by n, you decrease the running time by a factor greater than
1 Exploits masse parallelism of small circuit level processing units.
1 In 2005, a 200 digits (RSA200) was factored in 18 months
f In 2007, a 1039 bit number?°- 1) (307 digits) was factored in 11 months (a special case)
dzaAy3a | GalLISOAlf ydzYoSNJ FASEIR aAS@Se
1 There aranany different attack$or asymmetrigmany shortcuts), but few for symmetric
0 Selection of primes
1 Square and multiplyechnique for exponentiation
o In RSA and discrete log, a common operation is exponentiation, i.e. calcgfativith largeg ande
0 A simpe approach to this is to use squased-multiply
M QtetQtQ
0 This example requires 7 multiplication operations (assuming squaring is computationally equivalent

o O O ©

to multiplying
o Algorithm:
s B st U B C
fori =0.. n-1
EA£ AlE+ " © OEAT U B UU
yB U

9 Addition chaingechnique for exponentiation
0 Using addition chains, we can be a little more efficient
9,99 99" g* g” [built up usingy® xg° =¢°, etc]
0 This takes only Gultiplications (versu3 using squar@and-multiply)
0 Anaddition chain is used to minimise the number of multiplications required.
0 The addition chain of lengtfifor exponente is a sequence of positive integerts { us} and
associatedsequenceW, .. wg of pairs of integersv, = (1, i) with the propertythat:
1) U=1lu=e
(2) Ui = Uiz + U2
o Example
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§ Takee= 15 (i.e. calculatg"):
i 0 1 2 3 4 5
Wi (0,00 (0,1) (2,2 (B3 (29

g 9 ¢ J¢ ¢ g d°
1 Algorithm:
B C
fori=0..s
g B u@e

9 Finding the shortest addition chaindemputationally hard (NfRard). It is akin to the
travelling salesman problem.

91 Definitions in complexity theory

o Apolynomial time algorithmis one where the worst case running time of the algorithm ig)0(
wherenis the input size anllis some constant.

Polynomial time algorithms are said to be good or efficient.

Any algorithm which cannot be bounded as such is said to lexponentiaHime algorithm.
Thecomplexity class Bs the set of all decision problems which are solvable in polynomial time.
Thecomplexity class NI the set of all decision problems which an answer can be verified in
polynomial time, given some extra information calledeatificate.

O O O O

1 Complexity theory

o Fact: Pi NP

o Unknown: Is P =NP?

o |IfL1and L2 are two decision problems, Ldaid topolynomial reduceto L2 (LDigL2) is there is an
algorithm that solves L2, and runs in polynomial time.

0 Two problems are said to mmputationally equivalentif L2)KL2 and L2igL1

Summary of asymmetric crypto
1 Advantages

o0 Only the private keyeeds to remain secret

0 The administration of keys on a network requires the presence of only a functionally trusted (honest
and fair) TTP.

o Depending on the mode of usage, the public and private key pairs may be used for long periods of
time (upper bound: @ 2 NE Q& [ | 60

o Inlarge networkst keys are required instead 6

9 Disadvantages

T

1

0 Throughput rates are typically very slow (all known algorithms)
0 Key sizes are typically much larger (1024 .. 4096 bits)
0 Security is based upon the presumed difficulty of alsset of numbettheoretic problems and all
known are subject to showtut attacks (e.g. knowing the prime factorisatiompf
0 Public key crypto does not have an extensive history in the public world
Combining cryptosystems
0 Symmetric and asymmetric cryp&we complementary
0 Public key crypto can be used to establish a key for fast symmetric crypto (e.g. a session key)
0 Alice and Bob take advantage of the long term benefits of public key crypto and publish their public
keys in a directory
0 Public key crypto igood for key management and signatures
o Private key crypto is good for encryption and some data integrity applications
Interesting ways to break symmetric cyphers
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o Virus/Worms

1 Whatis a worm brute forced a cipher?
1 Melissa infected ~800k machines
1 Cracking BS @ 280 kkeys /s (P4 @ 2.8GHz), Mdlisswould brute force the key is 30h.
o Chinese Lottery
1 Say a 1Mkey/s chip was built into every radio and TV sold in China
9 Each chip is designed to brute force when a signal is received over the air
1 If 10% of the peolg have a radio or TV, the ##t DES key space can be exhausted in 12 min
1 Crypto key lengths
0 Symmetric key length
1 Security of a symmetric cipher is based on the strength of algorithm and length of key
1 Assuming the strength of the algorithm is perfect (mspible in practice), then brute force is
the best attack.
1 Symmetric keys have been reliably resistant to attacks over aiqregiod of time
0o Asymmetric key length
9 The security of all current, known public key algorithms is based upon the presumed
difficulty of a small set of numbéheoretic problems
All known are subjedb short-cut attacks (e.g. knowing the prime factorisatiomf
In 1977, Ron Rivest said that factoring a-tigfit number would take 40 quadrillion years.
In 2007, a 103®it (307 digit) number was factored.
Designs are being drawn out for optical / quantum sieving machines that could lead to
massive optimisations on these numbén the near future

= =4 =4 =4
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Digital signatures

Signatures
1 Signatures
0 Binds an author to a document
0 Desirabé properties:

1 Authentic sufficient belief that the signer deliberately signed the document
1 Unforgeable proof that the signer and none lese signed the document

f  Nonreusable the signature is intrinsically bound to the documEnt Olbe ye@séd
1 Unalterable the signature cannot be altered after signing

1 Nonrepudiation the signer cannot deny that they did not sign it (most important)

o As with all things, these properties can be attacked and subverted
o In designing systems involving signatures wetroassider the effort of such attacks
1 Digital signatures
o If misthe message to be signed akid the secret key known only to the signer, tHenHm, k)
binds the signatur&to the messagen for some signature schente
o Given [n, § anyone can verifthe signature without knowledge of the secrét,
o Nonrepudiationis achieved through the secrecylof
9 Digital signatures using public key crypto
0 Say Alice wishes to sigh a message and send it to Bob
0 Key generation:
9 Alice generated public (verifying) apdvate(signing) keys
9 Asis kept secret and\, is published in a public directory
0 Signature generation:
f  Alice chooses a random™  1ip
1 Alice hashes the messade= h(m) using a collision resistant hash function (CRHF)
9 Alice generate$= signatureq, r, A9
9 Alice sendsng, S to Bob
0 Signature verification
1 Bob obtainsA, from the public directory
1 Bob computesl =h(m)
1 Bob runs verifiyq, A, 9
M1 Attack models
0 Total break; attacker can recovefsfrom A,and n, S
0 Selective forgery attacker can forge sigmares for a particular message or class of message
o Existential forgery, possible only in theory (based on currently available resources)
1 Replay
o Therandomvalueisanonce&& | YR A& dzaSR (2 | @2AR NBLX | &
0 Scenario:
Alice sends Bobdigital cheque for $100
Bob takes the cheque to the bank

¢tKS olyl OSNAFASE GKS aradayl ddz2NBE Aa @JFftAR

0 The nonce stops Bob from cashing the same cheque twice (eplay attack
0 The bank keeps track of all norsce has seen saf from Alice.
9 Signature based on RSA (naive protocol):
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0 Key generation:

T n=p-q p, g are large primes
f d-e’ 1modu(n)

1 Verify key =1, €) public key

1 Sipnature key =n{, d) private key

0 Signature generation
 Assumex N ¥’

 S=m®modn RSAdecryption
0 Signature verification

! S=mmodn RSA encryption
o Problems

1 Eve can trick Alice into sighing any message

. aSR zhgmomdrphiQgioperty

T Ifs;=m," (modn) ands, =m,” (modn)
1 Thenss; = (nymy)d modn
9 Attack on naive RSA scheme:
1 Eve wants Alice to sign hidden message
Eve picks randomN ¥°
Eve computesnQ ml' r® (modn)
Eve askalice to signmQ
Alice returnssQ nit¥ graod n)
Eve computes= &Q r) gmodn)
1 The pairin, ) is a valid message signature pair
1 Eve tricked Alice into signing the hidden message
1 Note that this trick also works with RSA decryption (Eve can get Alice to decrypt
messages if Alice is not careful)
1 PKCS#1 signature scheme
0 Public Key Cryptography Standards #1
0 RSA naive signature schehmmsmessage recovery the verification function returns the message
0 PKCS#1 processes a hash instead (faster)
0 Signature generation
1 n=p-q 1024 bit modulus
1 Alice calculated =h(m) 160 bit hash
1 Define EB (encryption block) =[ 00 | BT | PS | @]
1 The header is essentially padding (PS)
1 EB is 864 bits + 160 bits = 1024 bits
f Alice calculates S = Hodn)
9 Alice sends§ m)
0 Signature verification
T S=EB(modn)
1 Alice calculate§ modN= EB (moch)
9 Alice tests the 864 most significant bits amadid, then
1 Alice tests the 160 least significant bits are valtu(ij]
1 ElI Gamal signature scheme (discrete log)
0 Key generation

= =4 =4 4 =4
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1 Alice picks 1024 bit prime and generator u°

1 Alice picks secret kajgN u°

1 Alice publishes public key=g® modp
0 Sigrature generation
1 Alice picks random N ¥°
9 Alice hashes the messade h(m)
1 Alice calculatek =g (modp) 0 XK OHp-1
f Alice calculates=r"®"® (modp-1)
9 Alice sends signaturé,(s) and messagm to Bob
0 Signature verification
1 Bob verifies that Ok -1
1 Bob verifies thag® = y*k* (modp)
f Noteew ™ @ "Q "Q Q Q Q
o Notes
T LG Aa dzylyz2s6y sKeée (KAa A0KSYS Aa aSOdaNB:
T 1 adar 01 SNI @frofh@hé publis Ky dats $idce this requires computing the
discrete log (which we know is hard)
f Pickingkat random thentry to fingdOl y Qi 0SS R2yS aiayo0S Al
f  Picking s at random needs to solve a‘k® (is this hard?)
1 Recentattacks have shown that:
91 If weak generators are chosen, selective forgery can be done
1 rmust be random for each signaturer s used twice, then an adversary can
retrieve the private kew.
1 Digital signature standard (DSS)
o NIST 1991, hash function is/AH
o0 Key Generation
1 Pick primeq (160 bits)
1 Pick primep (1024 bits) such thag | p-1
1 PickQv ¥” of orderq(g®’ 1 modp)
9 Pick randomiy ¥°
1 Setg=h*?9(modp)
9 lterate untilgr 1
1 Pick randoma<q
1 The public key ig=g* (modp), p, g, andg
1 Secretkey ia
0 Signature generation:
{ Pick random N ¥° (1 <r<q)
1 Setk=[g' modp] modq
S=r'[h(m) +ka] modq
0 Signature verification
9 Obtain the public key
I Test Dk<gand DkKs<q
 Setw=s"modq
1 Test B""™y**modp] modq=k

Page 40 of 77



ELEC5616i Computer and Network Security Edmund Tse 2010

1 Note that'Q W Q Q Q Q N QT A
1 The main point is that the signature is only 320 bits
o Notes

1 The security of El Gamal applies to DSS as well
9 DSS is the standard for signatures for a number of reasons

1 DSS carut be used for encryption (exportable)

1 Signatures are short

1 Patent issues
1 DSS is based on the security of subgroups <
1 Itis not known whether a subxponential algorithm exists in the size of the subgroup exists

for discrete log
9 DSS signature verificatiacan be sped up by using simultaneous exponentiation (speedup 2)
1 LamportDiffie signatures based on onavay functions
o Key generations
1 Plaintext message:
a a 8 &
1 If the message is bits long, we generaterx m bit numbers:
@ W 8 w v i
@ W 8 w
The public key ig? =h(x?) for alli, j; i.e. hash the matrix into a newnX m bit matrix.
§ The private key are all the”
0 Signature generation

1 For messag®l =m;..m,

1 The signature is 0w &

¢ i.e.if bit 1 ofmis 0,select block®, otherwiseselectx,”
0 Signature verification

1 Bob tests that for all "Q 0

o Notes

f  Only the sender knows the valuesof k@& G KI & LINPRdzOS (GKS ai3dy

1 A poblem with this technique is that it involves a very long puikdig

I We also need a new set of kefgs every message sent.

1 Additionally, the message itself expands by a factandéach bit expands to m-bit block).
Sincem must be sufficiently large to obviate an attack by exhaustively testingnane
function input numbers, the message expansion is considerable.

9 Main point: it is possible to ddigital signature without using encryptitaecryption
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Authentication
9 Authentication is a means by whidkentity is established
o It allows one party to gain assurances about the identity of another party in a protocol, and that the
second has actively participated.
0 The goal of authentication is to achieve all this over an insecueng with an active attacker and
no shared secrets.
o Note: authenticatbn must be combined with key exchange to avs@ssion hijackingafter
authentication)
1 Obijectives of identification protocols
o If Alice and Bob are both honestjogis able to successfully authenticate herself to Bob, i.e. Bob will
O2YLX SGS GKS LINR(G202f KIFI@Ay3 | OOSLIISR !'fAO0SQ:
0 Bob cannoteusean identification exchange with Alice so as to impersonate her in conversations
with others.
0 The probability that # can successfulipnpersonateAlice to Bob is negligible (e.g. computationally
difficult).
o All the above remain true even if Eve has seen many previous authentication sessions between Alict
and Bob, has had experience in authenticating herself with kaotd, multiple authentication
sessions are run simultaneously.
1 Basis of identification
0 SomethingyouknowlJ- aag2NRaX tLbaX aSONBilO 1Seax Y2GKS
0 Something you have magnetic cards, smart cards, physical keys, handheld password generators
0 Somehing you areg biometrics (DNA, signatures, fingerprints, voice, retinal patterns)
1 Biometrics have major problems in real world situations
1 How to revoke keys?
1 Biology is messywe leave DNA and fingerprints everywhere
1 How to give a mugger your fingerptin
1 Examples of authentication applications
o Verify identify prior to communications
o Facilitak access to a resource (e.g. computing, ATM, internet service, restricted areas, passports)
o Facilitate resource tracking and billing, e.g. mobile phone access
1 Attacks on authentication
0 Impersonation
0 Relay
o0 Interleavingq selectively combine information from one or more previous or simultaneous sessions
0 Reflectiong an interleaving attack that involves sending information from an ongoing authentication
session back to the originator
Forced delay; adversary intercepts a message and relays it at some later point in time
0 Chosen text; attack on challengeesponse whee an adversary chooses challenges in an attempt to
extract the secret key
1 Passwords
o Passwords are the simplest (and weakest) means of authentication

o
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0 A secret is shared between two parties. To authenticate, one party reveals their identity and their
password

o Passwords are typically stored hashed on a server in a password file

0 Major problems

1

=A =4 =4 =

1

Can be eavesdroppegifacilitates replay attacks

Reusable; facilitates impersonation attacks by verifier

Usually from a small keyspagéacilitates brute force @iacks

Extremely low entropy dictionary attacks are possible

Humans are extremely poor random number generators

Humans are poor at remembering passwords and often reuse or alternate between old ones

o Standard UNIX passwords use DES as a hash functioihegpassword is truncated to 8 characters
9 Salting passwords

0 Adding a-bit salt to passwords strengthens them against dictionary and brute force attacks.

0 Public salt (e.g. UNIX passwords)

)l
1

userA salta h{passwordA | saltA)
userB saltB h{passwordB | saltB)

Salt is chosen at random

An adversary must hash a guessed pasgp®' times to find if p is a valid password (when
password cracking)

Only works when there are enough users so the salts are all used

Does not protect against an eavesdropper or an evil sysadmin

0 Secret salts

= =4 =4

T

userh saltA h(passwordA | saltA | saltA")
userB saltB h({passwordB | saltB | saltB")

Secret salt is small (~4 bits)

To verify gpassword, the system tries all 16 possible values until a match is found
When cracking, an attacker must do 16x more work

Attempts to solve the problem where the system does not have enough users as salts

1 Onetime passwords
o Each password is used once

T

An atempt to foil eavesdroppers and replay attacks

0 Many variations

T

)l
)l
)l

Shared list of ondéime passwordstick each one off as used

Challenge response tabtesystem picks a question at random from a list

Sequentially updated onttme passwordg, user sends nextey during next authentication
Sequences based on omay functioncS @3 & [ | Y-ide Bthethda 2y S
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T [FYLRNIQa 2yS GAYS LI daag2NRa oakiSeo

o

Setup
1 User Alice picks a random generator g and computes a hash chain:
w=h"(g) =h(h(h6  hi))))
9 Alice sends wo the server.
M Alice sets courf n-1
0 Authentication
1 Alice sendx =h*""(g) to the server
9 Alice sets counf count-1
1 The server verifieb(x) =w
1 The server set&/ & X
Advantages
1 Prevents eavesdropping
9 No secrets are stored on the server
o Disadvantages
1 Alimited number of authentications before a new hash chain must be set up
1 Vulnerable to gre-play attack if unused passwords are compromised
1 Secure tokens
o Variations commonly implemented as smart cards

o

Requires server to store secret (ha
User types in (weak) PIN to activate card
Card must be tamper resistagtvery difficult to achieve in practice
o Key increments may have temporal componegmrtg. SecurelD
1 Challengaesponse authentication
0 An entity proves its identity by demonstratingdwledge of a secret without revealing it.
o Done by providing a response to a time variant challenge, where the response is dependent on the
challenge and the secret.
o Time variant parameters may be used to counter replay and interleaving attacks, to provide
dzy AljdzSySaa 2N GAYSEAYySaa a¥FNBaKy SeyphértexBatizcke] y (
1 Nonces
1 Sequence numbers aka serial numbers, counters
1 Timestamps

O O O
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0 Using symmetric cypher or MAC

T rQ LINB@SyiGa I OK2aSy LXFAYGSEG FGdarO1 o6F YR
9 Both the user and the server share secret kélgad)
1 Prevents eavesdropping

0 Using asymmetric techniques, public key cryptography or digital signatures

1 No secrets stored on the server
1 Unlimited usage
1 Prevents eavesdropping
0 Zero knowledge proofZKPs)
1 Zero knowledge proofare designed to allow a prover to demonstrate knowledge of a secret
while revealing no information whatsoever about the secret.
1 ZKPs usually consist of a series of challeegponse rounds
9 An adversary can cheat with very small proitity
1 Each successive round, the probability that a cheat can succeed in the challenge
response decreases

91 Problem:
1 Peggy wants to prove to Victor she knows some piece of information without
revealing it

1 Proofs take the form of interactive protocols
0 Victorasks Peggy a question
If Peggy knows the answer, she will always get it correct
o0 Otherwise there is a small chance she can guess correctly
0 Repeat asking questions until Victor is convinced
1 Already seen ZKPs have applications in authenticatiarhbiyengeresponse
T 'tA . Lol Qa O @S
Quisquater & Guillou (1989)
An illustration of ZKPs
t S338 OflAYa aKS Kla GKS LI aag2NR (G2 2
Algorithm:
0 Victor stands outside the cave
Peggy goes into random branch of cave
Vidor enters cave and calls for Peggy to either come from one branch (L, R)
If Peggy knows password she can come out correct side every time
Repeat enough times until Victor is sure that Peggy knows it

(@]

=A =4 =4 =
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1 Cut and choose protocol
9 Alice cuts something in half
1 Bobpicks which half he wants
9 Alice takes the remaining half
9 Each round is called an accreditation
1 Properties of ZKPs
9 Victor cannot learn anything from the protocol
1 Peggy cannot cheat Victor
1 Victor cannot cheat Peggy
1 Victor cannot pretend to be Peggy to atijrd party
0 Attacks on ZKPs of identity
1 The Mafia fraud
l'fAO0S A& SFHiAy3 G CraG ¢2yeQa al FAF 5A
Crad 9RRAS A& akK2LIWLWAy3 G .20Q4a 2Ss6St N
Alice starts the ZKP identity protocol with Fat Tony
Fat Tony radios Fast Eddie who starts a ZKP identity mioteth Bob
Fat Tony and Fast Eddie as a communications channel
Alice ends up being ripped off by the mafia
1 The Terrorist fraud
Carlos the terrorist wants to enter the country
Bob is scheming to help Carlos enter the country
Carlos is challenged at the lof@r by Alice with a ZKP of identity
Carlos radios Bob and gets him to enter the ZKP identity protocol
9 Alice thinks Carlos is Bob and lets him in
0 5AYyAy3 ONEBLIIi23INI LIKSNR&E LINRBoO6fSY
1 Three cryptographers are sitting down to dinner at their favourite thses restaurant.
Their waiter informs them that arrangements have been made with the maitre d'hotel for
the bill to be paid anonymously. One of the cryptographers might be paying for the dinner,
or it might have been NSA. The three cryptographers respect eaen'®tight to make an
anonymous payment, but they wonder if NSA is actually paying.
¢ David Chaum (1988)
1 Algorithm
9 Each cryptographer flips an unbiased coin (in secret)
1 Each shows the result to the person on the right
1 Each cryptographer states whether theo coins he can see are the same or
different
1 If one of the cryptographers is the payer he says the opposite of what he sees
1 An odd number of differences means that a cryptographer has paid, otherwise the
NSA paid
1 The algorithm is extensible to anymber of diners
1 Shows unconditional secrecy channels can be used to construct an unconditional sender
(and receiver) untraceability channel.
1 Implies also that a publikey distribution system can be used to construct a secure sender
untraceability channke
1 Otherwise known as anonymous broadcast

T
T
T
1
T
)l

= =4 =4 =4
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9 It can be extended to a full network (B@t) by having the parties share a OTP rather than a
CoirHoss
1 Transfer many bytes at a time rather than a bit
1 XOR the OTPs between each party, the sender also XORs ¢issaige
1 The biggest problem is that if two people try to transmit a message at the same time, both
messages will be mangled.
9 Overcome using a back off procedure similar to that in Ethernet CSMA/CD
0 Challengaesponse using ZKPs
9 Say Alice knowsand wants to prove this to Bob without revealing any information about
1 LetG= <g> and somewhere is publishgd-g*
1 Algorithm(discrete log)
1 AZB (¥ Alice choose random™ "Oand sendg=yg =g*g'
T Bz A Bob tosses a coia= {0, 1} and sends télice
T ABBB (**) Ife=0, Alice sends = log(z) = log(gg") =x+r
If e= 1, Alice sends = log(zy") = log(g"g'g™) =r
I Bob verifies either
g"=z Q Q QQ a
g"=zy* Q Q N W
1 Eve can cheat the system if she knows the value of the coin toss ahead of time
1 Ife=0, she sends=d'in the first stage (*) andin the second (**)
 Ife=1,shesends=ygAy GKS FANRG adl3S o6fF0 R2Say
1 As Eve caguess correctly the value of the coin toss half of the time on average, an imposter
will succeed in breaking the protocol with probability 0.5.
1 Doing the protocoh times reduces this probability to 0.5
1 HTTP (web server) authentication
0 Basic authenticatio
9 Access is segregated by realms
1 Simple bas&4 encoding of username:password (no crypto)
WWAKuthenticate: Basic realm="Con trol Panel"
Authentication: Basic QWRtaW46Zm9ovYmFy
o Digest authentication
1 MDS5 used as the hash function
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Cryptographic protocols

Threats
1 Man in the middle
o0 Problem: (DiffieHellman)

o0 Problem: (Key exchange with public key crypto)

I Session hijacking
o Problem:

1 Encrypted key exchange (EKE)
0 Alice and Bob share a secret key k

A (possibly low entropy) shared seckds used to form a high entropy shared sednég™)
Prevents eavesdropping

Prevents an active attack on Diffigellman

Forward secrecy

o O O O
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Protocols
9 Definitions

0 A protocol is said to havgerfect forward secrecyf disclosure of long term keys does not
compramise past (short term) session keys.
0 A protocol is vulnerable to lkenown-key attackif disclosure of past session keys allows an attacker
to compromise future session keys (including actively impersonating)
1 NeedhamSchroeder protocol (key exchange with YTP
0 Alice and Bob want to set up a session key for communications.

1 We will denote encryption afn by keyk as m}
o All parties share a key with Trentfrasted third party
Aliced3 Trent: al ¢ ,a. €2 NJ
Alice asks Trent to talk to Bol {s a nonce)
Trentd3 Alice: {raZ G ap §KBZ Y dénY
Trent sends Alice a session key #inketto give Bob
Aliced3 Bob: {KaeZ  Gedr §a¥ic an
Alice sends to Bob the ticket (session key)
Bobdz Alice: {ra2C 1, e}k e
Bob challenges Aliges is a nonce)
Aliceds Bob: {re¢ 1} s
Alice responds
o Problem
1 A single point of failure (DoS target)
1 Requires a trust relationship with Trent
1 Bob has no guarantee\kis fresh (new). Old session keys are valuable as they do not expire
f IfEvemanagestoget4z aKS OFy NBIR Fff 2F 1 ftA0SQa Y
everyone else (e.g. Carol)
1 Alice revokes a key by informing everyone she has been issued a new key
1 Since Alice does not know if Eve impersonated her to someone else she kasatiesd to
6S®3aAd /I NRPfUOE &aKS KIFa (G2 3S3G ¢NByd G2 GSf
1 Thuskey revocationis amajor problem
9 Old session keys (if disclosed) can be used as long as the ticket can be decrypted.
 Needham{ OK NE S R S Nifxhat itadsBnie$ &l ¥sers of the system are good guys and

GKS 321Kt A& G2 1SSLIo6FR 3Ide2a FTNRY 3ISGiAy3
T ¢KAA A& GKS W2fR a0OK22fQ Y2RSf 2F asSod
likely threats come from within (knowledgeahihsiders)

1 Kerberos (MIT / Windows 2000)
o Extension of NeedhasBchroeder
o Two trusted servers

T
)l

Authentication server to which users log on
Ticket granting server issues tickets (timed keys) to resources

0 Allows scalable access management

)l
)l

users managed differgly to resource access
e.g. university handles enrolments but departments handle access to facilities

0 Uses timestamps (T) with a lifetime (L) instead of nonces

T

fixes Needhanrchroeder problem with freshness
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0 Aliceand Tent share key ks via the authentiction server (by password)

Aliced3 Trent: GAs, OB¢
Trentds Alice: {Tr, L, Ka 08¢, {Tr, L, Kp, GAE} sk AT
Aliceds Bob: {Tr, L, Ke, OAE} g7 {OAE, Talk aB
Bobdz Alice: {Ta+ 1k ne
0 Alice and Trent share key-Kia the authentication server; Alice asks Trent for a ticket to talk to Bob
Aliceds Trent: A, B

Trent gives Alice a ticket (session keywith lifetime L from
timestamp T) and a ticket encrypted for Bob withK

Trentds Alice: {Tr L, Ke B, {T, L, Ke, Ak sk AT
Alice gives Bob the encrypted ticket and a challenge
Aliceds Bob: {Tr L, Ke Ak sn {A, Bk as

Bob sends back the timestamp incremented by one to indicate he is
alive and managed to decrypt the ticket.
Bobd3 Alice: {Ta+ 1k ne
o Problems
1 The key krfrom the authentication server is protected only by a password
1 We know humans pick these poorly
9 Facilitates a dictionary attack
1 Packet format from authentication server is in a known format
T 't A0S . 2 olocksyided t¢ beByyidhronised
T LT GKS aSyRSNna Ot201 A& IKSIFIR 2F NBOS
the sender and play it later when the timestamp is valid at the recesuggress
replay attack)
1 Desynchronisation can be used as part of many attacks (incla#ingtof-service
1 Public key management using certification authorities (CA)
0 Apublic key certificatebinds a public key to its owner:

signq;[X.500: name, organisation, address, public key, expires...]

certificate
Alice sends her public key to the CA (Trent)
The CA mduces a certificate for Alice
Alice sends her public key and certificate to Bob
.20 OSNATFTASAE (GKS OSNIATFTAOFGS dzaAay3d ' fA0SQ
Bob sends encrypted messages to Alice using the key
0 9OSNER2YyS Ydzad 065 I o6f Scshipgpeddith NBWEEs, GSKd published  LJdzo f
0 The CA s a trusted pargyit can forge keys / signatures.
o E.gthe X.509 certificate for X.500 directory services
M Trust models
0 Symmetric keys
9 TTP must be online (used every session)
1 TTPis a juicy target (knows passwords)
1 Noforward secrecy
1 Fast (e.g. Kerberos)
0 Asymmetric keys
1 TTPis offline (only used in key generation)

= =4 =4 4 =4
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9 TTP only knows public keys
9 TTP has forward secrecy
1 Not as fast (e.g. SSL/TLS, PGP, SET)
1 Public key certificate generation
0 Alice generates a public/privateey pair
o0 Alice sends the public key to the CA
o The CA challenges Alice to see if she knows the private key
0 The CA generates a certificate and sends it to Alice
o b2GSY GKS /! yS@S Nimportaxdfor forwdrdis€x@eya LINAR @F G S 1 S
i Certificate revocabn
o 't A0SQa OSNIAFAOFGS YIe ySSR (2 0S NBG21SR R
0 This is a major problem and is done in limited ways:
1 Through users requiring daily certificatialidation information (slow, cumbersome)
1 Use expiration date field
9 Circulate aertificate revocation list (CRlke list of bad credit cards
1 Secret splitting
o A way of splitting a secret among two or more parties, where each piece by itself is useless
o Simple XOR algorithm: Assume Trent wishes to protect the message
i Trent generates a random bit stringf the same lengtasm.
f Trentcomputes=mA r
1 Trent gives to Alice
1 Trent givesto Bob
o0 Each of the pieces isshadow
1 To reconstructn, Alice and Bob XOR their shadows together
9 Ifris truly random, the system is perfectly secure (OTP)
1 To extend the scheme topeople, generata random bit strings e.gnArA sAt=u
0 Secret splitting aims to enhance reliability without increasing risk through distributing trust
0 Issues:
9 The systenis adjudicated by Trent
f ¢NByid OFy KFEyYyR 2dzi NdzooAakK FyR OfFAY A
1 He can hand out a piece to Alice, Bob, Carol and Dave, and later tell everyone that
only the first 3 pieces are needed and Dave is fired
1 All parties know the length of thhimessage
1 The message is malleable
1 All parties are required in order to recover the message (bus factor = 1)
o { KI Y(A NdId@shold scheme
1 Toreveal a secret, we need at leasif n participants.
1 Based on polynomial interpolation, and the fact that a polynomiaf(x) of degreet ¢ 1 is
uniquely defined by points §, y)
1 Trent wishes to distribute messageamongstn users, where any group éolusers can
recoverm. (bus factor=n-t + 1)
1 Setup:
9 Trent chooses a primg> max(n, n)
1 Trentsetsay=m
1 Trent selects-1 random, independent coefficients
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0 aXa-m Oayp-H, defining the polynomidDew B dw
1 Trent computes; =f(x) modp & mx 1)
0 just any random points on theurve
1 Trent sendsshare ;, y;) to useri
o0 Pooling ofshares
9 Anyt users can get together and pool their distinct poifksy;)
1 Since any points are enough to define the polynomial, the coefficiesjtsan be computed
using Lagrange interpolation.
1 The messagen can be found by the fact thdf0) =a; =m
1 Bit commitment
0 Scenario
1 Alice wants to sell Bob information regarding police informants within his Mafia empire.
T 'ftA0S R2SayQi GNMzad .20 Sy2dAK (2 migltf KA
suddenly disappear).
f .20 0GKAyla GKS RSFf A& I LRftAOS aSiddzal |y
o Commitment
1 Bobdz Alice: randomr
1 Aliceds Bob: {r] m}
0 Revelation:
9 Aliced3 Bob: k
1 Bob decrypts the message and verifies
o Discussion:
1 Randomr is for freshness and to stop Alice from finding two messages whaie$= Q.Y
9 i.e. forcing Alice to commit
1 Bob does not know until revelation so cannot brute force the message space
9 Bit commitment with hash functions
o Commitment:
1 Alice: generates randonny, r,
9 Aliced3 Bob: r;andx=h(ry,r,, m) [xis called ablob]
o Revelation:
1 Aliced3 Bob: rg,rp;,m
1 Bob hashes(, r,, m) and compares it ta
o Discussion:
1 Bob does not have to send any messages
9 Alice sends a message to commit antessage to reveal
1 Alice cannot find; such thath(ry, r3, m) ==h(r4, r,, m)
 Thevalug,A & 1SLIIi aSONBG a2 .26 OFyQd oNMHzS T2
1 Fair coin flipping
o t NPOofSYY 126 Oy 6S FEALI I O2AYy Tl thebit? s KSy |
o Algorithm:
9 Alice commits to a random bitusing a bit commitment scheme
Alicesends the bloly =f(b) to Bob.
Bob tries to guess the bit.
If Bob guesses correctly then Bob wins the toss.
If Bob guesses incorrectly then Alice wins the toss.

=A =4 =4 =
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o Discussion

1 The security of the algorithm rests in the security of the funcfi@hto generate the blob.
1 The least significant bit d¢<) cannot correlate withx.
9 Similar reasomo hashingresult of DiffieHellman exchange to obtain a session.key
1 Fair oin flippingusing public key crypto
0 Requires that the algorithm commutes.g. RSA with identical moduli
Ea(Ea(m)) = B(Es(m))
Da(Be(Ea(M))) = E(m)

o Algorithm:
1 Alice and Bob generate public/private key pairs.
Alice generates two random numbers 1y
Aliced3 Bob: m; = E(¢heads, ry), m, = B (ctailsg, ry)
Bob selects one messageat random.
Bobd3 Alice: Ey(Ea(X))
Aliceds Bob:  Da(Bs(Ea(¥))) = B(X)
Bobdz Alice: X
Alice verifies thak is one of the two random strings.
9 Alice and Bob reveal to each other their keypairs to ensure that neither cheated.
o Discussion:
9 The algorithm is seknforcing. Either party can detect cheating by the other without a TTP.
f Note: Bob learns of the result of the coin flip before Alice. Alhét KS OF y Qi  OKI
may delay the result on purpose to take advantage of the situatOtherwise known as
Bab flipping the coin into a wéll
1 Coin flipping has use in session key generation as neither party can influence the result of
each flip (i.ebit) e.g. in DiffieHellman one party selects an exponent after the first.
1 Mental poker
o0 Problem: how to deal cards over email if neither party trusts the other
0 Solution:
1 Alice and Bob use a commutative public key cryptosystem
Da(Be(Ea(M))) = E(m)
Alice encrypts 52 messages 0 a! OS B0F X LAzRASYEE K SNJ LIdzo £ A C
Alice sends the blobs to Bob.
Bob picks 5 of these at random, encrypts with his public key and sends them back to Alice.
Alice decrypts the messages with her public key and skadks to Bob.
Bob decrypts the messages to determine his hand.
1 Atthe end of the game, Alice and Bob reveal their key pairs to ensure neither cheats.
0 Attacks against poker schemes
9 Since some cryptographic algorithms are not truly random processes, théyddeak small
amounts of information.
1 In RSA, for example, if the binary representation of the card is a quadratic residue, then the
encryption of the card is also a quadratic residue.
 Remember that x is quadratic residug(QR) ify’’ x(modp) has a slution.
f ¢KAad O2dzAZ R 0S dzaSR o0& | YIFIftAOA2dzA RSIf SNJ
9 Oblivious transfer
0 Scenario:

=A =4 =4 =4 =4 -4 4
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1 Bob is trying to factor a 2060it number,n.
1 Alice wants to sell Bob a 10@t factor for $1000 (at a very reasonable $1/bit)
1 Bob only ha $500 and offers to buy half the bitsut only if Alice proves that the number is
afactorofnt | yR ! f A0S 62y Qi (1y26 6KAOK o6Aida .2
1 How can the deal be done given, Alice cannot prove that her number is a factoviifout
telling it to Bob?

o Algorithm:

9 Alice generates two public/private key pairg,B.; and E,,Da

Aliceds Bob: Eny, B

Bob generates a symmetric cypher kky,

.20 LIAO1a 2yS 2F 1 fA0SQaklLldzontAd 1S8a NIYR

Bobdz Alice:  {K}ex

Alice decrypts the key twiceaBK}exDafk}exresulting ink and garbage Bk}ex

(Alice does not know which is the real key).

T 'ftA0S aSyRa .20 (g2 YSaalr3asSazs KItF GKS oA
encrypted with one of these keys.

9 Bob decrypts both witk. One messagwill make sense to him.

1 Bob now has one of the messages. Alice has no idea which one.

=A =4 =4 4 A

o Discussion:

9 Alice still needs to convince Bob that the message is a factorStie does tht using a ZKP

9 Obvious transfer is a way Alice can send a bit to Bob inasuay that Bob receives the bit
GAGK LINRPoOolFoOoAfAGE nodp FYyR I'f A0S R2Sa yz2i |
FYyR @2dz 3SiG Al 6AGK LINRPOFOAtAGE nodpéod

9 ¢kKAa Oly 0SS SEIASOYNSRE G2y R Le KdzgBSi 2y S¢

9 Obvious transfer is not useaadone. It is used as a building block in other protocols.

9 Subliminal channels

(0]
(0]
(0)

Used to communication secretly without the use of encryption

Alice and Bob set upsubliminal channein their message (covert communications channel).

On the simplest level, Alice and Bob could steganography { I a4 S32¢ O6AY T2 NY
1 Note: stego is not crypto (although you can combine the two).

Examples of this channel might be:
T ! WwnQ A& aSyd AF (GKS ydzyoSNI 2F g2NRA Ay |
T ! WMia aSyid AT GKS ydzYoSNI 2F g2NRa Ay | aé

One might send an image in an email where the low order bit of each pixel is actually a message:
9 The low order bit is below human perceptual change in quality

Realworld examples

1 Loki bidirectionalUNIX shell client using data field in ICMP echo reply

1 DaemonshellUDP ICMP echo reply only

1 ICMP Backdoor Reusable tunnel library; messages fragmented to look like Pings

1 Rwwwshell Backdoor emits requests as HTTP response packets

1 BOCK IGMP multicast mesges used as transport

1 AckCmd TCP ACK for request (port 80), TCP RESET for response (high port)

Even when the internet is heavily locked down, and encrypted channels disallowed, it is still possible
to exfiltrate data.

1 Use Google translate to request all#ppended with information
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1 The requested URI is registered on web server logs
1 Hence content filters (national, cooperate, rednnies) are ineffective
0 Malware can use these techniques to communicate
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E-Commerce protocols
1 ECash
o /IakK KL ay Qi intslasttfiodsand yehsha Sally suited for the Internet
o Cash continues to battle advances in counterfeiting
0 Cashispseudby 2y eY2dza 0320SNYyYSyda R2yQi tA1S AGO
T {SNAIf ydzYoSNEXZ o6F NO2RS&>X aYINJ SR oAffaé
9 Credit cards and cheques
o Credit cards and cheques allow a massive invasion of privacy
o Credit cards are having problems retrofitting to the interqdtaud
o Credit cards and cheques are easyduointerfeit
1 Motivation for electronic cash
0 Banks are closing branches and turning intbsites.
o Mobile phone companies think they can do it better and cheaper than the banks (mPay).
o Different loyalty/payment schemes arevolving into a form of money, e.g. PayPal, Beenz
o Other playerg(post office, supermarket, etc.) want to get into the game
o ! RSAANB F2NJ LINRPOSaaiAy3da 2F YAONRLI&YSyGa oS
1 Problems with ecash
0 The government wants anonymous digital cash even less than they want anonymous
communications or strong crypto
o Manycrimesgeii 2f OSR 0@ aF 2 tchralahdfBezdéideS Y2y Seé
o Anonymouse€ | &K NBY2@Sa (GKS aadAiaaylré 2F RSIEAy3
9 Identifiable ecash
o0 No need to file a tax returg the tax office knows precisely how much was spent
0 Better transparency for politician campaign expenditure
1 Desirable properties of digital cash
o Independence
9 Security should not be dependent on physical location
1 Cannot be transferred through computer networks (i.e. stolen without being spent)
Privacy (untraceability)
Off-line payment¢ not needing to go through the bank every time for payments
Transferabilityg can be transferred to other users (without an intermediary)
Divisibility¢ canbe subdivided into smallearbitrary pieces (e.g. change)
0 Securityg cannotbe copied or reused
1 Protocols
o0 Withdrawing between a user and a bank

o O O ©o

0 Spending between a user and a vendor
o Deposit between a vendor and a bank
o0 Transfer between two users

0 Obvious attacks:

9 User double spends a coin (replay)
1 Vendor tries to frame the user by spending a coin twice
1 Simple digital cash
o Alice, Bob the bank, Vince the vendor
o Withdrawal
Aliceds Bob: Authentication Protocol
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Aliceds Bob: cdgive me $&
Bobdz Alice: coin = sig{value | GAlicet | seq-num}
f .20 RSRdzOGa Pm FNRY !fA0SQa | O02dzy i o
1 The sequence number is a goe ID for the coin.
0 Spending
Aliced3 Vince: d want to buy X for $i
Vinceds Alice: random nonce N 1ip
Aliced3 Vince: wcoin = sigfr, coin}
9 Vince verifies the coin and then sends X
o Deposit
Vinceds Bob: ddeposit $E, v-coin
Bob stores aN-coins
Bob checks the coin is new (seam not in the db)
If the coin is new, it is valid.
If the coin is old, compare the nonce of the coin with the nonce in the database
9 if nonces are the same then Vince is double spensiimge only Alice can sign it
9 if nonces are different then Alice is double spending
o Problems
9 If Alice double spends, she gets caught after the dacfroblem with most offline schemes
T ¢KS OFrakK Aa y20 ly2yeyvyz2dza aiAyoOoS !'ftA0SQa
1 Not transferable: Vince can only deposit tb@n, not spend it
1 Anonymous cash protocol #1
o Protocol
9 Alice prepares 100 anonymous money orders r $

= =4 =4 =4

1 Alice puts one each, and a piece of carbon paper, into 100 different envelopes
9 Alice sends all the envelopes to the bank
1 The bank opens 99 envelopes aahfirms each money order is for exactly $
1 The bank signs the remaining unopened envelope
1 the carbon paper copies the signatureo the money order
1 The bank sends the unopened money order to Alice
9 Alice opens the envelope and spends the money order
 TheYSNOKI yi OKSO1a& F2N GKS oly1Qa airayl {dzNg
1 The merchant takes the money order to the bank which verifies the money order and gives

the merchant &
o Discussion

T ¢KS oFly]l YSOSNI 4SSa GKS Yz2ySe 2NRSNI 6AGQa

The bank is convinced the money order is véitié bank verifies its signature)

The 99 of 100 envelope procedure is known asittand-choose protocol

The bank is relatively sure that the money order is 6r $

1% probability in this case Alice can cheat the sygssuaurity = number of envelopes sent)
1 Bank makes penalty for cheating a jail terprdiscouragindiliceto try (resource game)

o Problems
9 Alice can copy the money order and send it twjaeplay
1 Eve can steal the money order and spend it herself

~ oA LA x4

T ¢KS adadsSy R2S 4§ shoAicedasdetaday with retivaiirSpNity

=A =4 =4 =4
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1 Anonymous cash protocol #2
o Protocol
9 Similar to protocol #1, except Alice attaches a unique into each anonymous money order
1 When merchantakes the money order to the banthe bank verifies the signature drhat
ithasQ i & S Sy befdkeShandinyypv@rdheXs
9 Blind signatures
o Remember that blind signature allows Bob to sign a message from Alice without Bob knowing what
the message contains.

o Protocol
¢ 'fA0S GdzNya YSaal3aS m Ayiaz2z | aof AYRSR YSa
1 Alice sendsn* to Bob
1 Bob signs it and returns the signatig®eto Alice
f Froms = ! £t A0S Oly O2¥fimiS .26Qa &A3Iyl GdzNB
1 At the end of the protocol, Bob does not know the messaga the signatures

9 This is the main primitive used for anonymity.
1 Blind signatures with RS

0 Setup
1 Alice wants Bob to sign a hash of a messagehém).
1 Bob generates a RSA key: publ{o, €), private=d

0 Signatures
1 Alice picks random N u°
1 Alice computesn* =r°h(m) (modn) [blinding]

§ This is unconditionally blindingsinceg? A& NJ YR2Yf & RA &l NX 06 dz

1 Alicedz Bob: m*

T Bobdz Alice: s* = (m*)® (modn) [signing]
f Alice computes signature=r"'s* (mod n) [unblinding]
o Note:

T $°=("s)e=()° ((M")9)°=r(Mm*)*) =r*r* h(m)) =h(m)
1 Simple anonymous offlingigital cash

o0 Chaum, Fiat, Naor (1989)
f ¢KS YIFIAY ARSI A& GKFG !'fA0SQa ARSyGAGe Aa
9 Thus the sequence number must be hidden from the bank during withdrawal
1 We use secret splitting to guarantee anonymity but detect chesat

o Withdrawal protocol
T [SG L 0SS !'ftr2dSQaSARKFIAHE] QFRLIB0E A0 | S8
T Alice chooses®, I such that | =¥ A I wherej=1..100. Le® call the arrays land k;
1 Alice sets

m I @4 P-numy h(1d) ik )]

1 Alice sets

blind; =r,° h(my) (modn) wherer; is random
9 Alice generates blind. blindg with newsegnum, identity arrays and blinding factors
1 Alicesendsallthebli@a G2 GKS . Iy
1 The Bank does a cut and choose on 99/100 of the blinded messages at random and gets
Alice to reveain;, r; as well as J100} and H100] for alli*  k, for somek'l wMXZMnnB
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1 The Bank verifies these 99 messages are formed correctly
(hash and reblind themall to check)
I The Bank signs the remainibtinded message and sends Alice:
b-coin = [bling, sigy(blindy)]
9 Aliceunblinds the signature and sets
coin =y, sig(my)]
9 Alice also keeps track of
IL=lxand k=Irk

0 Spending protocol

1 Aliced3 Vince: dbuy Y for $X coin
T +AyOS OSNATASA .200Qa aArdayl GdzNB
1 Vinced3 Alice: randomrl R I mY
9 Aliceds Vince: R=[hZ IXJwhere
L=1¥ifrlk]=0
= KYifr[k] = 1

9 Vince hashethe revealed identity halves and verifies they am@rectc without knowing |I.
9 The purchase is then complete.
o0 Deposit protocol
1 Vinceds Bob: odeposit, coin,r, R
1 Bob verifies the signature on the coin and the hashes of the identity halves dvie to
(proves it all came from Alice)
1 Bob checks to see if trequence number is in the database
1 If not, the coin is valid and Bob adds it to the database
T LF¥ A0 ArAEeEf 938 dAEBAY@AY GKS RIGFolF &S
o ifr=rQ GKSy GKS @SyR2NJ Aa OKSIiAy3
o ifrr rQhen the user has doublspent the coin
1 Double spending theoin identifies the user becausieen there existk such that
r[k] r r@k] A RK] A RIK] = |
o Discussion
f D2SayQi LINB@GSyld ! idénthiSsAlEadR spend khe doiid twiged > 6 dzi
9 Alice could try to sneak a money order past the bank wherédbetity strings identify
someone else, with probability of success = 1 in 100 (1%).

1 The penalty for being caught is st thatthe risk not worth it.

9 Security can be increased by increasing the number of blinded messages.

f MSNOKIF yi @ ywdisit @Ridi2y order twiceOl y QG 2 LISY (G KS AF
T 'f{AO0S YR xAyOS OlyQli O2ftftdzRS Ia GKS& Oly
T 'fA0SQa ARSyiGAdGe A& LINRUGSOGSR o0& GKS o0fAy

o Problem
1 Eve can cheat the system: steal the coin by eavesdropping and dbptmi¢ Vince does
1 Bob will accept the coin and blame Vince for cheating when he tries to deposit it.
T LT 908 aGSrta yR aALISYyRa 'fA08Qa OFakK 687
1 There is no way to prevent these problems; they are ariaattiof anonymous digital money.

1 SSL/TLS
0 The secure sockets layer (SSL) was developed to support web based authentication and session
encryption (Netscape). It is heavily used i@@mmerce and other web based applications
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o |IETF developed version 3.1,ledITransport Layer Security (TLS)

o Variable encryption key sizes10 bit exportable, up to 256it AES

o Designed to minimise load on browser, server and to support algorithm negotiation
0 SSL is atransport layer protocol (on top of TCP)

0 SSL Handshakeotocol facilitates mutual authentication and negotiation of ciphers, MACs and keys
1. Establish Capabilities
2. Server sends Certificate
3. Client sends Certificate (*)
4. Setup Connection
0 SSL Message encapsulation
f  Fragmentatiorg 16384 (2% byte blocks
1 Compressiorg optional
1 Add HMAC
1 Encrypt using symmetric cipher
1 Prepend SSL record header
0 SSL supports Diffidellman for session key exchange, and mutual authentication using RSA/DSS
1 Secure Electronic Transaction (SET)
o0 Trouble with using credit cards on the Interr@tmes not from sniffed traffic, but from hacking into
YSNOKIyGdQa RFGFoOLF &S
0 SET protocol by Microsoft, Netscape, VISA and Mastercard (1996)
1 Both customers and merchashave public key certificates to sigansactions
9 Customers sign two messages (with lidlgggnatures)
9 Order Information(Ol} Contains a description of the goods and the price sent to matcha
1 Payment Informatior{Pl): &nt to bank with the price andard number but not description
1 The baclkend systems processing the transaction use legastesys

o Protocol
1 Aliceds Vince: OAlice, ry, certificate(k)
1 Vinced3 Alice: avince, segnum, certificate(k), certificate(k)
1 Aliceds Vince: {Olkv, {Pl}g, sig{h(O1),h(P1)}
9 Vince performs an authorisation step (may be offline):
1 Vinceds Bob: {ésummarng}s, {Pl}s
1 Bobd3 Vince: sigs{éauthorisation responsg

o Problems

1 SET has failed in the marketplace
1 The benefits turn out to be less than expected

1 Merchantsretainedcredit card numberasindexes and unwilling to delete them.

T ' &a¥FSI (i edeBérchanttofq@edy a card number from the bank (thus

removing all the added security!). BarRs\ Ri¥ dS R a LISOA Lt a{ 9 ¢ ¢

1 Cost and sability issuesg, speed/ performance download large SET wallets over dial
9 There is no benefit for consumers, atity could not refute SET transactions
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1 Public key infrastructure (PKI)
o0 Many eCommerce systems rely on the existence of adiEdue and verifgertificates
o Problems
1 Costly and complex to design and set up
1 Extremely difficult to manage
1 Political problemsvith the CA organisationq trust, licensing, backdoors for law enforcement
1 Competitive issueg how to get their root certificate into the browser / OS
0 Administrative problems
9 CAs issue certificates binding company names to domain names (though theychave
authority over either!).
9 Certificate revocation is a problewith offline use expirationdates CRLs
0 Implementation Problems
 Thed K 2 LJQ & ndf@ Mighi djffer from that on the certificate becaustoutsourcel
web hosting or credit card clearing facility
f Most sites are configuredto use40A G ONEB LJi2 0 SOl dza S(.eddefauda St
o Consumer rights issues
1 Merchants accepting the signature haiability in the event of fraudh paper systems
f Inremoving this risk,ansumers arg@rotectedS @Sy AT (KS@& R2y Qi f 22
1 No convenient way for consumers to record transactiondeémonstratedue diligence
0 User prollems
1 They disable certificate checking in their browser.
 Extremelycosttf 2 NJ | odzaAySaa (2 |RRAGA2YI & NHzy
91 Browser failures usually allow user (singliek) override
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Network protocols

Overview of network security
1 Problems with vendor software
0 Only hackers end up running network scanringjs
o LYUNHzaA2z2y RSGSOGA2Yy aeaidsSya R2yQi RSGSOU ySs
o Improper configuration
1 The fundamental problem with security architecture of the internet is the lack of strong authentication
0 Trustis given relatively freely bad on IP, names, passwords, TCP sequence number, etc.
1 Other problems with security
0 Security is always catalp ¢ significant time between finding, reporting, advising and fixing
o ltis usually reactive a cost centre, not a profit centre
0 Monoculturesg the internet is largely homogeneous
1 Hosts = Windows
Nameservers = Bind
Mail servers = sendmail
Routers = Cisco 10S
Web servers = Apache
1 Applications = Outlook, Hotmail, MS Office
Interoperabilityq the internet is heterogeneous
Political issuegthe governnS y i R2Say Qi ol yidG @&2dz G2 0SS GKI G
Patents
The human factor
Common beliefs are wrongmarshmallow security philosophy of secure perimeter
Hosts are weak either due to bugs or configuration
f ¢KS LINRPoO6fSYa OIFyQi 0SS adi20335RS ioNeR Bay=0 NLBSLJGZA 2ty Y=L &F3A N
1 A combination of lack of strong authentication, bad programming, poor security administration
9 Itis notillegal to do port scans
o Port scan a large address space, search for exploits and automatically use it to install rootkits
o DDhoi! GOl Ol /2yadaSttlriAazyé ¢g2dAZ R gl AG F2NI Fdal

=A =4 =4 =

O O O 0O O o

Network protocols
1 Internet protocol (IP)
0 A stateless protocol to send packets from one machine to another usHiif addresses
0 Many services use Transmission control protocolamof IP to provide connecticariented circuit
0 The other main protocol is the connectionless UDP
o Domain Name System (DNS) used to translate between names and addresses
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o |IP Header

0 Protocol encapsulation

i TCP 3vay handshake

0 TCP uses 3it sequence nmbers to identify lost packets and for packetardering
0 Incremented 128,000 times a second and by 64,000 for eaehconnection(BSD Unix stack)
0 Opening a TCP/IP connection:

Aliceds Bob: SYN(ISN

Bobd3 Alice: ACK(ISN+ 1), SYN(ISN

Aliced3 Bob: ACK(ISNt 1), PSH(DATA)

Bobd3 Alice: ACK(ISNt+K), PSH(DATA)

X RIFEGlI oo
0 Note: there are two sequence numbers (one for each direction)
0 A window eists for valid sequence numbers

9 Packets not within this range are invalid and dropped
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0 TCP Header

Attacks
1 Packet sniffing
o Packet sniffings the process of listening to raw network traffic (i.e. eavesdropping).
0 Usually reveals a lot information becaube Internet ismostlyunencrypted
o Information useful for other attacks (e.g. sequence numbers)
o0 Packet snifhg is usually confined to LAN protocols (e.g. Ethernet, 802.11, etc.) due to the expense
of equipment for sniffing other protocols
9 It gets hard to process packets at higher speeds without specialised hardware
1 Spoofing
0 Spoofing is the process of forgingciats
o0 Typically used to impersonate others or to manipulate protocol or implementation errors
o Nonblind spoofing attacks are where an attacker can both inject packetstive network and sniff
replies
o Blind spoofingis where an attacker cannot see repliesheir spoofed packets
0 ExamplevhenBob trusts Alice andlice is offline

I
™

T altft2NE 2yfeé ySSRa G2 aSi KAa Lt | RRNBaa
1 Bob will believe Mallory is Alice
o0 Example when Alice is online
1 Mallory tries to open a connection
Mallory d3 Bob: SYN(ISN # hi
Bobd3 Alice: ACK(ISNt+ 1), SYN(ISN # welcome
Aliceds Bob: RST # wasr@me!
9 Alice will tear down the connection
1 But Mallory can simply DoS Alice beforehand
Mallory o3 Alice: Denialof-Service # bye bye
Mallory d3 Bob: SYN(ISN # hi
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Bobdz Alice: ACK(ISN+ 1), SYN(ISN # welcome

Mallory d3 Bob: ACK(ISht+ 1), PSH(DATA)  #thanks
91 Deniatof-service (DoS) principles
o Find any resource, and use it up
1 Bandwidth, processing, storage, file descriptor, sockets, humantesghmits, etc.
o Own as many attackers as possible
o Find amplifiers (or post to slashdot.org)
0 Choose amplifiers with abundant bandwidth
1 SYN flooding
0 A simple DoS attack on TCP/IP

Aliceds Bob: SYN(ISN
Bobd3 Alice: ACK(ISN+ 1), SYN(ISN
0 Boballocates resources (memory, a process, a socket) to store details from Alice
o LT 'ftA0S ySOSNI O2YLX SiiSa GKS KIyRakKlI{(1SsT S@Sy
1 Smurfing
0 Another simple DoS attack

o !'ddGFrO1SN) dzaSa oOoONRIFIROIFAYIEWOATAGE 2F L/ at
o All hosts respond to single message
o0 Attacker forges the source address of the victim
o Amplifier machines do not need to be compromised!
9 Distributed DoS (DDoS)

0 Script scans hundreds of machirfesa problem and installs a drone waitifqy commands
0 Modern features of DDOS attack tools
1 Anonymous encrypted onway stealth protocols
1 Internet Relay Chat (IRC) command and control
1 Auto-update
1 Sequence number prediction

o LF 'tA0S A& FEADS FYyR alft2NE Aada NBY2G§Sz al ff
Mallory d3 Bob: SYN(ISN

w»
O«
e
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O O O O

o O O

(0]

Bobdz Alice: ACK(ISN+ 1), SYN(ISN
Aliceds Bob: RST # wasr@me!
Again, Mallory can use SYN flood to take down Adiggrevent her from tearing down
Mallory o3 Alice: SYN flood
Mallory d3 Bob: SYN(ISN
Bobdz Alice: ACK(ISN+ 1), SYN(ISN

alftft2NE A& of AYyR 60l yQi ztécdBpletBedorington @ 1S ySS|
Mallory can open a connection to Bob earlier to obtain the current value of the sequence number
Then, using the pattern of incrementing, he can guesdld¢od of guesses) the current value

Even though Mallory is blind, he can piggyback data onto the final handshake packet

Mallory d3 Alice: SYN flood # bye bye Alice
Mallory d3 Bob: SYN(ISN # hi itQ Mallory
Bobdz Mallory: ACK(ISN+ 1), SYN(Ng) # welcome
Mallory d3 Bob: SYN(ISN #hiity s Alice
Bobdz Alice: ACK(ISN+ 1), SYN(ISN # welcome
Mallory d3 Bob: SYN(ISh+ 1), PSH(DATA)  # execute code

The problem here is authentication by source IP address

Poor ISN generation contributes tiee problem

This attack becomes easier as networks latency and computer systems becomes more accurate
Used by Kevin Mitnik in his attack Shimomura

I Session hijacking

(0]

(0]

(0]

(0]

Session hijackings where a connection between two parties is hijacked by an attadker a
authentication, effectively becoming the man in the middle
One form of session hijacking can occur is through connectiesydehronisation.

1 Mallory listens for a connection between Alice and Bob.

1 At an opportune time (say just after Alice enters password to BlackNet), Mallory sends
packets to both Alice and Bob that increment the sequence numbers on each end such that
further packets between Alice and Bob will be regarded as old (outside the window).

1 Mallory is now effectively the man in the miedl

Null data desynchronisation

Aliced3 Bob: ACK(SY, PSH(DATA)
Bobd3 Alice: ACK(SN, PSH(DATA)
Mallory d3 Bob: ACK(Spht 1), PSEDATA) # NOP
Mallory d3 Alice: ACK(SN+ 1), PSH(DATA)  # NOP
Early desynchronisation
Aliceds Bob: SYN(ISN
Bobd3 Alice: ACK(ISNt+ 1), SYN(ISN
Mallory d3 Bob: SYN(ISh+ 1), RST # goodbye Bob
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Mallory d3 Bob: SYN(ISN)
Bobdz Mallory: ACK(ISN; + 1), SYN(ISW
Mallory d3 Bob: SYN(IS§\ + 1), PSH(DATA)

9 The missing packets (ACK storm)
0 When Alice or Bob getspacket for an invalid connection (e.g. one that Mallory has just closed),
they reply with an ACK packet and the expected sequence number.
0 When the other end gets this packet, they too will reply with an ACK and the expected serial number
for the other drection of the connection.
0 This generates aACKstorm; but sinceACK packetR 2 y Q (idat& th&SNE y 20 NBaSy i
o0 ltis interesting to note that this attack self-regulating(i.e. the bigger the ACK storm, the more
packets are lost due to congésh)
9 Source routing
0 Both IPv4 and IPv6 allow the sender (rather than routers) to specify routes that packets take through
a feature known asource routing
o Instrict source routing the sender specifies each hop that the packet takes through the network.
0 Inloose source routingthe sender only specifies a group of hosts the packet must transit through.
o This allows a remote attacker to facilitate nbhind attacks (whereas they previously could only
mount blind attacks as they do not receive reply packets)
0 Many kernels are configured to ignore source routing.
o Many firewalls/routers block source routed packets and may optionally trigger alarms.
1 OS fingerprinting
o OS fingerprintings the process of scanning machines using peculiarities in the IP stack in order to
identify the vendor and operating system version.

1 Firewalls

o Afirewall is a packet filtering gateway which aims to limit the number of exposed services on a
connectian (aka a wall with holes in it)

0 Static packet filtering gatewaykok at a set of static rules known as access control lists (ACLS).
Static packet filters are fast but reasonably weak (and difficult to maintain).

o Dynamic packet filtering gatewayaims beingnore intelligent about what packets to allow (e.g. by
stateful inspectionof packet headers).

o0 Application level gatewaysttempt to enhance the security further through acting as a proxy
(allowing user authentication and not allowing direct IP connectimeta/een the inside and the
2dzi aARSU0 o0dzi INB Y2NB O2YLX AOFGSR adAatft |yR |

1 FTP bounce attacks
o FTPservd Ol y 0SS dza SR {20 it Gyya0 Ko o6eoLa dayaB FANB G | €
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(0]

Example

Attacker finds FTP servkehind a firewall, allowing connections with writeable directory.
Attacker logs in and uploads a file containing SMTP commands for a spoofed mail message.
PdGGFO1 SN GKSYy dzaSa thwe¢ O2YYIYyR (2 LRAYID
Attacker then uses RETR commanchibate file transfer.

CKS C¢t ASNBSNI gAff (GKSy O2yySOd G2 GKS ©
(and, for example, can send mail pretending to be the FTP server).

=A =4 =4 4 =4

9 Traceroute

0 Tracerouteis a network debugging utility designed to map dug pathway between two hosts over
IP by monotonically increasing the tirmb@-live (TTL) field in the IP header.
0 The TTL field is used to limit the number of hops a packet may across the network before it expires.
o On expiry, aICMP error message is genardt(time to live exceeded in transit).
o By monotonically increasing the TTL field we will receive such an error message from every host
along the path the packet takes to the destination (and hence a route).
1 Firewalking
5-|:~ Ophons Fitewak 3:~-:|
elcone to FirewalksGTE. iy
-_|;~.;|'.n Bnter a gateuway host .
:'.-.*:-*.w-.— EALEr & dedatirnatlom koot
"f “!- up hu:-"-:m'n-tfl-_l-f.
2 ML 2 pa
3 { 3 po
2 o e
probe: 5 TIL: 5 po
crobe: B TL: & por .'-T_J
nirobe 7 TLi 7 poy 1]
probe: & TTL: & por
prob .: __: .::. r-.:-:' TR =t]
.'::Ir_.-un:: :'. ";; :_' :::l* .éi;.*--: om. &
.':-u.-- nd degtination, Gatews) rdt &n roule to destination hast,
0 ports open, 0 ports urnkmoows
Ll probes Bent, 11 replies received
Whal s bout plegayee, s
[i Frewnik I Cantml Paral I ot |
o Firewalkingis the process of detmining theaccess control listéACLS) of packet filtering gateways
(e.g. firewalls, routers, etc.) similar to traceroute.
0 The firewalk scan works by sending out packets with a TTL one greater than the targeted gateway.
o If the gateway allows the traffjét will forward the packets to the next hop where they will expire
and elicit a TTL exceeded in transit message (which we get back).
o If the gateway host does not allow the traffic, it will likely drop the packets on the floor and we will
see no response
0 Through such scanning ACLs on a gateway or firewall can be determined.
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1 IPsec

(0]
(0]

O O O O O

1 IKE

IPseds the working group aiming at securing the Internet architecture (both IPv4 and IPv6).
The two main features of IPsec are:
1 Authentication Header (AH) fouthenticationand integrity
9 Transport mode is applicable only to host implementations and provides protection
for upper layer protocols, in addition to selected IP header fields.
1 Tunnel mode is where it protects the entire inner IP packet, including the entire
inner IPheader.
1 Encapsulated Security Payload (H8Pgonfidentiality and authentication or integrity
1 Like AH, itan be used in both transport (between two hosts) and tunnel (an IP
tunnel between two gateways) modes.
Packets can use AH and/or ESP
Algorithm incependent
Does not protect againdtaffic analysisnon-repudiationor denialof-service
Used to set uprirtual private networks(VPNSs)
The AH defines a Security Association to use for a particular link or connection, containing
authentication parametersncryption parameters, and association details

Thelnternet Key Exchang@KE) is a hybrid protocol which uses parts of the following to obtain
authenticated keying material for security associations:

ISAKMP (Internet security architecture key manageinpeotocol), a framework for authentication

and key exchange. ISAKMP is designed to be key exchange independent; that is, it is designed to
support many different key exchanges.

Oakley, which describes a series of key exchanges, known as "modes", atgtdetservices

provided by each (e.g. perfect forward secrecy for keys, identity protection, and authentication).
SKEME, which describes a key exchange technigue which provides anonymity, reputability and quic
key refreshment.

Address resolution potocol (ARP) is used to map IP addresses to hardware addresses
A table called thé\RP caché used to store each MAC address and its corresponding IP address.
When a packet sent to a host machine on a network arrives at a router, it queries the MAgESsaddr
for the destination IP addressa ARP
1 TheARP program providesfiom cache if exists
1 If no entry is found for the IP address, ARP broadcasts a request packet to all the machines
on the network based on that IP address. A machine that recognizdP #dress as its
own replies. ARP updates the ARP cache for future reference and then sends the packet to
that MAC address.
Spoofing
1 ARP is one of the simplest but most fundamental protocols on the Internet.
9 Lack of strong authentication meansanipulating ARP is trivial, and allows many powerful
attacks to be accomplisheé.g. ARP poisoning, MAC flooding, hijacking, DoS, cloning
ARP facilitates Mallory to trivially launch mimthe-middle attacks against Alice and Bob
Mallory poisons theARP cache of Alice and Bob
lftAO0S aa20AlGSa .200a Lt ¢gAGK alff2NBQa
.20 | aaz20Al0Sa 'tfA0SQa Lt 6AdGK alff2NEBQA
lff 2F 1fAO0OS FYR .20Qa UNYFTFAO oAttt y2¢ 13
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9 This works even if the networkfislly switched
91 If Bob is a gateway or roett, dl traffic flowing through that router goes via Mallory.
o Other ARP attacks
1 MAC floodingwhere an attacker sends spoofed ARP replies at a high rate to the switch,
SOSyldzrtte 20SNFft26Ay3I GKS LIR2NIka!/ GlFofS
broadd aG¢ Y2RS O6A®Sd FT2NBINRAYy3I FEf GNIFFAO
91 Denialof-service attacks where ARP caches are updates witkerimtent MAC addresses,
causing valid frames to be dropped.
o0 Preventing ARP spoofing
1 MAC bindingt the switchmakes it so that once an drkss is assigned to an adapter it
cannot be changed without authorisation.
9 Static ARP management is only realistically achieved in a very small network
1 arpwatch for Unix systems monitors the ARP cache and alerts administrattirange
1 Domain name serge (DNSattacks
o Similar to ARP, DNS by default does not have any form of authentication.
0 The ability to subvert DNS through hacking the nameserver or poisoning the cache leads to many
potential attacks:
9 subversion of r* commands, NF8e(sharing), /etchosts.equiv, etc.
9 impersonation attacks (e.g. webserver)
9 denialof-service
1 Infrastructure attacks
0 Internet control message protocol (ICMP)
9 ICMP is used to communicate error messages and network conditions across IP
9 Like other infrastructure protocolstrong authentication is absent
T L/ at wSRANBOG YSaalkr3aSa OFry 0SS aLR22FSR
1 ICMP error messages can be spoofed telling target hosts that a victim is unavailable
(hence knocking the victim off the air).
1 Most firewalls block ICMP into and ooitthe network properly.
T {AyOS aLAy3I¢ dzaSa L/at SOK2 GKAA YSkya (K
o Other infrastructure protocols e.g. RIP, EGRP, BGP, OSPF
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Wireless security
1 Wireless LAN vulnerabilities
o Physical access to the network is no longuired
Most wireless networks are inside the firewatho more network perimeter
Most wireless networks link to insecure machimgzarticularlylaptops, PDAs and mobile phones
Passive and active attacks are easier to launch
Less audit trails
Less saarity mechanisms (for now)
Attackers can get away with relative impunity
0 Denial of service
1 War drivingg wireless equivalent of war dialing and port scanning
1 Wired equivalent privacy (WEP)
0 Used to protect 802.11b with confidentiality, access control auteigrity
o An example of how security protocols should not be designed
o0 Overview
1 A master ke, (40 or 104 bits) is sharexdprioribetween two parties.
1 Each 802.11 packet (header|data) is then protected by:
1 Anintegrity check field ICh{header|data)
1 A random initialisation vector IV
1 The master key and IV are used to generate a keystigsing RC4 in stream cypher mode
k= RC4,, IV)
1 The data and IC aréén encrypted by this keystream
E(m) =mA k

O O O 0O O o

0 WEP packet

0 RCA4 stream cipher
1 WEP protects the adidentiality of the payload through RC4 in stream cypher mode.
1 Senders use RC4 seeded with the IV and mastekgteygenerate a keystream. This
keystream is theixXORI with the plaintext.
1 Receivers likewise generate the same keystream usingriisshared master keyand the
received IV (sent in the clear). They thé@Rhis with the ¢gphertext to obtainthe plaintext
(the keys cancel):
m=cA k=mA KAk
1 Attacks on WEP
0 WEP is broken
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0 There are a large number of attacks possible:

9 Passive attacks to decrypt traffic based on statistical analysis.
Active attacks to decrypt traffic, based on tricking the access point.
Active attack to inject new traffic from unauthorized mobile stations.
A memory tradeoff attack that allows realime automated decryption of all traffic.
An active inductive chosen plaintext attack which allows decryption of traffic.
1 An attack on the key scheduling algorithm of RC4.
o0 Stream cipher problems
1 RCA4 is effectively being used as a pse0d®
I Two messages museever be sent using the same key or you end up with a two time pad:
A c,=m;A KA mA k
=m;A m,
Effectively a running key cipher with English as key
Messages have low entropy, so can be easily guessed
An attacker can obtain the originkéystream
The keystreanin this mode of RC4 depends on only an IV land
The master kel is a longterm, fixed key
T LYy Ylye aSadzJ Iff dzaSNER akKINB GKAa 1S
9 Asitis user chosen it is most likely guessable (dictionaagldtt
9 Thus the keystream is only really dependentao®4bit IV
1 If any two packets ever have the same 1V, the keystream is reused (hence can be decrypted)
I The IV is transmitted in the clear, making it simple for an attack&rak forcollisiors
o0 Birthday attack on the IV
1 Any packet collision will do
9 According to the birthday paradox, ifNGQ) is the probability of collision throwingballs
randomly intoNRA FFSNB Y (i 0 dzO1q8i@N) WekkSoy: A F | faz m X
5oR N0 P -
Solving for @Y, g) = 05 andN = 2* gives
g = 5,288 packets
9 Thus on average a collision will occur every 5,288 packets.
0 The IV implementation isroken
1 Many implementations initialise the IV to O rather than a random value
1 In most arrangements, the master kkyis shared between all users on the network
1 Can use collisions between all users on all channels in any direction
0 Memory tradeoff attack on the IV
1 An adversary can mount a known plaintext attack on the IV in WEP easily:
1 Send a WEP user a known messagg {ga email)
1 The adversary records the IV for the message
1 They then XOR the plaintext and thplertext to store the keystream
1 This keystream is stored in a table, indexed by the IV value
1 Nexttime a message is sent with that IV, the message can beléaitypted.
1 Likewise an adversary can mount this attack with no known plaintext if they see a packet
collision (thus can decrypt the third packet sent).
1 The table is independent of the master key size
1 Table will be much smaller for cards usimap-randomIVs

=A =4 =4 =
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0 Integrity checKIC)field
1 WEP uses CR32 for checksum
f D22R F¥2NJ RSGSOGAY3 GNIXyavyraarzy SNNBNEZ 06
f CRCs are lineafm A k) =h(m) A h(k), and it is independent of the master key and IV
1 The attackeccanmodify messagen in a known way to producenQ
mQ miA p
1 Since CRB2 is linear, they can compute a neralid integrity check field IC
L/ QA RO pLO/
1 Which will be valid for the newighertextcQ
cQchp kKIAmAp OKA'MQ
f Thus an attackeXOR$l KS 2 NRA IAY | H6 nllvO1 SG o0& op

o Keystream recovery attack
9 If an attacker knows the plaintext of a single WEP protected packet, they can inject any
packet into the network
o0 Attack on the authentication protocol
9 An attacker can replay thehallengeresponse to gain access to the network, spoofing the
authentication protocol
0 Message decryption attacks
1 Decryption by double encryption
1 WEP decapsulation by message redirection
1 Reaction attackg decrypt a packet even if basestation is not connected toititernet
o0 Inductive chosen plaintext attack
o |V cascading
0 Weakness of using RC4 as key scheduling algorithm
1 WEP security reality
o Confidentialityg all traffic can be easily decrypted
0 Access contrat anyone can join the network
o Integrity g all traffic canbe modified
0 Reliabilityq the network can be taken down at an instant
1 VPN over 802.11
o0 Notsimple
0 Proprietary standards and poor interoperability
o0 Many VPNs still vulnerable to MITM
o0 Client machines may still be vulnerable
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1 802.1x

o O O ©

M1 Other

o O O

Standard for encapsulatirigxtensible Authentication Protocol (EAP) over LAN
GbSGE2N] LRNI FdziKSyGAOlIGA2YyE

Only requires firmware update, and fits into existing infrastructure

Problems

T

=A =4 =4 4 =4

Not a complete replacement for WEP

Poor authentication protocols are vulnerable to attack
Sessiornijacking

Man in the middle

Vendorimplemented

Various DoS attacks

EAP variants (PEAP, LEAP;HAR WPA, WPA2)

Temporal key integrity protocol (TKIP, WE€®o little too late

Wireless IDS to monitor suspicious activity

RF signal shaping, usilogv power access points and directional antenna

Page 74 of 77












